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Abstract

It is widely recognizedthatwriting solid specificationsfor designinterfacesis critical in this day

of complex, multi-modulehardwaredesigns.However, many still resortto naturallanguagessuch

asEnglishto documentinterfaceprotocolssuchasthoseof bussesandIP (intellectualproperty)

cores. Consequently, theseprotocolsareoften buggy andarefrequentlymis-communicateddue

to theinherentambiguityof naturallanguagespecifications.Formalspecifications,with precisely

definedsymbolsand semantics,will resolve many of theseproblems,but in practice,they are

seldomwritten. They areusuallyperceivedastoodifficult to developandnotveryvaluablebeyond

their roleasdocuments.

A two-prongedapproachto this problem will be presented. First, the thesisintroducesa

methodologythat facilitatesformal specificationdevelopmentfor commonlyusedinterfacepro-

tocols. The popularPCI bus protocol and the Intel Itanium bus protocol (preliminary version)

have beensuccessfullyspecifiedwith this method. Furthermore,by verifying the specifications,

previously unreportedbugsandissueswereuncoveredin theseprotocols.

Second,the thesisdescribeshow formal specificationscanbe usedto automatemany proce-

duresthat arenow donemanually. For example,to verify a designusingsimulation,test inputs

andcheckingpropertiesmustfirst bewritten, andthis processrequireconsiderableexpertiseand

effort. However, if thereis aformalspecification,thetestinputsandthecheckingpropertiescanbe

generatedautomaticallyfrom it. This techniquewasusedto simulateandverify theI/O component

from theStanfordFLASH projectwherebynew bugswerefound in thedesignandmanualwork

waskeptto aminimum.
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Chapter 1

Intr oduction

1.1 WhereThis ThesisFits In

Advancesin manufacturingtechnologyhave allowedfor increasinglylargecircuit designsto fit on

a chip. Unfortunately, designerproductivity hasnot kept up with designcomplexity, anddesign

costshave climbedprecipitously. Especiallyin the areaof functionaldesignverification,where

engineerscheckfor consistency betweenthefunctionalityintendedandthelogic actuallydesigned,

progresshasbeenslow. Varioustools andalgorithmshave beendevelopedto assistwith finding

problemsin the designblueprint,but the generalconsensusis thatdesignshave becomeso large

andcomplex that the tools cannotpossiblyhandlethem. Tool capability is currently laggingso

far behindthat a fundamentalchangein designmethodologyis neededin order for the tools to

have a fighting chance.The coreproblemis that tools andotherlow-level machineryhave been

developed,but theability to usethemeffectively is still amiss.This thesisaddressesthis issue,and

demonstrateshow aparticulardesignapproachhasvariousadvantagesby maximizingthevalueof

verificationtools. Specifically, by developinganddescribingeffective usesof theavailabletools,

this work proposesa changein designmethodologyso that verificationof large designsthat are

commonin industrycanbemadetractable.

1



CHAPTER1. INTRODUCTION 2

1.2 Moti vation and Goal

Functional DesignVerification This thesisfocusesexclusively on functionaldesignverification.

One of the first stepsin designis to write down in a software-like language,typically referred

to as a hardware descriptionlanguage(HDL), the logical structureand behavior of the circuit.

This logicaldescriptionis latercompiledinto circuit elements.Functionaldesignverificationaims

to find problemsat this early stageof designby analyzingthe descriptionwritten in HDL. The

behavior andthestructureof designsareusuallysocomplex that,in many cases,thedesignis not

entirelycorrectandwill behave differentlythanexpectedonceimplementedasacircuit. Sinceit is

prohibitively expensive to fix problemsafterthedesignis fabricated,functionaldesignverification

proves to be indispensableby finding problemsearly on, beforeadditionalwork is doneon the

design.

Component-BasedDesignDueto thesizeof currentdaycircuits,designsarenot monolithic

creationsbut rathercompositionsof componentsdesignedseparatelyby differentengineers.Most

componentsare designedby engineerswithin the company, but someare createdby engineers

outsidethe company. The trend for component-baseddesignis so strongthat somecompanies

have adopteda new businessmodelwherethey sell piecesof designfor standardfunctionalities.

This way thebuyercansimply integratethestandardcomponentinsteadof reinventingthewheel.

Consequently, integrationof differentcomponents,especiallyonesacquiredfrom anoutsideparty,

hasbecomeanimportantandfrequentprocedure.Unfortunately, it is alsoanAchillesheelbecause

assumptionsaboutinterfacebehavior aredifficult to communicatebetweenengineers.Often the

component’s behavior is misunderstoodso the integration is incorrectandthe designasa whole

doesnot functioncorrectly.

The Curr ent Stateof Interface SpecificationBecauseof its pivotal role,thecomponentinter-

faceprotocolmustbepreciselydefinedandaccuratelycommunicatedby aspecification.However,

specificationswidely in usetodayarestill written informally, in naturallanguageslike English.

Consequently, interfacespecificationssuchas thoseof standardbus protocolsare often wordy,
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ambiguous,andcontradictory:all problemsthatcanleadto differentinterpretationsof thespeci-

fication. Furthermore,becausea naturallanguagespecificationis not amenableto analysis,there

maybeunnoticedproblemswith theprotocol.These“bugs”maycausetheinterfacecomponentsto

behave incorrectlyunderoverlookedscenarios.Thus,evenif two componentscorrectlyimplement

theprotocol,becausetheprotocolitself is incorrect,the interactingcomponentsmaydeadlockor

loseadataphase.Suchproblemsarehardto detectwith aninformalandincompletedescriptionof

theprotocol.Consideringthecritical role thataninterfacespecificationplaysin currentdaydesign

methodology, thisprimitive stateof specificationsis surprising.

Formal Interface Specification In contrastto an informal specification,a formal version,

which usespreciselydefinedlogic symbolsandoperators,promoteslogical clarity andallows for

automatedanalysis.For example,considerthefollowing informally statedrule from thespecifica-

tion of thePCI (PeripheralComponentInterconnect)bus protocol[?], a popularprotocolusedin

many designs:“only whenIRDY# is assertedcanFRAME# be deasserted.” The formal version

maylook like this:

previous� irdy� IMPLIES previous� frame� ��� frame

(“if irdy wastruein thepreviouscycle, thenframecanbecomefalsein thiscycle”).

A formalspecification,by construction,doesnottolerateambiguity, andtherebyforcesthepro-

tocol designerto definethebehavior precisely. This not only alleviatesthecommunicationprob-

lem, but also increasesthe likelihoodof a correctprotocolbecauseformal developmentinduces

discipline. Anotheradvantageis the ability for the specificationto be analyzedby a computer.

Automatedanalysisis immenselyuseful for debugging the protocolbecauseit cansimulatethe

protocolbeforeany implementationsarebuilt. Thisway, any unexpectedimplicationsof theproto-

col canbediscoveredandresolved.Therefore,aformalspecificationpromisesaclearerdescription

anda lessproblematicversionof theprotocol.

ThesisGoal Despitethesearguments,in practice,formal specificationsarerarely used. The
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reasonseemsto lie with a perceived cost-valueproblem;they areoften consideredtoo costly for

thebenefitsthey promise.Specifically, they arecriticizedfor their lengthydevelopmenttime and

the investmentneededfor formal verificationtraining. For many, thevalueof a correctspecifica-

tion doesnot justify thesecosts,andprecioustime andresourcesareallocatedfor morepressing

designneeds. Thus, to counterthesedisincentives, this work developeda formal specification

methodologythatattacksthiscost-valueproblemfrom two angles:

• Cost Side: Minimize the costproblemby making the formal specificationprocesseasier.

Developa specificationstylethatleadsto a correctspecificationwith lesseffort thanadhoc

methods.

• Value Side: Increasethevalueof a formal specificationbeyondits role asa documentation.

Clearly, if thespecificationshortensimplementationdesigntime in morewaysthanone,the

investmentin a formal specificationwouldbemoreacceptable.

1.3 Scopeof the Thesis

Thiswork focusesonsignallevel protocolsasopposedto higherlevel specifications.Thegoalis to

describethebehavior of eachwire or pin at theinterfacesothattherequiredbinaryvaluesof all the

signalswould be specifiedfor every clock cycle. In contrast,a high level specificationdescribes

desirablepropertiesbut doesn’t necessarilyspecify the signalingconfigurationat eachpoint in

time. Propertiessuchas“a dataphasealwayscompletes”canbeusedto verify a design,but they

aretoohigh-level to fully describetheexactsignalingprotocol.High-level specificationshavetheir

uses,but this thesisaimsfor completespecificationsthat canbe usedto designimplementations

manuallyor automatically.

This signal-level focusis motivatedby thecoregoalof makingformal verificationfeasiblefor

currentdesignsin industry. Specificationresearchhas,until now, mostlyconcentratedonhighlevel

specificationswith somesuccess.But by focusingon low level specifications,we hopedfor and

achievednew advancesin verificationof largedesigns.To demonstratethispoint, thetwo protocol
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examplesin thisthesisarebothsignal-level busprotocolswidely in use.They werechosenbasedon

their importancefor many applicationsandtheircomplexity whichmadespecificationchallenging.

It must also be emphasizedthat this work is limited to self-containedspecificationsof the

interface.It cannotdescribetheactionsat oneinterfacein relationto aneventatanotherinterface,

which would essentiallybe specifyingglobal properties.Although admittedlysuchdescriptions

wouldbeusefulfor verifying componentswith thetwo interfaces,unlessbothinterfacescommonly

comein pairs,the usefulnessof the dual protocolspecificationwould be very limited. Also, the

complexity of sucha descriptionis beyondcurrentcapabilitiesandwould bemoreappropriatefor

futurework.

1.4 Background and RelatedWork

Many specificationlanguagesfor formally describingbehavior have beenproposedover theyears.

The languagesrangein expressiveness,and their different levels of granularitydeterminetheir

appropriatenessfor differentapplications.Somehave becomepopularbecausethey areinput lan-

guagesfor powerful verificationtoolssuchasamodelchecker. Many simplyemphasizetheiruseful

constructsandexpressivenessto convince usersto adoptthe particularlanguage.This sectionis

a brief overview of thespecificationlanguagesanddescriptionlogic thatspecificationwriterscan

choosefrom.

1.4.1 CSP

Oneof the earlierspecificationlanguageis the CommunicatingSequentialProcesses(CSP)lan-

guage.It wasintroducedby C.A.R Hoarein a 1978paper[?], andhassubsequentlybeenadopted

by many researchers,somewho built uponit to developtheir own notation.Thelanguagefocuses

on thecommunicationbetweendifferentprocesses,andthe internalcomputationsareusuallynot

described[?]. This emphasisis similar to this thesis’s goal for describinginterfacesandtreating

componentsasblackboxes.Anotherfeatureof CSPis its non-determinismconstructwhichallows
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descriptionof non-deterministicbehavior. As describedlaterin section2.4.1,thiscapabilityis crit-

ical for aninterfacedescription.However, despitethesepositive features,thereareseveralreasons

why CSPis not appropriatefor signal level specifications.First, CSP, in its original form, is a

high-level languagewhich abstractsaway timing. Theprecisetimeswheneventsoccurcannotbe

described,andfor industrialapplicationswheretiming is of utmostconcern,this drawbackmakes

CSPinappropriate.For example,a protocolmay requirethecompletionof a handshake to occur

within four clockcycles;sucharequirementcannotbedescribedusingCSP. Second,it is notclear

how CSPwould allow thespecificationprocessto beeasieror theresultingdocumentto bemore

usefulthanthestatusquo. Althoughthereis a tool calledFDR (Failures/DivergencesRefinement)

which simulatesCSPdescriptions,thereareothermodelcheckingframeworks that aremorein-

tuitive to use. In addition,applicationof a CSPspecificationasa verificationaid otherthanasa

formaldocumentis not known.

1.4.2 Temporal Logic

Temporallogic, whichformsthebasisof many descriptionlanguages,hasamoreprecisenotionof

timethanCSP. In lineartemporallogic (LTL) [?], onecanexpresspropertiessuchas“ f is truenext

time( � f )” and“ f is trueuntil g is true( fUg).” Temporallogic canbethoughtof aspropositional

logic with operatorsto describechangesover discretepointsin time. Therearemainly two types

of temporallogic: LTL andcomputationaltreelogic (CTL) [?]. LTL is basedon a linearsequence

of eventswhile theunderlyingmodelfor CTL is a tree.Both areactively usedto specifydesigns,

andin a few cases[?] have beenusedto specify the signal-level protocolsthat are the focusof

this thesis. However, perhapsbecauseof their complex nature,they have not beenadoptedby

many verificationengineersin practice.Many who have usedCTL, for example,canattestto the

difficulty of preciselystatingthedesiredformula;often,compositionof theoperatorscanresultin

anunintendedandincorrectexpression.As a result,CTL or LTL maynotbeappropriatefor those

whohave nothadformal verificationtraining.
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1.4.3 Languagesin Industry

Therearea few formal specificationlanguagesthatareemployed in practice.They areused,for

example,to write assertionswhich checkbehavior at certainexecutionpointsof thedesign.Some

languagesalsoallow usersto write constraintson the inputsso that the usercanavoid explicitly

writing input sequences.Theseformal languagesareoften usedin a simulationenvironmentas

opposedto a formal modelcheckingprocess;thedesignsaretoo large to be modelchecked, but

thesemi-formalmethodof combiningtheformal (formal description,constraintsolving)with the

informal (simulation)hasproved to be very effective. The two mostpopularlanguagesfor this

semi-formalframework areSynopsys’s VERA andVerisity’s Specman.Theselanguages’strength

lie with the fact that many verificationengineers,driven by the usefulnessof the accompanying

tool, havechosento learnthelanguageandwrite formalproperties.Thus,theselanguageshavear-

guablyaccomplishedthefirst goalof makingtheformalspecificationprocessreasonable.However,

uponfurther inspection,it is clearthatneitherlanguagesareusedto write completespecifications

but areinsteadusedto write an ad hoc list of properties.Thesepropertiesdo not form thecom-

pletespecificationthis thesisaimsfor andarecloserin spirit to thehigh level checkingproperties

describedearlier. Therefore,the languageshave yet to demonstratetheir suitability for interface

specification.Furthermore,eachcompany hasits own proprietarydescriptionlanguagewhich is

incompatiblewith tools from othercompanies.A verificationengineermustre-learna new lan-

guagefor every new tool andpossiblywrite multiple specificationsfor thesameinterfacebecause

different tools areneeded.Theseannoyanceshinder the acceptanceof formal specificationasa

standardprocedurein design.

1.4.4 Stateof the Research Field

Until recently, formal specificationresearchhasfocusedmainly on developingtools or inventing

languages.For tools,mucheffort hasgoneinto modelcheckers which investigatewhetheramodel

of adesignsatisfiesagivenpropertyfor all possibleexecutionpaths.Somepopularmodelcheckers
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areSMV [?], Murϕ [?], andSPIN[?]. In additionto thevasteffort investedin improving theraw

horsepower of thesetools,therehasbeena sustainedresearcheffort into languages.For example,

researchersreasonabout the implicationsof composingtwo specificationsor the mechanicsof

abstractingadesigninto asimplermodel.Toolsresearchaimsto improve thedynamiccapabilities

of verification,while languageresearchattemptsto do thebeststaticanalysisandprocessingsince

thedynamiccapabilitiesarelimited.

A plethoraof new languages,mostof which arevariationson the languagesdiscussedin the

previous section(CSP, CTL, LTL), have beenintroduced. The aforementionedmodel checkers

all have their uniquelanguagesandadditionally, thereis LUSTRE[?], Esterel[?], andcountless

others,many of which aredevelopedfor a particulartool. This trendis problematicbecausemany

practitionersarereluctantto learnsomany languages.Within this context, it is importantto note

thatthiswork specificallydoesnotproposeanew language,but ratheraspecificationstylethatcan

be appliedto any existing language.The languageindependenceallows for the methodologyto

beusedfor many LTL or CTL basedframeworkssuchasSMV, LUSTRE,andFoCs[?], andeven

non-traditionalspecificationlanguagessuchasVerilog.

This thesisanswersthecentralquestionof how to write, debug,anduseaspecificationoncethe

languageandthetoolshavebeenchosen.Until now, verylittle work hasbeendoneonwaysto write

specifications;toolsassumetheexistenceof themor arejustusedwith anadhoclist of properties.

Thereis a lackof understandingof specificationmethodology, andconsequently, specificationsare

written haphazardly, in a free form way, andarechecked very unsystematicallyif at all. These

issuescausespecificationdevelopmentto beunnecessarilyburdensomeandproblematic.Themain

contribution of this thesisis the developmentof a general methodology that helpsproduceself-

contained,complete, andcorrectspecifications,while steadfastlyadheringto thecost-valuegoal.

1.4.5 Summary of the Thesis

In this section,the thesis’s main resultsare discussed.First, the attributesof the specification

writing style aredescribed,followed by an outline of the specificationdebuggingmethodology,
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without which thewriting stylewould not be feasible,andconcludedwith anexplanationof how

thespecificationcanbeexploitedin many differentways.

SpecificationWriting and Debugging

A simpleyet powerfulspecificationstylethat is resistantto errors is defined.Unlike many other

specificationframeworks, this writing style doesnot requirenor doesit allow non-deterministic

expressionsand CTL/LTL operators.The thesisdemonstrateshow even with this restriction,a

specificationcanstill describenon-deterministicbehavior andspecifyrich properties.Furthermore,

by not requiringtheseoperators,thewriting stylecanbeusedwith Verilogor VHDL, a factwhich

opensthedoorto amuchwideraudience.Sinceunderstandingesotericformal logic conceptssuch

asnon-determinismandtemporallogic is a majorbarrierfor specificationin practice,this thesis’s

demonstrationthata protocolcanbespecifiedcompletelywithout theseconceptsis a contribution

for thatreasonalone.However, thereareotheradvantages.

For one,by eschewing theseconstructs,aspecificationis executablewithin many environments

andplatforms.With no extra work, thespecificationcanbesimulatedtogetherwith animplemen-

tationto verify theimplementation’s compliancewith a specificationfor example.Or, becausethe

specificationis alsosynthesizable,it canbeusedin anemulationframework for hardwaretestingof

thedesign.In contrast,a specificationwith non-deterministicexpressionsis only executablewith

specialtools.Therefore,theonly waysucha specificationcanbeuseddirectly with animplemen-

tation is if the implementationis portedto thespecialtool framework, anunrealistictaskin most

cases.Thus,by restrictingthemethodologyto basicoperators,theresultingspecificationis made

moreuseful.

Anotheradvantageof this specificationstyle is dueto the trickinessof temporallogic. Many

expertscanattestto the difficulty of writing exactly the CTL or LTL formula that is neededto

specifya property. In mostcases,errorsareintroducedin thespecificationbecausethe temporal

propertiesareincorrectlywritten. However, this thesisdemonstratesthat thesecomplex operators

arenot neededfor most interfaceprotocols,andso, specificationwriters canadhereto the basic
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engineeringprincipleof “KISS - KeepIt SimpleStupid” to producehigh integrity specifications.

In addition to avoiding non-deterministicandCTL/LTL operators,this methodologyhasthe

distinctive featurethat there is no explicit statemachine representationof the protocol. Instead,

protocolsaredescribedby a collectionof compactpropertiesandsmall, standardstatemachines

suchastwo-stateset-resetmachines.In contrast,mostformal protocoldescriptionsarecurrently

writtenasexplicit statemachines.Theproblemwith thisapproachis thatthestatemachinesquickly

grow large and unwieldy. Additionally, becausemost protocolsare originally definedby a list

of rulesandnot asa statemachine,muchprocessingeffort andtime is neededto designa state

machinefrom theserules when creatinga formal versionof the specification. Not only is this

processtime-consuming,but in creatinga statemachine,many errorscanbe introducedby the

specificationwriter. Clearly, simply formalizingeachrule in theinformal original specificationto

createacollectionof formalpropertieswouldbemucheasier.

However, until now, this hasnot beendonebecauseit is commonlythought that to define

protocolbehavior exactly andcompletelywith propertiesis too difficult. For example,it is not

immediatelyclearhow to ensurethat thereareenoughpropertiesin the specificationto rule out

all illegal andunexpectedbehavior. It seemsmorenaturalto designa statemachinethatdescribes

whatcanhappenandtherebyavoid having to explicitly defineeverythingthatcan’t happen.Also,

propertiesmay be contradictoryin certainstates,but it seemsimpossibleto checkthis without

an explicit executionmodel. Indeed,in general,checkinga simplelist of propertiesdirectly for

correctnessseemsdifficult becausebehavior is only implicitly, andnotexplicitly defined.

To counterthis, a specificationdebugging methodology that doesnot require an explicit state

machinerepresentationof theinterfaceprotocolbut insteadcanbeapplieddirectlyto thespecifica-

tion propertieswasdeveloped.Thismethodologymakesproperty-basedspecificationdevelopment

feasible. In addition,this thesisintroducesa techniquethat takesa property-basedspecification

andgeneratesexampleprotocol tracesso thatwith a waveformviewer, a usercanview example

transactionsto becomefamiliar with theprotocol. This is usefulbecausewith just a list of prop-

erties,it is difficult to picturetheprotocolin action,especiallywhencomparedto anexplicit state
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machine,but this featurecircumventsthatproblem.

Anotherpossibledrawback of using a collection of propertiesfor a specificationis that the

protocolmay not be implementable.Whenput together, the propertiesmay be so unexpectedly

constrictingthatsomeof thespecifiedmodesof behavior maynotbeallowedto happenatall. The

key questionis how to checkthat this illusory freedomof choicedoesnot exist in the specifica-

tion andensurethatall thebehavior modesareindeedimplementable.To addressthis question,a

theoremis proven in this thesis;if thespecificationpropertiesall obey a certainstylistic rule and

togethersatisfya simple-to-check characteristic,thennot only is there a statemachineimplemen-

tation that satisfiesthespecification,but for everychoiceofferedby thespecification,it is possible

to implementthat choicein a statemachine.

To summarize,therearemany positive reasonsfor writing andstructuringa formal specifica-

tion in theway proposedby this thesis.Specificationwriting becomesmoreaccessibleby remov-

ing certainexpertiserequirements,lesserror-proneby keepingtheoperatorsusedto themostbasic,

andlesslaboriousby stayingcloserto theoriginal form of thedocumentation.At thesametime,

theresultingspecificationcanbeusedfor many applications,debuggeddirectlywithoutany imple-

mentations,andguaranteedto beimplementable.Todemonstratethemethodologyonameaningful

example,thewidely-usedbusprotocol,PCI (PeripheralComponentInterconnect)2.2[?], wasfirst

chosen.In theprocessof thespecificationdevelopment,thedebuggingmethodsdiscoveredthree

previouslyunreportedbugsin thestandarditself. As asecondexample,amoreadvancedpipelined

protocol,theIntel� Itanium™Processorbusprotocol,wasformally specified.With thisprotocol,

thespecificationwriting anddebuggingsuccessfullyuncoveredissuesthat later led to changesin

theprotocol.Theseexamplesillustratethefeasibilityof thespecificationstyleandthepowerof the

specificationverifying methods.

Using the Specification

Oncean interfaceis completelyandcorrectlydescribedby a specification,the logic encapsulated

in thatspecificationis too usefulto ignore.And if a specificationis written in thestyleprescribed
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here,it caneasilybeusedfor many applications.Thisthesisdescribeshow, whenverifyinga design

usingsimulation,thespecificationcanbeusedto automaticallygenerate input sequences,output

checking assertions,and a simulationcoverage metric for that design. As mentionedearlier, a

specificationof this styleis directly executablesowithout any extrawork, thespecificationcanbe

usedasa outputchecker duringsimulation. Also, becauseof thestyle, legal input sequencesfor

theinterfacecanbegeneratedautomaticallyanddynamicallyusingthespecification.This feature

is of significantvaluebecauseinput testbenchdevelopmentis very costly in termsof time and

effort. Finally, a simulationcoveragemetricandappropriateinput biasescanbedeterminedfrom

thespecification.Thesetwo arehighly importantfor unrepetitive andmeaningfulsimulationruns.

Thecoretechniqueof generatinginput sequencesfrom propertiesor logical constraintsby it-

self is not new [?]. However, this thesisis first in combiningthe input generation techniquewith

methodology for writing anddebugging completespecifications.Therefore,unlike currentmeth-

ods,thepropertiesusedto generatethe input sequencesarecompleteandverified. Consequently,

theinputsgeneratedwith this methodologyareguaranteedto becorrectandalsothemostgeneral

possible.In contrast,ad-hocpropertieswrittenwith theexpresspurposeof inputgenerationarecur-

rentlynot verifiedmechanically, andthus,arevery likely to beunder-restrictive or over-restrictive.

Under-restrictionleadsto thepossibilityof incorrectinput sequences,andthis hindersdesignver-

ification becauseany discoveredproblemcanbeattributedto eitherincorrectinputsor a truebug

in thedesign.Additionally, overly restrictive propertiesarea problembecause,duringsimulation,

the full input spacecannotbeexploredandthusthe input sequencesmaynot exercisethedesign

thoroughlyenoughsothatmeaningfulbugscanbefound. Similar principleshold whentheprop-

ertiesareusedto checkthe outputsof a module; if the propertiesareunder-restrictive, protocol

violationswill bemissed,andif they areover-restrictive, behavior will beincorrectlyflaggedasa

bug. Therefore,theability to verify propertiesdirectlywithout anexplicit statemachinemodel,so

thatpropertiesareneitherunder-restrictive or over-restrictive is very importantfor theseadditional

reasons.
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Anothercontribution of this work is an algorithmwhich exploitsof thestructure of thespeci-

ficationso that the input generation is orders of magnitudemore space-efficient. This spaceeffi-

ciency is critical for largeinterfaceswherememoryblowup problemsmayhinderautomaticinput

generation.Thestructureor thestyle for the specificationwasoriginally developedto maximize

correctnessof theresultingspecification,but thestructurehasprovedto beinvaluablefor optimiz-

ing memoryusagewhenusingthespecificationdynamically. Thealgorithmaccomplishesthis by

distinguishingthe different roles,which aremadeclearby the structuring,the logic expressions

play in thespecification.

Thespecification“use” methodology wasdemonstratedon an extensivelydebugged and fab-

ricateddesign,the I/O componentfromtheStanford FLASHproject [?] . An input generator, cor-

rectnesschecker, andcoveragemetricmonitor, wereall automaticallyderivedfrom theformalPCI

specificationwritten in theprescribedstyle. Thesetoolswereusedto simulateandverify thede-

sign, and as a result, previously unreportedbugs were discovered. The experimentshows how

the processof finding bugs is now nearlyautomatedandalso illustratesthe effectivenessof the

methodologyby finding previously overlooked problems.Furthermore,it demonstratesthespace

efficiency of thealgorithmby tabulatinganorderof magnitudereductionin thevariablenumbers

andmemoryusagefor thisexample.



Chapter 2

SpecificationStyle

2.1 Intr oduction

Thischapterintroducesthespecificationmethodology. Thespecificationstylewasdevelopedwith

hopesthat it is applicableto as many protocolsas possible. It is not tailored or optimizedfor

any particularprotocol,but it did evolve from attemptsto describethePCIbusprotocolcoherently.

Althoughthewholerangeof interfaceprotocolsareof interest,by focusingonawell-usedstandard

protocolsuchasPCI, it is felt thattheimpactof thework wouldbemaximized.Also, from acost-

valueperspective, the fact that theeffort investedin a formal specificationcanbeamortizedover

countlesssystemsfor popularprotocolsmakesPCIa logical choice.

Theadvantagesof a formal specificationaredescribedextensively in theintroductionchapter,

but its importanceis reiteratedherebasedon anotherfactor. Formalspecificationsaddressasubtle

point missedin practice;an informal specificationmayhave inconsistenciesthata humanreader

will not notice,or maybemissingrulesthata humanreadermayinfer automatically, but, because

it is inconsistentandincomplete,any correctnessreasoningis impossible.A practicalconsequence

of this is thatagoodprotocolcompliancechecker cannotbecreatedfrom suchadocument.Thus,

therearepragmaticreasonswhy formal specificationdevelopmentis important.
0This chapteris basedon materialfirst publishedin Proceedingsof the Third InternationalConferenceof Formal

Methodsin Computer-AidedDesign(FMCAD 00),2000[?].

14
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2.1.1 Structure of the Chapter

After relatedwork is discussed,achievementsaccomplishedby the specificationmethodologyis

outlinedin “Cost-ValueAchievements”(section2.3). Thesubsequentsection,“Two CoreCharac-

teristicsof theStyle” (section2.4),describesthefoundationof themethodologyandhow it leads

to thecost-valueimprovements.And on topof this foundation,the“PropertyStyleRules”(section

2.5),furtherassistin developingcorrectspecifications.

2.2 Previous Works

Therehasbeena few otherbusprotocolspecificationprojects.In 1999,Chauhan,Clarke, Lu and

Wang[?] specifiedPCI [?] usingCTL. Our specificationhasadvantagesthata CTL onedoesnot

have asoutlinedin thefirst chapter. In 1998,Mokkedem,Hosabettu,andGopalakrishnanformal-

ized higher-level propertiesof PCI involving communicationover bus bridges[?]. Their specifi-

cationis almostunrelatedto the onehere,which focuseson the low-level behavior of individual

signals.In fact,themethodologyis morecloselyrelatedto thefollowing two papers.Ogoubiand

Cerny describeasynthesizableobserver written in anHDL in their1999paper[?], but they do not

suggestthestylistic structuringproposedhere.Kaufmann,Martin, andPixley alsohave a similar

approachasoutlinedin their 1998work [?], which proposedusinglogical constraintsfor environ-

mentmodeling.However, they donotgiveguidanceonhow thepropertiesor constraintsshouldbe

written.

2.3 Cost-ValueAchievements

As outlined in the introductionchapter, the goal is to develop a specificationmethodologythat

allows the specificationwriting to be easierandthe specificationto be moreuseful. Throughout

this thesis,this is referredto as the cost-valuegoal. This sectionoutlinesthe specificsresults

achieved for this goal,while thenext section(“Two CoreCharacteristicsof theStyle”) describes
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how thestylechoicesthatweremadeallowedtheseresults.

1. LTL and CTL are not neededSpecificationwriting is mademoreaccessiblein two ways.

First,formalverificationexpertiseis not requiredto write thespecification.In contrast,many spec-

ification frameworksrequireknowledgeof LTL (lineartime temporallogic)[?] or CTL (computa-

tion treelogic)[?] asevidencedby numerousprojectssuchasCMU’sPCIspecification[?] andIBM

Haifa’s FoCssoftware[?]. Becausethis methodologydoesnot requirethecomplex constructsof

theselanguages,theformalspecificationcanbeandhasbeenwritten in ahardwaredescriptionlan-

guagesuchasVerilog,alanguagefamiliarto many engineers.Thisfeaturepartlycountersthetrain-

ing costargumentagainstformal specifications.Moregenerally, thestyleis language-independent

(indeed,thespecificationcanstill bewritten in LTL or CTL if desired).Themethodologycanbe

appliedto any of theexistingtool frameworksandlanguagessuchasSMV[?], FoCs[?] or LUSTRE

[?].

2. Many small properties insteadof complicatedstatemachinesSecond,becausethestyle

is basedon writing many smallprotocolrulesandpurposelyavoidswriting large statemachines,

the specificationshave beenfound to be easierto write andmaintain. Many otherspecifications

arebasedon writing a largestatemachinewith actionsspecifiedfor eachstate.Designingsucha

statemachinecorrectlyis a complex, error-pronetask. This methodinsteadrelieson many small

andgenericstatemachines,but thebulk of thespecificationis doneusingcompactprotocolrules.

Theformalizationusedhererequireslessmanipulationandresultsin fewer opportunitiesfor error

becausemostexistingnatural-languagespecifications,suchasthePCI2.2specification,arealready

writtenasa list of rules.To illustratethispoint,a few examplesfrom thedocumentarelistedhere.���
	���
����������������������� �!�"��#��$��%�&!�'(
�)�*,+#)�-��.!�/0�,/�/#�� ��%���21�3�3
(section3.3.1)���54��&'#687�9,�#�;:<��
����=!�/0�%/�/��� ������������?>��%@�A�)��0�,�������,/�/��� ��%���B3�3

(section3.3.1)

3. Implementability guaranteed This specificationstyle togetherwith a simple-to-check

propertyguaranteesthe existenceof an implementationandmore precisely, a strongerproperty

calledreceptiveness. With receptiveness,not only is a singleimplementationguaranteed,but for

every choiceofferedby thespecification,it is possibleto designa statemachinethat implements
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thatchoice.

Whethera specificationcan be implementedas a statemachineis importantbecausemuch

designeffort canbe wastedon a protocol that is inherentlyimpossibleto implement. And, re-

ceptivenessensuresthat all behavior modesin a specification,and not just a single mode,are

implementable.

4. Application as an environment model and property checker To maximize its value,

thestyleallows thespecificationto have multiple functions.If theimplementationdesignis small

enoughto beformally verifiedwith amodelchecker, theformalspecificationis immediatelyuseful.

With noextra work, it canbeusedto constraintheinputsto thedesignunderverification,andat the

sametime, it canbeusedasthelist of propertiesto checkfor. Theability to modelanenvironment

(i.e. the inputs)without writing any implementationcodeallows theuserto avoid a greatdealof

non-trivial, tediouswork. For example,this techniquewasusedby GovindarajuandDill; using

thePCI specificationwritten in this style,they wereimmediatelyableto begin formally verifying

a PCIdriver implementation[?]. Thespecificationconstrainedthestatespace,andalsogave them

propertiesto checkfor. This assume-guaranteeapproachis not new, but thestyleeasilyallows it

while anad hoc interfacespecificationprobablywouldnot.

For designsthataretoo complex to be formally verifiedandcanonly besimulated,thespec-

ification canbeusedasa monitor duringsimulationruns. A monitor observestheoutputsof the

designunderverificationandflagsbehavioral errorsduring simulation. It is frequentlyusedfor

functionalverificationandis alsoreferredto asanoutputchecker or a snooper. Thespecification

can be directly usedas a monitor becauseunlike many specifications,this specificationis exe-

cutableandcanbewritten in a languagesuchasVerilog. For example,at Intel� , thespecification

thatwasdevelopedfor theItanium™processorbusprotocolhasbeenmechanicallytranslatedinto

a C++ simulationchecker. Again, writing propertiesto checksimulationbehavior is not new, but

usingan interfacespecificationdirectly in this way is a novel contribution. Thereareotherdirect

applicationsfor thespecification,andthey aredescribedin Chapter6.
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2.4 Two CoreCharacteristicsof the Style

Thereare mainly two choicesthat were madeon how to write a specificationthat allowed the

advantageslistedin theprevioussection.Thefirst is to write thespecificationasamonitor, andthe

secondis to focuson writing many smallpropertiesandmany smallstatemachinesasopposedto

writing thespecificationexplicitly asonelargestatemachine.

2.4.1 Characteristic 1 : Monitor -BasedSpecification

A monitor(Figure2.2) is anobserver in a groupof interactingmodules,or agentswhich commu-

nicatevia a setof protocolrules(Figure2.1). Its main taskis to flag an agentassoonasit fails

to upholdthe protocol. It is a modulewherethe agentoutputsignalsareits inputs,andboolean

correcti signalsareits outputs. Whenan agent(or several agents)violatesthe bus protocol, the

monitor singlesout the erring agent(s)by making the correspondingcorrecti signal(s)false. If
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correcti is true,themonitoris indicatingthattheagenti’s currentoutputsconformto thespecifica-

tion.

The specificationstyle is basedon writing the specificationas such a monitor.1 After all,

the monitor must have exactly the protocol information to decideon agentcomplianceso it is

not unnaturalfor the monitor to be a form of protocol specification. For every clock cycle, a

monitor specificationdefinescorrectnessinsteadof definingbehavior. The conceptis not new;

many specificationframeworks,suchasLUSTRE[?] arebasedon monitorsor observers. In fact,

amonitorspecificationhasmany of theadvantagesof temporallogic.

Another Typeof Specification

Most otherformal protocolspecificationsaregenerator-styledescriptions(Figure2.3). With this

style,for every agentat theinterface,thereis acorrespondingstatemachinespecifyingthecorrect

outputs. The inputsandoutputsfor thesespecificationstatemachinesareexactly the inputsand

outputsof theagentspecified;this is in contrastto themonitor-basedstylewherethespecification

outputsarecorrecti variablesandnot theagentoutputs.A generatorspecificationexplicitly givesa

correctoutputvectoroneveryclockcycle insteadof simply indicatingthecorrectnessof anoutput.

For example,anagentbasedspecificationwould statethatprotocolsignalout is “1” (or “high” or

“true”) at timestep7, andfor thesameproperty, amonitorspecificationwouldspecifythatif out is

not“1” attimestep7, theagentis incorrect.Thisdifferenceseemsto besubtleandinconsequential,

but thegeneratorstylehasonemajordrawbackthat themonitor-basedstyledoesnot have; it has

difficulty handlingnon-determinism.

Non-Determinism in Specifications

Sinceusersareusuallygivenleeway in implementingtheprotocol,non-determinismis anintegral

part of mostspecifications.For example,a protocolmay allow a receiver implementationto re-

spondwith an “acknowledge” anytime from threeto eight clocksafter the sendingevent. Thus,
1Only themonitoris writtenby thespecificationwriter. Theagentsin thefigureareto belaterimplementedby someoneelse.
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from anobserver’s perspective, theagentmay respondon the third clock, the fourth clock, ..., or

theeighthclock,andthis behavior is non-deterministic.Theflexibility allows theimplementorto

choosebetweenafastresponsebecausetheparticularsystemrequiresit or aslow onebecausedata

processingis required.

For writing a specification,this flexibility canbe an annoyance. Sincethe mostgeneralde-

scriptionis needed,thewholerangeof behavior mustbeconsideredcorrect.For a generatorspec-

ification, theconceptthat“acknowledgecanbetruein thethird cycle,or it canbefalseandbetrue

in thenext cycle, ... or it canbefalseandbetrue in theeighthclock cycle” mustbeexpressedin

orderto describenon-deterministicbehavior. Usually, this would requirespecialconstructsin the

languagewhereasetof possibleoutputvectorscanbespecified.Therefore,only speciallanguages

with this featurecanbe usedfor generatorspecifications,anda verificationengineermay not be

ableto useherlanguageof choice.Furthermore,thespecialnon-deterministicconstructmaymake

aspecificationmorecomplicatedandmechanicaluseof it difficult. For example,a documentwith

suchaconstructis notdirectlynor immediatelyexecutable.

Advantagesof a Monitor -BasedSpecification

1. A monitor specification can describe non-determinism deterministically. In contrast,a

monitor-basedstyle handlesnon-determinismwith a simplesolution. The crucial observation is

that a single propositionalformula can describea rangeof acceptablebehavior. The example

property, “an acknowledgemusthappensometimebetweenthreeto eight clocks”, caneasilybe

specifiedin propositionallogic with a simplecounter(counter) anda set-resetvariable(ackHap-

pen).

prev �C� counter D 7� ��� ackHappen�FE ACK

“If it hasbeensevenclocksandACK hasnotbeentrueyet, then,in thenext cycle,
ACK mustbetrue”

prev �C� counter G 2�FE �
ACK

“If it hasbeenlessthantwo clocks,thenACK cannothappenyet.”
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Sincea monitor-basedspecificationonly requiresdescriptionsof correctbehavior, theseproposi-

tional formulasarepreciselywhat is neededin the specification.Thus,on eachclock cycle, as

long astheoutputssatisfyall theformulassuchasthese,thecorrecti outputis true.Consequently,

even whendescribingnon-deterministicbehavior, thespecificationitself is deterministicbecause

its outputs(thesetof correcti ’s) canalwaysbesetdeterministically(eithertheoutputssatisfythe

propertiesor they don’t).

2. A monitor specificationcan be written asa list of properties. Themonitor-basedstyle

alsoallows specificationto bewrittenasaconjunctionof propositionalformulasor properties. As

describedin thepreviousparagraph,propertiescanbeusedto specifybehavior if only correctness

hasto be specified(monitor-style) andnot explicit behavior. In comparison,a generatorspeci-

fication inherentlyrelieson (oftenvery large) statemachinesto determineoutputsandcannotbe

writtenasalist of properties.Fundamentally, sincethegeneratorspecificationis soclosein form to

theactualimplementation,it is inevitablethatageneratorspecificationwouldstructurallyresemble

avery largestatemachine.A monitorspecificationdoesnothave thishandicap,andcanbewritten

in a form that’s moremaintainable,lesserror-prone,andsimplerto write.

3. A monitor specification is executable. Becauseof the monitor-style’s handlingof non-

deterministicbehavior, a specificationof this type is executable.This is valuablebecauseaslong

as the monitor is written in the languageof the implementation,it canbe directly connectedto

thedesign.Then,it canflag errorsandassignblameto theappropriatemodulein a system-level

simulation.To useanon-deterministicspecification,suchasangeneratorone,in thesamemanner

is notasstraightforward.

4. A monitor specificationcan be usedto model the environment. Whenmodelchecking

a design,theinputscanbesetwithout writing animplementationof theenvironmentbut by using

a monitor-basedspecification.Namely, onewould modelcheckthedesignby conditioningall the

propertiesto beverified,with “assumetheinterfacingagentshave beencorrectsofar accordingto

the monitor”. For example,if p is the propertyto be modelchecked, andagentsi and j (whose

implementationsdo not exist) form the environment,the propertyto be modelchecked is “there
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is no executionpathwherecorrecti
�

correct j have beentrue so far and p is falsein the current

state(
�

E[(correcti
�

correct j ) U
�

p] in CTL)” wherecorrecti and correct j correspondto the

outputsignalsof themonitorfor i and j. Themonitorandtheconditionin thecheckingproperties

correctly constrainthe inputs to the design. This useof the monitor is very similar to what is

describedin [?]. Again,thisapplicationis possiblebecausethespecificationis basedonproperties

insteadof explicit actions;it is difficult to seehow angeneratordescriptionwouldbeusedthisway.

5. Interface-centric view leads to lesswork. With an generator-style approach,the spec-

ification writer would have to individually write a specificationfor eachagentat the interface.

Furthermore,specificationsfor all of theagentswouldneedto bewrittenbeforethewriter canver-

ify any of theagentspecifications.If thewriter took theinterface-centricview andwroteamonitor

specification,theinterfacecanbespecifiedin onefell swoop.Only oneself-containedspecification

needsto bewritten insteadof multiple specifications.

2.4.2 Characteristic 2 : Many CompactPropertiesand GenericStateMachines

Therearemany waysto write a monitorspecification.Themostobviousway is to implementthe

monitorasa statemachine.Dependingon thecurrentstateof themonitor, correctoutputsof the

agentsaredefined,andthecurrentstateis definedby theprecedingsequenceof agentoutputs.The

drawbackof this approachis that, again,the statemachinecangrow very quickly in size. This

is mainly dueto the non-deterministicnatureof protocols. Sincea statemachinebasedmonitor

specificationis essentiallya deterministicfinite automaton(DFA) equivalent to (i.e. recognizing

the sameagentoutput sequencesas) the non-deterministicfinite automaton(NFA) representing

theprotocol,thenumberof statesin themonitor statemachineis exponential(2k) in thenumber

of states(k) in the NFA representation.Thus,writing an explicit statemachinerepresentationof

the monitor may easily lead to un-readableanderror-pronespecificationsimply becauseof the

machine’s size.

This leadsto thesecondstylistic guidelinefor a formal specification:write themonitorspec-

ification as a list of propertiesthat shouldhold true for the interfaceprotocol and avoid writing
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previous(stop & irdy) IMPLIES !stop;

previous(counter = 3) & a) IMPLIES !a;

previous(stop & irdy) IMPLIES !irdy;

previous(!frame) IMPLIES (frame | ad);

previous(frame) IMPLIES (frame | irdy);

Property−Based Specification

State Machine Based Specification

Figure2.4: Property-BasedSpecificationvs. StateMachineBasedSpecification

anexplicit statemachineto implementthemonitor(Figure2.4). Thisapproachis possiblebecause

thespecificationis writtenasamonitor, andwaschosenbecauseof theadvantagesof conciseness,

easeof maintenance,andsimplicity. Thespecificationpropertiesareof thefollowing form:

prev � signal0 HIHIH ��� signalj HIHIHCJ variable0 HIHIH ��� variablek �KE signali JLHIHIH �M� signaln

where“ E ” is thelogicalsymbolfor “implies”. Theantecedent,theexpressionto theleft of the

“ E ”, is a booleanexpressioncontainingthe agentoutputvariablesandauxiliary statevariables,

andtheconsequent,theexpressionto theright of the“ E ”, containsjust theagentoutputvariables.

TheallowedoperatorsareAND, OR,andNOT. The prev constructallows thestateof thesignala

cycle beforeto be expressed.It canbenestedalthoughin theexamplesattempted,no morethan

two nestedprevs wereneeded.The prev constructis theonly specialconstructthat is needed,and

canbeeasilyimplementedin mostlanguages.Notethatthemorepowerful constructsprovidedby

LTL andCTL, whicharedifficult to implement,arepurposelyavoided.A contributionof thisthesis
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is that this decisiondoesnot hinderthe descriptionof somewell-usedsignal-level bus protocols

while allowing for many advantages.For clarification,anexamplepropertyfrom PCI is described.

prev � trdy
�

stop�FE stop

means“if thesignalstrdy andstop weretrue in thepreviouscycle, thenstop mustbetrue in the

currentcycle” wherea “true” signalis assertedanda “f alse”signalis deasserted.

The prev constructis not enoughto retainstateinformation. Statemachinesareneededfor

this. But insteadof relyingon largecustomstatemachines,thestylereliesonmany, smallstandard

statemachineswhich eachtrack one threadof information. An example is a 2-state,set-and-

resetmachinewhich becomessetwhena certaineventhappensandstayssetuntil it is no longer

needed.It is usedto recordcertaininformationsuchaswhetherthetransactionis a reador awrite.

Anotherexampleis a counterwhich countsthenumberof cyclesfrom a certainevent, or counts

thenumberof occurrencesof a specialevent.Only thesetwo typesof statemachineswereneeded

for describingbothexamplesin this thesis.A key point is thataprotocolcanbewrittenwith a few

standardstatemachines,evenif it is ascomplex asapipelinedprotocol.

To constructthe monitor, the propertiesare directly usedto determinethe correcti signals.

Assumingthateachpropertyconstrainsthebehavior of only oneagent,thepropertiesaregrouped

by theagentwhich they constrain.Whentheagentoutputsignalsmake all thepropertiesof one

agenttrue, the correspondingcorrecti signal is true; otherwise,it is false. Thus, correcti is a

conjunctionof all thepropertiesspecifyingthebehavior of agenti. Thefollowing is theassignment

statementfor correcti , whereproperty j
i pertainsto agenti.

if (property0
i
�

property1
i
� HIHIH � propertyn

i )
thencorrecti = true,elsecorrecti = false

Therefore,themonitoris alist of propositionalformulas(property j
i definitions),auxiliarystate

variableassignments,andcorrecti assignments.Thereis no conversionof this to a statemachine;

this is preciselythecodefor themonitor.
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2.5 Property StyleRules

The previous sectiondiscussesthe foundationof the specificationstyle; the specificationshould

bemonitor-basedandbedecomposedinto multiple properties.Similar stylesof writing have been

doneby otherswho write observer-baseddescriptionsor by thosewho usetemporallogic. While

acknowledgingthat the methodis not new, the thesisuniquelydemonstratesandarguesthat this

structureof writing is bestfor thesignal-level protocolsusedin practice.In contrast,thestylistic

rulesintroducedin this sectionareoriginal contributions.

2.5.1 First Rule : Separability of the PropertiesRule

Each propertycanonlyconstrain outputsof oneagent.

For eachproperty, thereshouldonly beoneagentto blamewhenthepropertyis broken. Con-

sequently, apropertycanonly restricttheoutputsof oneagent;if it dictatestheoutputbehavior of

two or moreagents,multipleagentscanbeheldresponsiblefor asinglebrokenproperty. Sinceit is

exactly thecurrentstatevariablesthatareconstrainedby theproperties,all currentstatevariables

of aproperty, mustbeoutputsof thesameagent.Equivalently, sincefor aparticularagent,outputs

of otheragentsareits inputs,thecurrentstatevariablesmustall betheagent’s outputsandnot its

currentinputs. If signalsoa andqa areoutputsof the sameagentand rb is an outputof another

agent,thefirst propertyobeys this restriction,while theseconddoesn’t.

correct: prev � rb �NE oa
�

qa

incorrect: prev � rb �OE oa
�

rb

This rule is calledtheseparability rule becauseit allows propertiesfor differentagentsto be

separatedand evaluatedindependently. This separabilityfactor is importantfor a specification

becausewith it, a specificationcan be guaranteedto have an implementationas proved in sec-

tion 3.6.3. The main needfor the separabilityof a propertyis to upholdan importantprinciple

of specifications:it shouldbe possibleto implementan agent basedon informationsolely from
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the specification,and knowthat the implementationcan interact correctly with any other agent

upholdingthespecification.

IndependentImplementability If multipleagentsareresponsiblefor upholdinganinseparable

property, theimplementationof asingleagentmustbeabletodotheimpossibleactof predictingthe

behavior of theotheragents.Thus,theonly way sucha systemcanbedesignedis for thedifferent

agentsto bedesignedtogetherwhichrunscounterto theprincipleof independentimplementability.

For example,a bad, inseparablespecificationwould be a D b, wherea andb areoutputsof two

differentagents. An implementerof oneof the agentscannotsafelyset the value of a without

knowing whattheimplementerof theotheragentwill setthevalueof b to. Sucha functionalityis

not independentlyimplementable.Equivalently, a monitorfor sucha specificationcannotblamea

singleagentwhenthepropertyis broken. If a D b doesnothold, it is impossibleto decidewhether

a is wrongor b is wrong.Thus,it is apparentwhy “a brokenpropertycanonly blameoneagent”is

asufficient conditionfor thespecificationto upholdtheabove principle.

Removing Illusory FreedomConsiderthespecification“
� � a � b� ,” wherea andb areoutputs

of differentagents.Sucha formulamight resultfrom anattemptto specifymutualexclusion. In

this case,an implementercanonly seta D 0 safely, in casethe implementerof the otheragent

maysetb D 1. But the implementerof b canonly safelysetb D 0, too, sothespecificationcould

just aswell bea D b D 0. In otherwords,this specificationallows illusory freedom, which is also

undesirable.Theseparabilitystylerule disallows suchsituations.

Specifying Moore Machines As the clock speedsof bussesgetsfasterandfaster, almostall

businterfaceprotocolsassumeaMooremachinetiming; namely, it is expectedthattheinterfacing

agentneedsat leastonecycleto respondto its inputs.Theoutputseparabilityrulecanbethoughtof

asaresultof modelingtheagentsasMooremachines.For example,machineA hasaninput inA and

outputsoA andrA andis specifieda propertythatbreakstheseparabilitystylerule:
�

inA J oA
�

rA.

This can be interpretedas whenever inA is true, machineA must react immediatelyand assert

its outputsoA and rA true. But sincemachineA is a Moore machine,this is an unreasonable

specification.
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(input)

frame
address
phase

(output)

trdy

Figure2.5: trdy behavior duringtheaddressphase

Mutual Exclusion Theexampleof mutualexclusionis interestingbecausealthoughit is fre-

quentlyadesiredcharacteristicof abus,“only oneagentcanbedriving thebusata time”, thestyle

rule disallows it asa propertyasoutlinedin the“Removing Illusory Freedom”paragraph.Mutual

exclusionis not a specificationthatcanbeimplementedindependentlyby severalagents.Instead,

it is anemergentcharacteristicthatis impliedby propertiesthatcanbespecifiedindependentlyfor

the agents.For example,in PCI, only the agentthat is the currentmastercandrive certainbus

signals;this canbe specifiedasa separableproperty. The arbiterin thesystemensuresthatonly

oneagentis the masterat any time, andthis is alsoa separableproperty. Together, thesesepa-

rablepropertiesensurethenon-separablemutualexclusioncharacteristicof the bus. In fact, it is

this work’s conjecturethat mosthigh-level, non-separablecharacteristicscanbe implementedby

low-level, separableproperties.

An Un-Implementable PCI 2.2Requirement Interestingly, thereis anofficial PCI 2.2spec-

ification [?] requirementwhich doesnot satisfy this separabilityrule, and is consequentlyun-

implementableasstated.However, thereis an equivalent, implementablerequirementto replace

it.

Therequirement,whichis in section3.2.4of theofficial PCIdocumentation,statesthatthesig-

nal trdy mustusetheaddressphaseasa turnaroundcycle. The“addressphase”is whenthesignal

frameis asserted,whenit wasde-assertedin thepreviouscycle (Figure2.5),anda“turnaroundcy-

cle” for abussignalis acyclewherenoagentis allowedto drive thatsignal.Thus,therequirement

translatesto “if framejust becameassertedin this state,do not drive trdy.” Theproblemis frame

andtrdy canbe driven by differentagents,andso both mustdecidesimultaneouslyhow to meet
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the requirementtogether. And a Moore machineagentcannotreact(via thevalueof trdy) to its

input (in this case,frame) in thesamecycle. Thus,this requirementcannotbe implementedin an

agentasstatedin thestandard.However, this requirementcanbestatedin adifferentway with the

sameintendedeffect. Therequirementshouldbe“no agentmaydrive trdy if frameandirdy were

bothdeassertedin thepreviousstate.2” This obeys theoutputseparabilityrule andit will enforce

thedesiredpropertythatall agentsnotdrive trdy in theaddressphase.

2.5.2 SecondRule : Isolating Curr ent Variables in a Property

If thepropertyspansmorethanonetimeframe(i.e. involvesat leastthepreviousstate)theproperty

mustbewrittenin theform“past conditionsE current state”. Thus,all multi-statepropertiesmust

bewrittenasimplications,andall prior statesvariablesmustbein theantecedentandcurrentstate

variablesmustbein theconsequent.

Example:
���P4Q�&'#687�9,�#�;:<��
����=!�/0�%/�/#�� ������.�����.>��%@�A�)����,�R�����%/�/��� ������S1�3�3

Correct: prev � frame�OE frameJ irdy
Incorrect: prev � frame� ��� frameE irdy

Interestingly, this temporalimplicationis not themoststraightforwardway to formalizea pro-

tocol property. A moreintuitive form is a causalimplication,“causeE effect”. For example,the

incorrectversionof theabove property, prev � frame� ��� frameE irdy, is a causalimplicationand

is closerin form to theEnglishversion(“if FRAME#is deasserted,thenIRDY# mustbeasserted.”)

Thepropertiesarewritten in themoreawkward temporalimplication form becauseit hasadvan-

tagesin debuggingandin input generation.It is noted,though,thatunlike thefirst rule, this rule is

not requiredfor theimplementabilityof thespecification.

Writing thepropertiesasanimplicationwith thepastexpressionastheantecedentandthecur-

rentexpressionastheconsequentis aseparationof functionality. In essence,thepasthistory, when

it satisfiestheantecedentexpression,requiresthecurrentconsequentexpressionto betrue;other-

wise, thepropertyis not “activated” andthe interfacesignalsdo not have to obey theconsequent
2A noteto PCI experts:for anaddressphasefollowing a back-to-backtransaction,which won’t have frameandirdy deassertedin

thepreviousstate,otherpropertiesensurethatthereis a turnaroundcycle for trdy.
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in the currentcycle. In this way, the temporalimplication separatesthe activating logic andthe

constraining logic.

This separationmakescontradictionsin thepropertieseasierto spot,asdemonstratedwith an

examplein section3.2. Contradictionsarea commonproblemwith multiple-propertyspecifica-

tionsastwo or morepropertiesmayunexpectedlyplaceconflictingrequirementson signalsunder

certainconditions. In identifying the propertiesin conflict, the separationof the activating and

constraininglogic is a necessarystepin theprocess.Thus,having thepropertiesin theseparated

form to begin with clarifiesthelogic structureandleadsto aspecificationthatis easierto debug.

The “activating-constraining” separationis alsothe key insight that allows for efficient input

generation,which is discussedin the “specificationuse” chapter(chapter6). In a nutshell,the

constraininglogic is all thatis directlyneededfor theinputgeneration,andits isolationresultsin a

dramaticallysmallerexpressionfor manipulation.

This isolationconceptalsosimplifiesthe first propertystyle rule, the “property separability”

rule. Sincetheconstrainingpartis isolatedin theform of theconsequent,therulerequiresonly that

theconsequentis purelyanexpressionof onecomponent’s outputs.Becauseof thissimplification,

compliancewith thefirst rulecanbeeasilychecked.



Chapter 3

Verifying a Specification

3.1 Intr oduction

A very importantpracticalquestionis how to verify a formal specification.A specificationcan

be incorrectin a few ways. On onehand,it canbe too restrictive. A catastrophiccaseof this

is whena specificationis contradictoryfor certainstates,andconsequently, it is impossiblefor

any implementationto satisfythespecificationfor thesestates.Anotherproblemcausedby over-

restrictionis when a specificationunintentionallydisallows certainactionsthat aremeantto be

correct.Ontheotherendof extreme,thespecificationcanbeunder-restrictive. In thisscenario,the

specificationallows certainbehavior thatshouldhave beenlabeledillegal becauseit is incomplete

andhas“holes” in it.

To uncover theseproblems,we introducetechniquesthat work directly on the specification

withoutrequiringanyimplementationsor explicit statemachinerepresentationsto bewritten. This

featureis significantfor a variety of reasons.For one,designingimplementationsjust to verify

a protocol is both labor andtime-inefficient. However, in practice,protocoldesignersmustfirst

implementmodelsthat interactusingthedesignedprotocolin orderto verify theprotocol. These

modelsarethensimulatedor modelchecked so that the behavior canbe comparedto the speci-

fication andchecked for deadlockor missingdataphases.The methodintroducedheredoesnot

31
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requirethe time-consumingimplementationprocessandinsteadchecksthespecificationdirectly.

Second,themainreasonwhy theproperties-basedmethodologyhasnot beenwidely adopted,de-

spite the positives outlined in the previous chapters,is becauseit was generallythoughtthat a

properties-basedspecificationcannotbeverifiedwithout anexplicit statemachinerepresentation.

Themethodsdescribedin thischapterstrengthenstheargumentfor properties-basedspecifications

by introducinga methodologythatallows thepropertiesto beverifieddirectly. Third, someprac-

titionersdo usepropertiesto checkoutputsandconstraintinputsbut do not currentlyverify these

properties.Thesepropertyverificationtechniquescanleadto improvedoutputcheckingandinput

generation.

To verify the properties,techniquesbasedon modelcheckingareused. Essentially, a model

checkingtool is usedto exhaustively searchthestatespacethatconformsto thespecification.This

way, theusercancheckwhetherwhatis allowedby thespecificationis exactlywhatis intendedto

beallowed.

Becauseof its exhaustive searchcapability, a model checker in generalis very effective at

findingproblems,but it is severelylimited by the“stateexplosion”problem.For many designs,the

numberof statesto be manipulatedby themodelchecker, the reachablestates, is unmanageably

large. Consequently, descriptionsthat canbe model-checked arelimited to relatively small, low-

complexity designs.Therehave beenvariousapproachesto this problemaimedat differentpoints

of the modelcheckingprocess.Somehave tried to resolve the problemby abstraction [?, ?, ?]

whereirrelevantinformationis abstractedawayfrom thestatespace,andconsequently, thenumber

of reachablestatesis reduced. Anotherapproachis symbolicmodelchecking [?, ?, ?] wherea

large numberof statesmay beefficiently representedby a small datastructure,a binarydecision

diagram(BDD) [?]. In thisapproach,thesmallnessof theBDD comparedto thelargesetof states

it representsis instrumentalin reducingmemoryusage.However, this compressionefficiency is

highly dependentonsubtlecharacteristicsof thesystemto beverified. In somecases,explicit state

enumeration,which doesnot usethis intermediaterepresentation,outperformsthe BDD-based

method[?].
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correct_i = 1
correct_j = 1

correct_i = 1
correct_j = 1

correct_i = 1
correct_j = 1

correct_i = 0

correct_i = 0

correct_i = 0

correct_i = 0

 Dead state
Monitor  Machine

Figure3.1: A deadstatefor agenti

Fortunately, bothexamplespecificationsusedin this thesisdid not causethe“stateexplosion”

problemwith availableBDD-basedmodelcheckers. Of these,Cadence’s SMV [?], worked par-

ticularly well andwasusedextensively with this project. It will take a monitor-stylespecification

andanswerqueriesabouttheimplicitly definedstategraph.Thedebuggingmethodsrequirethese

queriesto bewritten in thebranching-timetemporallogic CTL[?]. It mustbeemphasizedthatthe

specificationis written without temporallogic suchasLTL or CTL, but thepropertiesto check the

specificationarewritten in CTL.

This chapterwill describetheverificationmethodsdevelopedfor monitor-style specifications

andthetypeof problemsfoundfor eachmethod.Someweretranslation(from Englishto formal)

errorsdueto misinterpretationof thespecification,which aresignificantbecausethey supportthe

claim that an informal specificationis proneto ambiguityandmisunderstanding.However more

importantly, someinherentproblemsin boththeofficial PCI standardandapreliminaryversionof

theItanium™busprotocolwerediscovered.(Detailsof theseproblemscanbefoundin chapters4

and5 respectively.) Thesepreviously un-reportedbugsandissuesfurtherstresstheimportanceof

usinga formal specificationstyleto developandreview aprotocol.

3.2 DeadStateCheck

Deadstatesarisedueto contradictionsin thespecification.For example,if onepropertyfor agent

i requiresp to be true in the currentstateandanotherrequires
�

p to be true in the samestate,
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thereis a deadstate. Defining deadstatesprecisely, requiresdefininga few otherconceptsfirst.

A transitionin the monitor specificationmachinefrom a stateis said to be correct for agent i if

themonitorassertscorrecti duringthetransition.A monitorstates is correctly reachable, if there

existsasequenceof agentoutputsthatcausesthemonitorstateto enters from theinitial state,while

correcti for all i arecontinuouslyasserted(i.e. all agentshave obeyed the specificationup until

states). A deadstatefor agent i is a correctlyreachablemonitorstatethathasno correctexiting

transitionsfor agenti; for all outgoingtransitionsof thedeadstate,correcti is false. Intuitively, a

goodspecificationshouldhave no correctlyreachabledeadstatesbecausethen,all possibleagent

outputsareincorrectaccordingto thespecification.(Othershave observedtheimportanceof dead

states[?].)

To ensuretheabsenceof a deadstatein a monitorspecification,a certaincharacteristicneeds

to holdfor all theagentsin thespecification:“for everystatein themonitorwherenopropertiesfor

any agenthavebeenbrokensofar, theremustexist at leastonenext statewhereall of theproperties

for theparticularagenthold.” ThischaracteristiccanbecheckedeasilyusingaCTL modelchecker

with theformula,for aparticularagenti,
�

E TI� correct0
� HIHIH � correctn � U �C� correct0

� HIHIH � correctn � � � AX
�

correcti �C�VU
(“Thereis no pathwhereall theagentshave beencorrectsofar but agenti hasno possiblecorrect

next state”).If thereareany contradictionsin thespecification,themodelchecker for thisproperty

returnsacounterexampleindicatingadeadstate.

It mustbe emphasizedthat the conditionalin the formula, “all the agentshave beencorrect

so far”, is essential. A contradictionamongpropertiesis allowed if any propertieshave been

violatedearlier in the executionpath. The absenceof contradictionsonly hasto hold for the set

of correctlyreachablestates.It is not necessarynor desirableto guaranteesatisfiabilityfor every

possiblesubsetof properties.(In fact, if this werethe case,the propertieswould be muchmore

complicated,andtheeaseof writing andreadinga specificationwould begreatlyreduced.)This

factoris why a reachabilityanalysis(which determinesthecorrectlyreachablestates)is required,

andaplain-vanilla satisfiabilitycheckis not theright approachfor finding contradictions.
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Thefollowing is anincorrectlogical translationof somePCI requirements,a mistake actually

madeby theauthor. Thedeadstatecheckfounda deadstatewhich resultedfrom theconflicting

properties,

prev � addressphase�KE �
trdy

prev � trdy�KE trdy J � irdy
� � stop J trdy�C� J prev � irdy

� � stop J trdy�C�
prev � trdy�KEW� prev � stop�YX stop�

The contradictionis not obvious from the expressionabove but if it is re-writtento obey the

Isolate Current Variables rule from section2.5.2 (seebelow), and the valuesof the statevari-

ablesin the deadstateare known, it is possibleto seethat there is no legal next statewhen

prev � addressphase
���

irdy
�

trdy
���

stop� holdsbecause
�

trdy
� � trdy J � stop

�
irdy�C� ��� stop

is unsatisfiable.

prev � addressphase�KE �
trdy

prev � � irdy
�

trdy�FE trdy J � stop
�

irdy�
prev � trdy

���
stop�KE �

stop

prev � trdy
�

stop�KE stop

Sincethedeadstatecheckreturnsthedeadstateas“..., addressphaseD trueZ irdy D falseZ trdy D
trueZ stop D false, ...”, thesevariableassignmentscanbeusedto seewhichpropertiesarein effect,

by pluggingthesevaluesinto theleft-hand-sideof theimplications(theantecedents).In this case,

the first threepropertiesarein effect andtheir consequentsform the contradiction.This process

is effective becausethepropertiesfollow the IsolateCurrentVariablesrule andthemodelchecker

canfind adeadstateasacounter-exampleto theaboveCTL formula.Oneadvantagethischeckhas

over theotherchecksis its simplicity. No creativity or expertiseis required;only theCTL formula

givenabove andamodelchecker areneeded.

Therearea few limitations to this simple check. First, it lacks the ability to find profound

bugs,andits usefulnessis moreakin to aspellchecker thana full debugger. Specifically, thecheck

proved to bemoreeffective in catchingerrorsintroducedin themonitorwriting stageratherthan

problemsinherentwith theprotocol. Second,althoughthecheckcanreturna statedescriptionof



CHAPTER3. VERIFYING A SPECIFICATION 36

the deadstate,it is unableto pinpoint which propertiesare in conflict. The problemis exacer-

batedby the fact that an arbitrarynumberof propertiescancontribute to the contradiction.The

searchcomplexity for theoffendingpropertiesis exponentialin thenumberof activatedproperties.

Third, thecheckassumesthattheinterfaceagentsareMooremachines.However, this assumption

is reasonablein today’s high clock speeddesigns,andBryant, Chauhan,Clarke, andGoel have

researchedinconsistenciesfor combinationalMealycircuits[?].

Anothersimilar checktestsfor under-restrictionin thespecification.It is reasonableto assume

thatin all states,at leastonepropertyis in effect. Thechecksearchesfor correctlyreachablestates

whereall possibleoutputsfor agenti arecorrectaccordingto the monitor. The monitor canbe

checkedfor thispropertywith theCTL formula,
�

E TI� correct0
�

correct1
� HIHIH � correctn � U �C� correct0

�
HIHIH � correctn � � � AXcorrecti �C�VU (“Thereis no scenariowhereall theagentshave beencorrectsofar

andall possiblenext statesfor agenti arecorrect”). Although this checkturnedup no bugs in

thePCI monitorspecification,it is still a worthwhilecheck.Like thedeadstatecheck,this check

requiresnocreativity or extra work.

3.3 Characteristic Check

A morepowerful debuggingmethodis checkingfor specificproperties,or characteristicsin the

specification.ThesecharacteristicsareCTL statementsaboutagentevents. If thespecificationis

too constricting,certainagentactionswhich areintendedto bepossiblewill not beallowedby the

specification(over-restriction). Thus,CTL statements(thecharacteristics)canbewrittento model-

checkthat the expectedagentactionsareallowed to happenwithin the statespacedeemedlegal

by thespecification.With this check,characteristicssuchas“data canbe transferredin a retried

transaction”and“an observercountercanreachahighvalue”arecheckedagainstthespecification,

which is themodelthatthemodelchecker is checkingin thiscase.

Thecharacteristicscanalsocheckfor under-restrictionandincompletenessof thespecification.

If the specificationis “too loose”, actionsthat are intendedto be illegal may be deemedlegal
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Specification
Desirable

High−Level

Characteristics

Must Imply

CTL, LTLprevious(frame)  IMPLIES (frame | irdy)

"The bus must eventually reset"

"Signaling definitions must be disjoint"

With thecharacteristicscheck,rich propertiesabouttheprotocolcanbeguaranteed.

Figure3.2: TheCharacteristicsCheck

by the specification. Thus, characteristicssuchas “data transferdoesnot immediatelyhappen

during a masterabortedtermination”or “data cannotbe transferredin a disconnectwithout data

termination”checkthatthespecificationdoesnotallow these“bad” events.Again,with themodel

checkingframework, the specificationis the modelandthe characteristicsareusedto checkthe

model.

With a CTL basedmodelchecker, thecharacteristicscanbechecked againstthespecification

propertiesin thefollowing form. If C is thecharacteristicto becheckedandcorrecti is truewhen

all propertiesspecifyingagenti aretrue,thentheCTL checkingexpressionis:
�

E TI� correct0
� HIHIH � correctn � U �C� correct0

� HIHIH � correctn � � � � C �C�VU
(“Thereis noscenariowhereall theagentshavebeencorrectsofarbut, in thecurrentstate,charac-

teristicC doesnot hold.”) If this CTL formula is violated,themodelchecker returnsa counterex-

ampleindicatinghow thespecificationdoesnotobey thecharacteristic.

This debuggingmethodfurthersthe casefor formally specifyingprotocolsbecauseit found

severalbugsin theofficial PCI protocolstandardandissuesin a preliminaryversionof theIntel�
Itanium™busprotocol.In thisway, it is morepowerful thanthedeadstatecheckwhichonly found

superficialproblemswith thespecification.Also, althoughthespecificationpropertiesaresimple,

bounded,linear time properties,thechecking characteristicsaremorecomplex, unbounded,CTL
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formulas.Thisallowsthespecificationto besynthesizableandyetguaranteerich properties(Fig-

ure3.2). Thus,this methodis oneway to expressandspecifyrich propertieswithout resortingto

complex andcumbersomeconstructs.In fact,aslong astheagentoutputscomplywith theproto-

col properties,thesechecksguaranteethattheoutputsalsocomplywith higherlevel characteristics

(that are true of the specification)suchas“data is eventually transferred”or “an agentcanonly

signalasingleterminationmodeatonetime”.

Onedrawbackof thischaracteristiccheckingis thatausermustcomeupwith thecharacteristic

statementsbecausethey cannotbeautomaticallydeducedfrom thespecification.It is alsosubject

to falseerror reportswhenthecharacteristicsthemselvesareincorrect.However, from theexperi-

enceof verifying two protocols,it canbesurmisedthatmany of thesecharacteristicsarecommon

amongmultiple interfaceprotocolsandthuscanbereused.Consequently, theeffort in developing

effective, incisive,andcorrectcharacteristicsto find problemsin thespecification,canbeamortized

over anumberof interfacespecifications.

Examplecharacteristicsandtheprotocolbugsfoundwith themcanbefoundin chapters4 and

5.

3.4 Generator-BasedCheck

Using a constraintsolver, a generator can be createdfrom a specification. This generatorwill

outputcorrectsignalson every cycle by solving the propertiesin the specification.(The details

of this generationschemecanbe found in chapter6.) If several generators,representingthe dif-

ferent agentsin the specification,are hooked up together, they will interactusing the specified

protocol. This way, exampletracesof the protocolcanbe producedwithout the needto design

statemachines. Waveformslike thosethat illustrateEnglishprotocolspecifications(Figure3.3)

canbeautomaticallygeneratedfrom thespecification.Not only is this usefulfor visualizationof

thespecification,but by manuallyscanningthroughthetraces,problemswith thespecificationcan

befound. In fact,severalseriousproblemswerefoundwith thePCI specificationthathadescaped
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Figure3.3: An automaticallygeneratedPCIprotocolwaveform
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thetwo model-checkingbasedmethodslistedabove. This fact is antestamentto theadvantageof

this method;a userdoesnot have to dreamup variousillegal behavior that thespecificationmay

allow becausethegeneratorswill autonomouslyexhibit thebehavior duringa simulationrun. The

creativity requirementis amajorhindrancein modelchecker basedtechniquesasit is verydifficult

to comeup with anexhaustive list of “bad” scenariosto checkfor.

For thePCIspecification,it wasfoundthatthis generator-basedtechniqueis usefulfor finding

missingproperties.Thefollowing bug in thespecificationwasdiscoveredby simulatingtwo PCI

generatorsagainsteachother. In a nutshell,a signalthat shouldbekept steadyduringa commu-

nicationhandshake wasallowedto changevaluesrepeatedlybeforethehandshake wascompleted.

Specifically, while the signal framewasheld true andthe reciprocalagent(the target) hadn’t re-

sponded,thesignalirdywasbouncingbackandforthbetweentrueandfalse.A correctspecification

wouldnotallow thisandforce irdy to bestableuntil thereciprocalagentresponds,but therewasa

missingcasein thespecification.Fortunately, thisproblemwaseasilyfixedby addinganew prop-

erty that coveredthe “hole” in the description.Model checkingtechniquesdid not find this bug

becauseit did not occurto theauthorto checkfor this particularscenario.This simulation-based

techniqueproved adeptat demonstratingwhat an incompletespecificationwould allow for agent

behavior.

3.5 VacuousProperty

Anothercheckthatcanbedonewith very little effort is theVacuousPropertycheck.With this test,

a modelchecker is usedto verify that within the correctlyreachablestatespace,the antecedents

of all thepropertieswill eachbecometrueat somepoint during execution. If thereis a property

wheretheantecedentis alwaysfalse,thepropertyis never “fired” andis thereforevacuous.Since

it is meaninglessto haveapropertythatis never in force,it canbesafelyassumedthattheproperty

is not statedcorrectlyandrequiresmodification. As with thedeadstatecheck,this methodis an

excellent“spell checker” anda few minor errorswerediscoveredwith thischeck.
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3.6 The ReceptivenessProof

3.6.1 Intr oduction

In this section,it is demonstratedhow the implementabilityanda strongerproperty, receptiveness,

canbeprovedfor specification.This proof is powerful for a numberof practicalreasons.Because

thereis no explicit statemachinerepresentationof the specification,it is unclear, at first glance,

whetherthe collection of propertiesamountto a reasonablestatemachine. In the worst case,

only a statemachinethat doesnothing may satisfy all the properties. Or, perhaps,only some

of the behavior modescan be implementedas a statemachine,and the other modesdescribed

by the propertiescannot be, in which case,the specificationpurportsto have flexibility that it

doesnot really have. This theoremguaranteesthatall thechoicesofferedby thespecificationcan

actuallybedesignedinto a statemachine(receptiveness).Furthermore,thetheoremguaranteesan

implementationthatwill behavecorrectlynomatterwhattheenvironmentdoesaslongasthelatter

observestheinterfacespecification(implementability).Thisguaranteeis particularlyimportantfor

standardinterfaceswhereimplementationsarecreatedindependentlyby differentpartiesandare

expectedto beintegratedseamlessly.

Becauseof thetheorem,it is easyto checkwhetheraspecificationis implementableandrecep-

tive; thespecificationpropertiesmustbeseparable(asdefinedin section2.5.1)andtheremustbe

no deadstates(asdefinedin section3.2) in thespecification.Theproof of this will be described

in thefollowing sections.Thefirst section,“Setupfor theProof”, definestheassumptionsandthe

vocabulary. Thenext sectionwill statethe theorem,thecorollaries,theproof sketch,anda more

precisedefinitionof receptiveness.

3.6.2 Setupfor the Proof

First, it is notedthata specificationmonitor is a Mealymachine. A Mealy machinehasits inputs

and its outputson its edges;the outputsarenot associatedwith a stateaswith Moore machines.
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Mealy Machine The monitor is a Mealy 
machine with O0, ..., O3
as inputs and the correct signals

O0, O1, O2, O3

correct0, ..., correct3
Inputs
OutputsState

as outputs.

Figure3.4: A MealyMachine

A monitor is a Mealy machinebecausein orderto determinetheoutputcorrecti values,a combi-

nationalfunction on its inputs,which arethe observed agentoutputsignals,is sufficient (Figure

2.2,3.4). Therefore,oncetheagentshave settheir outputsfor a particularcycle, themonitorcan

instantaneouslydeterminewhethertheoutputsarecorrector not.

Second,onecanview the systemof agentsas “one agent(the agentof interest)and its en-

vironment(the otheragents).” Using the samemonitor, we now have outputscorrectMe for the

formeranda correctEnv for thelatter;correctMe canbea particularcorrect j andcorrectEnv would

bea logical conjunctionof correcti for i [\ j (Figure3.4). This particularsetupcanbeviewedasa

gamebetweentheagentof interest,Me, andtheenvironment,Env. Me andEnv outputsignalsin

a locked synchrony anddo not alternatedriving anoutput. As soonasEnv breaksa specification

rule (correctEnv becomesfalse),Me has“won” andthemonitor’s correctMe valuewill remaintrue

regardlessof Me’s outputs.This is a reasonablerestrictionbecauseanagentshouldnotberequired

to uphold the specificationif the environmenthasfed it illegal inputs. It will be proven that if

two requirementshold for thespecificationof thesystem,it is guaranteedthataMooremachineK

exists whereno matterwhat the environmentoutputsto it, K will alwaysoutputsignalsthat will

keepcorrectMe true;therefore,K implementsthespecification.With suchaK, theenvironmentwill

never beableto forceK to outputanillegal sequence.

Thefirst of the two requirementsis that thereareno deadstates(section3.2) for agentMe in

themonitor. For everycorrectlyreachablestateof themonitor, thereis at leastonetransitionoutof
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Figure3.5: OneAgentandtheEnvironment

thatstatewith thecorrectMe ontheedgeastrue.Thesecondrequirementonthespecificationmon-

itor, theoutputseparabilityrule (section2.5.1),is restatedhereas“the functionwhich determines

correcti mustonly bea functionof thecurrentstateof themonitormachineandthecurrentoutput

of agenti, andnot thecurrentoutputsof anyotheragent.” Theoutputvaluesof theotheragentsare

usedto determinethenext stateof themonitormachinebut not thevalueof correcti . With these

two requirements,receptivenessandimplementabilitycanbeshown.

3.6.3 Theorem and Corollaries

Theorem 1 If a Mealymachinemonitor, M, which obeys thefollowing requirementsexistsfor

somespecification,thena Moore machineimplementationfor a singleagent,Me, is guaranteedto

exist. Therestrictionsare,

1. Themonitormustnothaveanydeadstatesfor agentMe.

2. Themonitormustobservetheoutputseparability rule.

Andit is assumedthatoncetheenvironmentbreachesthespecification,correctMe is infinitely true.

Proof Sketch: Thetheoremis proved by constructingtheMooremachineimplementationof

Me. The following is anoutlineof theconstructionalgorithm,andthe full proof canbefound in

AppendixA.

1. Startwith theinitial state.

2. To determineanoutputfor thisstate,anoutputvectorthatsatisfiescorrectMe is picked(from
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potentiallymany choices)regardlessof its currentinputs.This is possiblebecausecorrectMe

is afunctionof thecurrentstateandoutputsof Meonly; Me’scurrentinputscannotaffect the

correctnessof its currentoutputs(restriction2). Furthermore,the existenceof at leastone

outputvectorthatsatisfiescorrectMe is guaranteed(restriction1).

3. A next stateis definedby theoutputchosenin thepreviousstepandan input vector. A set

of next statesis definedby consideringall possibleinputvectors.For all thestatesin thisset

whichhave yet to bevisited,repeatstep2.

Interesting Note Although the statesin this constructedimplementationhave an one-to-one

correspondenceto thestatesin themonitor, this neednot betrue for animplementationto satisfy

the specification. In fact, in most implementations,therewill be several implementationstates

which correspondto a singlemonitorstate.Namely, anagentmaycausethemonitormachineto

visit a statetwice but the internalstatein theagentmachineis differentfor the two cases.This is

why amonitorcannotbeusedto quantifysimulationcoveragepreciselyalthoughit canbeusedas

an approximation.A visited statedin the monitor doesnot indicatethat testingdoesnot have to

cover thisstateagain.

If oneviews this systemonceagainasa multiple agentmodel(Figure2.1) asopposedto one

agentandanenvironment,aninterestingcorollarycanbededucedfrom Theorem1. Thefollowing

guaranteesthattheentire interfacesystemcanbeimplementedaslongascertainassumptionshold.

This is in comparisonto Theorem1 which only guaranteesan implementationfor oneagentand

doesnot reasonabouttheotheragents.

Corollary 1 : A Setof ImplementationsExist for aSpecificationIf a Mealymachinemonitor,

M, which obeysthefollowingrestrictionexistsfor somespecification,thena setof Mooremachines

which implementthespecificationis guaranteedto exist. Therestrictionsare,

1. Themonitorhasnodeadstatesfor all agentsin thespecification.

2. Themonitorobservestheoutputseparability rule.
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An implementation can always choose the left branch in the
specification to avoid the dead state.  Receptiveness  
disallows such illusory freedom in the specification.

Figure3.6: How evenwith deadstates,animplementationcanexist

Proof Sketch Apply theorem1 to eachagentin thespecificationandthe theoremguarantees

a correctimplementationfor every agent.Sincethe theoremguaranteesspecificationcompliance

independentof the inputs to the agent(assumption2), the agentscanbe implementedindepen-

dently. Furthermore,Theorem1 guaranteestheir correctnesswhencomposedtogether;because

an environmentcannever trick an agentinto erroneousbehavior, composingthe agents(i.e. the

otheragentsform the environment)cannotleadany agentto violate the specification.Note that

theoutputseparabilityrequirementis sostrongthat“assume-guarantee”reasoningis not required.

Onedoesnothave to assumethattherestof theagentsarecorrect;aparticularagentis guaranteed

to becorrectirrespective of thecorrectnessof theotheragents.

ReceptivenessA monitorspecificationis definedto bereceptive[?] if for everycorrectlyreach-

ablestatein themonitor, thereexist agentimplementations,whenconnectedto eachotherandto

the monitor, can causethe monitor to reachthat state.1 Receptivenessensuresthat thereis no

illusory freedomin thespecification.Thefollowing is anexampleof illusory or vacuousfreedom.

prev ] âF_ out0 ` out1

prev ] out1 ^O_ba c

prev ] out1 ^O_ c

out0 andout1 areoutputsof oneagentandsotheagentcanalwayschooseto assertout0 insteadof

out1 to avoid theinevitableerrorstatecausedby assertingout1 (becauseof thelast two properties

which causea contradictionon signal c in the next state). Thus, even with a deadstatein the

specification,thereexists an implementation;this example illustrateshow the absenceof dead
1Ed Clarke hasalsorecognizedtherelevanceof receptivenessto busspecifications,but proposesusingmodelcheckingalgorithms

thatcancheckthepropertydirectly.
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statesis not a necessary(but a sufficient) condition for Theorem1. Receptivenessis a tougher

condition to satisfy than implementability, and ensuresthat there is no illusory freedomin the

specificationsuchas“ ` out1” in the first property. Every correctly reachablestatemusthave a

correctnext statein orderfor receptivenessto hold for a specification.

Corollary 2 : ReceptivenessA specificationis receptive(i.e. for every correctly reachable

statein the monitor, there existsa setof agent implementationsthat can take the monitor to that

statewith correctoutputs)if

1. Themonitordoesnothaveanydeadstatesfor all agentsin thespecification.

2. Themonitorobservestheoutputseparability rule.

Proof Sketch : States is a correctly reachablemonitor stateand the sequenceof correct

agenti outputs c Oi
0 d Oi

1 dCeIeIeId Oi
n f which leadto states is known for g i in Agents. Thus,we have

c O0
0 d O0

1 dCeIeIeId O0
n f , c O1

0 d O1
1 dCeIeIeId O1

n f , ..., c Om
0 d Om

1 dCeIeIeId Om
n f which togetherleadthemonitor to states.

Agentscanbe individually constructedso that they eachoutput their respective sequencesfrom

above. Therefore,thereexistsa setof agentsthatcantake themonitor to states; it remainsto be

shown that theseagentsimplementthespecification,namely, that their outputskeepthecorrecti ’s

true. Up till states, it is obvious that the agentsarecorrectimplementationsbecausethe output

sequenceswerechosenalongtheedgeswhereall correcti ’saretrue.Suchasequenceexistsbecause

s is correctly reachable.As for after states, thereexists a next statesh suchthat the transition

from s to sh is correct, becausethe monitor is dead-statefree for all agents(assumption1). The

outputsalongthistransitioncanbeusedfor theagentimplementations.Inductively, it canbeshown

that at eachstep,a correctoutputcanbe independentlychosenfor all agentsbecauseof the two

assumptions.Therefore,agentsthatimplementthespecificationandtake themonitorto statescan

becreatedfor any correctlyreachablestates; thespecificationis receptive.



Chapter 4

PCI Results

4.1 The PCI Protocol

Insidemillions of personalcomputers,thePCIbusprotocolis beingusedfor communicatingvideo,

graphics,andnetworking datato the processor. The protocol is usedto interconnectperipheral

add-inboardssuchasaudiocardsandgraphiccards,andcontrollercomponentssuchasLAN and

SCSIcontrollers,with theprocessor/memorysystem.Thereareseveralconfigurationsfor thebus

architecture:32-bit or 64-bit address/datapathat 33MHz, or 32-bit or 64-bit address/datapath

at 66Mhz. Thereare49 signalsfor the masterand47 signalsfor the target. The PCI Local Bus

Specification,Rev 2.2 (calledthe“Official PCISpecification”from now on), includestheprotocol,

electrical,mechanical,and configurationspecification,but the formal specificationwritten here

coversmainly theprotocoldefinitions.

4.2 Formal Specificationof the PCI Protocol

Theformal specificationcoversthecoreprotocoldescribedfrom section3.1 to section3.6 of the

Official PCI Specification.Therefore,busbridgesand64 bit extensionsarenot covered. A large
0This chapteris basedon materialfirst publishedin Proceedingsof the Third InternationalConferenceof Formal

Methodsin Computer-AidedDesign(FMCAD 00),2000[?].

47
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frame master Assertionindicatesthe beginning of a transaction.Deassertion
indicatesthattheupcomingdataphaseis thefinal one.

irdy master Assertionindicatesthatthemasteris readyto receive/senddata.
devsel target Usedby a target to claim the transactioninitiated by a master.

If the addressrequestedby the currentmasterfalls in the range
of the target’s address,the target mustrespondby assertingthis
signal.

trdy target Assertionindicatesthatthetarget is readyto receive/senddata.
stop target Assertionindicatesthat the target cannotcompletethe transac-

tion.

Table4.1: TheControlSignalsin PCI

subsetof the49 requiredsignalswerechosen,andtheirbehavior is specified.Therequiredsignals

breakdown into thefollowing categories:6 arecontrolsignals,37 areaddressanddatasignals,2

arefor errorreporting,2 arefor busarbitration(andthusareonly neededfor masters),andthereis

oneclock pin andoneresetpin. For theformal specification,all of thecontrolsignals,arbitration

signals,clock, andresetarefully specified.Thecorecontrolsignalsandtheir rolesaredescribed

in Table4.1. Theerror reportingsignals,PERR#andSERR#,andtheparity signal,PAR, arenot

includedin the specificationalthoughaddingthemis not very difficult. As for the addressand

datasignals,they too arespecifiedalthoughthey arerepresentedin anabstractform to reducethe

complexity (i.e. thenumberof signals)of thespecificationfor bothmodelcheckingandreadability

purposes.

The resultingspecificationconsistsof 83 rulesand14 small statemachines(7 countersand

7 set-resetmachines,seeFigure 4.1). For illustration, Figure 4.2 exhibits propertiesfrom the

specification;note the previous implies current form and how the consequentis an expression

purelyof outputvariablesfor agenti.

Thedescriptionfile has280linesexcludingcomments,andthesecorrespondto 70pagesin the

Official PCI Specificationunderscoringtheconcisenessof formal specifications.Also, becauseof

thehighreadabilityandre-usabilityof thisspecification,importantadvantagesof thisspecification

methodology, it hasbeenusedby several groupsin their respective projects: Clarke et al. [?],

Govindarajuet al. [?], andAloul et al. [?]. Thespecificationwasoriginally written in aSMV-like
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Only two typesof statemachinesareneededto specifythe PCI protocol: a set-reset(left) anda
counter(right).

Figure4.1: Two statemachinetypes

language,but waslatertranslatedusingacompiler-basedtool into anexecutableandsynthesizable

Verilogdescription.

This specificationwasfully debuggedusingthedifferentchecks,andseveral interestingbugs,

describedin thefollowing section,werefoundwith theprotocol.Currently, therearenodeadstates

in the specification,andall of the 114 characteristicschecked do hold for the description. The

modelcheckingof the specificationwasdoneusingCadenceSMV [?] on a PentiumPro system

with 128MB of memorywhereall themodelcheckingrunstook lessthan5 minutes.Becauseof

the limited complexity of an interfaceprotocol,modelcheckingproved to be relatively effortless

for thespecification.

4.3 Formal Verification of the PCI Protocoland the BugsFound

4.3.1 DeadStateCheck

As explainedin section3.2, thedeadstatecheckis moreeffective in catchingerrorsintroducedin

themonitorwriting stageratherthanseriousproblemsin theprotocolitself. Specifically, thedead

statecheckpinpointedtypographicalerrorsby themonitorspecificationwriter, misinterpretations

by themonitorwriter dueto theambiguouswordingin theprotocoltext, andexceptionsto general
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Figure4.2: Propertiesfrom theformalPCIspecification

rulesnotmentionedby theofficial specification.Becausethis checkprovedto beeffective in find-

ing theexact intentof therequirement,it provedindispensablefor makingtheconstraintsprecise.

Four bugsin theformal specificationwhich weredueto misinterpretationof arguablyambiguous

wording in the official documentationwerefound by deadstatechecking. Furthermore,the test

aidsthespecificationwriter in realizingtheboundarycasesfor generalrulesby demonstratinghow

acontradictioncanoccurin specialcases.Thus,thedeadstatecheckhelpsthespecificationwriter

identify exceptionsto thetoo generally-statedrules,which are not mentionedby theofficial docu-

ment. Thedeadstatecheckdiscoveredsix suchcaseswherethemonitorwriter neededto refinethe

constraintsto accountfor thespecialcases.For example,section3.2.4of thespecificationsaysthe

wire irdy mustnotbedrivenduringtheaddressphaseof thetransaction.Thespecificationneglects

to mentionthat the rule doesnot have to hold whenthe addressphasemarksthe beginning of a

back-to-backtransaction(where,in this case,the irdy wire doesneedto be driven). Becauseof
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this incorrect“blanket statement”rule, a contradictionexistedfor theaddressphaseof a back-to-

backtransaction(“shouldtheirdy wire bedrivenor notdriven?”),andthisproblemwasdiscovered

automaticallyby thedeadstatecheck.

Anotherclassof problemsfoundby thedeadstatecheckconsistsof ambiguouslywordedre-

quirementswhich aremisinterpretedby the formal specificationwriter andthuscontradictother

requirementsin the specification.The following exampleis from section3.3.3.1: “IRDY# must

remainassertedfor at leastoneclockafterFRAME# is de-asserted”whichseeminglytranslatesto

theproperty,

1. prev ] prev ] framêC^�¬ prev ]­a framêO_ irdy

However, in section3.3.3.2.1,it is statedthat“the mastermustde-assertIRDY# theclockafterthe

completionof thelastdataphase.”

last data phase\ a frame¬ irdy ¬®] trdy ` stop̂

prev ] last data phasêN_«a irdy

¯ 2. prev ]­a frame¬ irdy ¬®] trdy ` stop̂C^F_«a irdy

The conjunctionof properties1 and 2 causesa conflicting requirementon irdy in the correctly

reachablestatewherebothantecedentsaretrue: prev ]­a frame¬ irdy ¬°] trdy ` stop̂#¬ prev ] framêC^ .
In thenext state,thefirst propertystatesthat irdy mustbetrueandthesecond,irdy mustbefalse.

It wasconcludedfrom guessingat the intentionof the requirementthat the first rule wasmisin-

terpretedand the correct interpretationof it is prev ] framêB_ irdy ` framewhich admittedlyis

puzzlingbecausethispropertydoesn’t requirethe“oneclock after” partof therequirement.

4.3.2 Characteristic Check

After thedeadstatecheck,the characteristiccheckwasusedto furthersolidify the specification.

114characteristicswerewrittenin CTL andcheckedagainsttheproperties-basedPCIspecification.

This checkingmethodfoundsixteenbugsin themonitorwhich resultedfrom errorsin theformal

specificationwriting process,but moreimportantly, sevenbugsin theofficial standardwerefound

by thismethod.For findingactualproblemsin theofficial specification,this testprovedto bemore
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0
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Figure4.3: A non-IdleState

effective thanthe simpledeadstatecheck. Herearesomecharacteristicsthat exposedproblems

in theofficial specification.Theseor similar characteristicsareprobablyapplicablefor protocols

otherthanPCIandareconsideredgeneralsystempropertiesthatshouldbecheckedfor.

1. SystemMust Inevitably Return to the Idle StateIt is reasonableto assumethatthesystem

shouldalwaysbeable to resetinto the idle state;if thereareany deadlockstateswhich forbid this

from happening,checkingfor this characteristicshouldfind sucha problem. However, it is the

strongerproperty, “the systemmustalways inevitably resetandgo backto the idle state”which

foundproblemsin thePCIprotocol.In CTL, thecharacteristicfor thespecificationis expressedas,

a EG ]C] correct0 ¬ eIeIe ¬ correctn ^�¬�a idle)

whereidle = a irdy ¬�a frame

“There is no pathwherethe systemcancontinuouslyobey the specificationandstayin the non-

idle stateforever.” In otherwords,thespecificationmustalwaysforcetheinterfaceto resetto idle

eventually. This characteristichasto hold for thePCI protocolbecauseonly whenthebus is idle,

cana new agentstarta transaction.If thebusis never idle becauseoneagentis constantlydriving

it, thisagenthaseffectively takenover thebusnever allowing otheragentsto useit. To avoid such

a situation,the specificationmust force an agentto eventuallyrelinquishthe useof the bus asa

masterandlet thebusstatebeidle.

TherearethreewaysthecurrentPCIprotocolallows anagentto remainin anon-idlestateand

not relinquishthebus. Essentiallyin all threecases,frameis deassertedwhile irdy is assertedby

theagent(Figure4.3). An agentcankeepthebus in this statebecauseof thefollowing. Thereis

a timer counterwhich countsthenumberof cyclesframehasbeenassertedandwhenit exceedsa

presetvalue,the specificationrequirestheagentto deassertframe. Thus,theprotocol intendsto

limit oneagent’s useof thebusby observingtheassertionof frame. Theprotocol’s shortcomingis
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in not recognizingthat in an irdy ¬°a framestate, a framekeepsthe timer counterdeactivatedbut

irdy keepsthebusnon-idle.

1. Fromanidle state,theprotocolallowsanagentto assertirdy andremainin thisnon-idle-bus

state(irdy ¬�a frame) forever. (Figure4.3)

2. During the dataphaseof a single dataphasetransaction,frame is deassertedand irdy is

asserted.If a target doesn’t respondwith a trdy or a stop, the mastercan remainin this

non-idle-busstateforever.

3. Duringthelastdataphaseof atransaction,frameis deassertedandirdy is asserted.If atarget

doesn’t respondwith a final trdy or a stop, the agentcanremainin this non-idle-bus state

forever.

2. Definitions are Disjoint Protocolsallow agentsto terminatetransactionswithout success-

fully completingthem. Usually, thereare several different typesof terminationsand an agent

assertsandde-assertsdifferentbus signalsto indicatewhich terminationtype it is executing.For

example,in PCI,oneterminationtype,target abort is definedastarget abort \ a devsel¬ stop and

anothertype,a retry asretry \ stop ¬°a trdy ¬ initial data phasein section3.3.3.2of theOfficial

PCISpecification.Theotheragentinvolvedin thetransaction,namelythemasteragent,mustreact

differently to eachtarget terminationtype (Table4.2), andso theability to identify a termination

typeuniquelyfrom thesignalsof theterminatingagentis important.We cancheckwhetherthese

terminationsaredistinctby checkingthatwithin thecorrectlyreachablespace,

a±] target abort ¬ retrŷ

is true.“Thereis neverastatewherethespecificationholdsandtarget abortandretry aresignaled

simultaneously”.This checkpinpointsa correctlyreachablestatewhere a trdy ¬ stop ¬�a devsel ¬
initial data phaseis true andthesesignalvaluesareconsistentwith either retry or target abort.

Therefore,the protocolallows an agentto signalboth terminationtypessimultaneously. This is
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Type Target Master

Retry

“Terminationis requestedbefore
any data is transferredbecause
the target is busy andtemporar-
ily unableto processthetransac-
tion (3.3.3.2)”

“Must unconditionallyre-
peat the same request
(section3.3.3.2.2)”

DisconnectWith Data

“Terminationis requestedafter
datawastransferredbecausethe
target is temporarily unable to
continue.Datais transferredon
thedataphasewhereDisconnect
is signaled.(3.3.3.2)”

“Not required to repeat
the transaction (section
3.3.3.2.2)”

DisconnectWithoutData

“Terminationis requestedafter
datawastransferredbecausethe
target is temporarily unable to
continue.Datais not transferred
on thedataphasewhereDiscon-
nectis signaled.(3.3.3.2)”

“Not required to repeat
the transaction (section
3.3.3.2.2)”

Target-Abort

“An abnormal termination re-
questedbecausethe target will
neverbeableto completethere-
quest.(3.3.3.2)”

“Does not want the mas-
ter to repeatthe request
again.(3.3.3.2.1)”

Table4.2: TargetInitiatedTerminationTypes

a problembecausea retry requiresthemasterto repeatthetransactionwhile target abort forbids

it. In fact,with retry, the target is signalingthat it is busy andtemporarily unableto processthe

transactionwhile with target abort, thetargetis signalingthatthetransactioncausesafatalerrorin

thetarget. Thesetwo arevery differentscenarios,andthis protocolbug allows thetarget to signal

bothsimultaneously. If thePCI protocolhadbeenoriginally written in a formal form andverified

for this characteristic,this ambiguity in the protocolcould easilyhave beenfound andresolved

beforetheprotocolbecameapublic standard.

3. Termination TypesShouldNot ChangeDuring a SingleTransactionThethird character-

istic checkswhetherterminationtypescanchangeduringonetransaction.For example,it checks

whetheran agentcansignala target abort in oneclock cycle andthena retry in the next clock
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cyclebeforethetransactionends.Checkingtheproperty

a±]C] correct0 ¬ eIeIe ¬ correctn ^�¬ target abort ¬ EX ]C] correct0 ¬ eIeIe ¬ correctn ^�¬ retrŷC^
(“thereis nocorrectlyreachablestatewhereatargetaborthasbeensignaled,andimmediatelyafter-

wards,retry is signaled”)revealsthat thePCI protocoldoesallow this. Again, this is problematic

becausethe two terminationtypessignalvery different target scenariosandexpectedmasterre-

sponses.Thisun-intendedscenariocanhappenwith any combinationof targetterminationmodes.

Theproblemspecificallyis theambiguityin how, for example,themasteragentshouldbe imple-

mentedto reactto a targetwhich signalsa target abort (targetwill not besendingdata)andthen

immediatelysignalsadisconnectwith data(targetwill besendingdata).



Chapter 5

Itanium Results

The Intel² Itanium™ ProcessorBus Protocolis usedfor all bus architecturescenteredaround

theItanium™microprocessor. Thebuscanconnectmultiple processors,memorycontrollers,I/O

bridges,andcustomattachments,andhasseveral interestingfeaturesfor efficient databusutiliza-

tion. Pipelininganddeferredtransactioncapabilitieshave beendesignedinto theprotocolin order

to maximizethe availablebus bandwidth. By pipelining, idling of bus wires canbe avoidedso

all thewires areactively communicatinginformationfor differenttransactionsat all times. With

deferredtransactioncompletion,if the responseagent(i.e. the target or theslave) is not readyto

sendthe requesteddata,the completionof the transactioncanbe deferredso that anothertrans-

actioncanusethedatabus. Theseadvancedfeaturesincreasetheperformanceof thebus, but at

thesametime, they make theproblemof formally specifyingandthenverifying theprotocolmore

challenging.Along with its wide-spreaduse,thischallengeis preciselywhy thisprotocolwascho-

senasthesecondexamplein this thesiswork. After developingthespecificationstylewith PCI,

theItanium™busprotocolwasspecifiedto show thatthegeneralizedmethodologycanbeapplied

to moreadvancedbusprotocols.Despitetheaddedcomplexity of pipelining,theexpressivenessof
0This chapteris basedon materialfirst publishedin theProceedingsof the11thAdvancedResearch Working Con-

ferenceonCorrectHardware DesignandVerificationMethods(CHARME 01),2001[?].

56
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thestyleprovedto notbeaproblem,andtheprotocolwasspecifiedin themonitor-styleusingmul-

tiple compactpropertiesandsmall,standardstatemachines.In fact,theproperties-basedapproach

handlespipeliningwith a very elegantsolution.Theaddedcomplexity wasalsonot a problemfor

modelchecker performance,andthe verificationmethodsdevelopedwith PCI worked well with

this protocoltoo. In total, the time to write andverify thespecificationonly took 2 man-months,

which,again,atteststo theeaseof developingaspecificationusingthemethodology.

Additionally, this work with the bus is significantbecauseit demonstrateshow writing and

checkingthestylizedspecificationrevealsinterestingissuesduring thedevelopmentof theproto-

col. This projectwasdoneprior to the official releaseof the protocol,andthe discoveredissues

wereprofoundenoughthat theprotocoldesignersre-designedtheprotocolto correcttheseissues

beforethe release.The issuesrangedfrom deadlockingof the bus to inadvertently misseddata

phases.This methodology’s ability to verify a protocolbeforeany implementationsarebuilt is

very valuablein thissense.

5.1 Specification

A coresubsetof theItanium™Processorbusprotocolwasspecified;therequestphase,thesnoop

phase,the responsephase,thedataphase,andthe deferredphaseareall covered,but, for exam-

ple, thearbitrationphaseis not. Higher level characteristicsof deferredtransactions,suchasthe

assuranceof completion,arenot specifiedor checkedbecausethey areprobablybettertreatedin a

differentspecification.

The specificationfor the core subsetof the protocol consistsof 46 independentconstraints

which canbereplicatedeight timesfor thepipelinedepthof eight. To minimizemodelchecking

complications,a pipelinedepthof two wasusedfor debuggingthespecification.Thedescription

file for a pipeline depthof two, written in CadenceSMV [?], is 650 lines long, excluding the

variabledeclarations.Theformal specificationwasformally verifiedusingmodel-checkingbased

techniques;the currentspecificationhasno deadstatesandall characteristicschecked for, hold.
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read or
write

trdy
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trdy_happened

Set−Reset State Variables

Time
Thepipelinestagesof theprotocolandthestatevariablesfor theexamplerule

Figure5.1: Thepipelineandstatevariables

Model checkingwasdoneusingCadenceSMV [?] andall characteristicscheckswerecompleted

within two minuteson aPentiumProsystemwith 128Mbof memory.

Thefollowing sectionsillustratehow thethespecificationstylespecifiesadvancedfeaturesthat

were not part of the simpler PCI protocol. Thereis a descriptionof pipelinespecification,the

treatmentof theprotocol’s time-unboundedrules,andanexplanationof a reactiontiming issue.

5.1.1 Pipelining

The protocolhassix phases.Transactionsmustgo throughthe arbitrationphase,requestphase,

errorphase,snoopphase,responsephase,anddataphase.Thetypeof transaction,whetherit is a

write or a read,is determinedduringtherequestphase.An importantsignalingevent,theassertion

of trdy, happensduring the responsephase.Thus,theexamplerule, “ trdy mustbeassertedfor a

write transaction,” requiresthetransactiontype(write) to bestoredfrom therequestphaseuntil the

responsephase.Also, theendof theresponsephaseis definedby theassertionof rsandsotherule

requiresthattrdy beassertedbeforers.

Consequently, to specify the property, two auxiliary variablesaresufficient. First, thereis a

historyvariablewritewhichbecomestrueduringtherequestphaseif thetransactionis awrite, and

staystrueuntil thetransactionis completed.Thesecondhistoryvariable,trdy happened, becomes
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truewhentrdy is assertedandstaystruefor thedurationof thetransaction(Figure5.1).

Usingthesevariables,thepropertybecomes,“if a transactionis a write, thenif trdy assertion

hasn’t happenedyet, rs cannotbeasserted(i.e. theresponsephasecan’t complete).”

prev ] write ¬�a trdy happened̂Y_«a rs

For easeof understanding,theabove propertyis for a singletransaction.For a pipelinedversion,

while transactioni is in theresponsephasefor example,transactioni ³ 1 canbeprocessedconcur-

rently, sayin its requestphase.Thus,thereneedto bemultiple writevariablesandtrdy happened

variablesfor eachoutstandingtransaction(Figure5.2). Assumethat thereis a mechanismto tag

eachtransactionwith an ID number. This samenumbercanbeusedasa subscripton thehistory

variablesto createseparatevariablesfor eachtransaction.Thus,thehistoryvariablesbecomewritei

insteadof write, andtrdy happenedi insteadof trdy happened. Also, thepropertiesareactivated

only whenaparticulartransactionreachesaparticularpipelinephase.Consequently, eachproperty

developedin the un-pipelinedversionis (indirectly) indexed by a transactionID in the pipelined

version.Theexamplepropertynow becomes,

prev ] writei ¬®] responsephase\ i ^�¬�a trdy happenedi ^O_«a rs

which is, “if transactioni is a write and is undergoing the responsephase,then if trdy asser-

tion hasn’t happenedyet, rs cannotbe asserted.” Thus, to createa pipelinedversionfrom an

un-pipelinedspecification,thepropertiesandhistoryvariablesarereplicatedandindexedby trans-

actionIDs.

The transactionID assigningprocessis implementedby counters.In this scheme,the trans-

actionID correspondsto the orderin which the transactionstarted.The first transactionthat un-

dergoesthearbitrationphase(which is thefirst phasein thepipeline)is assignedtheID of 1. The

ith transactionthat undergoesthe arbitrationphaseis assignedthe ID of i. Sincetherecanonly

beeightoutstandingtransactions,the IDs areassignedmodulo8. This ID schemeworksbecause
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Request SnoopError Response DataArbitrate

ii−1

write(i) = truewrite(i−1) = false

trdy_happened(i−1)=false trdy_happened(i)=false

At time t, a snapshotof theactivity on thebus (two outstandingtransactions)andthestateof the
variables

Figure5.2: Two outstandingtransactionsandtwo setsof historyvariables

phasesfor a transactionhappenin-order;1 theith transactionto undergo therequestphaseis thethe

ith transactionto go throughtheresponsephase.

For example,in Figure5.3, four transactionshave gonethroughthe arbitrationphaseso far,

andso, thecorrespondingcounterArb hasincrementedfour times. Thus,thecurrenttransaction

undergoingthearbitrationphaseis transaction4, andall thespecificationpropertiesthatholdwhen

transaction4 is undergoing the arbitrationphaseareactivated. Likewise, the transactionsin the

diagramcanbelabeledfrom right to left as1, 2, 3, and4. And from thecountervaluesit is clear

that transaction1 is undergoing thedataphase,2 theresponsephase,3 theerrorphase,and4 the

arbitrationphase.

For eachphase,thereis asignalexpressionwhich indicatesthatthephasehascompleted.For a

particularphase,if thenumberof occurrencesof these“complete”signalingis known, thenumber

of transactionsthathave undergonethis phaseso far is alsoknown. In this way, thespecification

cankeeptrack of which transactionis beingprocessedin eachphase.For example,the request

phase’s completionevent is the assertionof ads. The requestphasecounterincrementsat every

occurrenceof this,andthecountervalueindicatestheID of thetransactioncurrentlyin therequest
1Dataphasescanbedeferredandcompletedlaterso they do not necessarilyhappenin order, but this factdoesnot

affect theID scheme.
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Request SnoopError Response DataArbitrate

Arb=4 Err=3 Snp=2 Rsp=2 Dat=1Req=3
The Counters

At time t, a snapshotof theactivity on thebus with four outstandingtransactions.Therightmost
transaction(transaction1) is undergoing its lastphaseandthe leftmosttransaction(transaction4)
is undergoingthefirst phase.

Figure5.3: How transactionsareassignedIDs

phase.As this transactionmovesontosubsequentphases,eachphasecounterwill have this same

value.

Thus,thegeneralform for propertiesis, “if transactioni is a write (or read)andit is currently

undergoingtheresponse(or requestor snoop)phase,thenp musthold.”

prev ] transaction typei ¬®] somephase\ i ^C^N_ p

(wherefor example,transaction typei is a “write” andsomephaseis a “responsephase”counter)

Thus,usingthesecountersandappropriatehistoryvariables,apipelinedprotocolcanbeeasily

specifiedwith smallproperties.Theonedrawbackof thismethodologyis thelinearincreasein the

numberof statevariables,which maybea problemwhenmodelchecking.However, this is only

a problemwith verificationandnot thespecification.Thespecificationscaleswell; theproperties

only have to be duplicatedwith the countervaluesandvariablesubscriptschanged.In fact, the

methodologyspecifiesa certainintricateItanium™bus featureeffectively andsimply. Although

thereare only five main pipelinestages,the protocol supportseight outstandingtransactionsat

any time. Theextra transactionsarebufferedat eachstage.With themonitor-styleproperties,the

buffers do not haveto be explicitly modeledto specifythe agent-bus behavior. Therearesimply
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eightcopiesof thepropertiesfor theeightoutstandingtransactions.

5.1.2 Time-UnboundedRules

Comparedto the tightly timed PCI protocol, the Itanium™ Processorbus hasa lessconstrained

timing relationshipamongthedifferentsignalevents.With PCI, mostrulesfall into thecategory,

“exactlyn cyclesaftereventa happens,eventb musthappen.” ThePCIprotocolis a time-bounded

protocolwheremosteventsareguaranteedto happenwithin acertaintimespan.

In comparison,thereareno suchguaranteeswith theItanium™Processorbusprotocol.Most

of the rules follow the form, “any time after n cycles have elapsedsinceevent a, event b may

happen.” Theenvironmentmustexpectthattheeventcanhappenatn, or n ´ 1, or n ´ 2, andsoon,

andbedesignedaccordingly. An examplefrom theprotocolis “ trdy maybedeassertedaminimum

of 3 cyclesafterthedeassertionof theprevioustrdy”.

Furthermore,thereare no rules statingthat an event must eventually happen(the so-called

livenessproperty). In essence,the protocol is a time-unboundedprotocol. Hence,the protocol

allows thebusagentsto have morefreedomin orderingevents,andoptimizingbus performance.

However, this extra degreeof freedomleadsto morecornercasesin thespecificationthatneedto

bechecked.

Constraint Style

In theprior section,it is explainedthatthepropertiesfor thisprotocolarewritten in theform,

prev ] transaction typei ¬®] somephase\ i ^C^N_ p

The form of p will now bedescribed.Themostnaturalform, consideringthe “time-unbounded”

characteristicsof theprotocol,is

p : a prev ] q̂K_«a r
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“If q is true in the previous cycle, thenr maybe true in thecurrentcycle.” The expressionfor q

is a trigger conditionwhich enablesa certainexchangeor a changeof state.A trigger condition

which signalsthatanagentis readyto receive datais oneexample. Anotherexampleis a trigger

conditionwhich indicatesthecompletionof aneventsothatabussignalcanbedeasserted.

Oneconsequenceof this time-unboundedfeatureis that the deadstatecheck,in its original

form, doesnot catchcontradictions. This is due to the fact that becausemostactionsare not

required to happenat any given time (the time-unboundedcharacteristic), the bus can always

chooseto loop in the current stateand “do nothing.” If the checksearchesfor a legal (all the

specificationpropertiesaretrue)currentstatewhichhasno legalnext state,with atime-unbounded

protocol,thecurrentstateis alwaysa legal next stateandsothecheckis vacuous.Therefore,the

deadstatedefinitionneedsto beexpandedsothatthetestcheckfor thefollowing desiredproperty,

a E µI] correct0 ¬ eIeIe ¬ correctn ^ U ]C] correct0 ¬ eIeIe ¬ correctn ^�¬®] AX ]­a correcti ` samêC^C^V¶

wheresameis trueif all thestatevariables,exceptthetimer-like variableswhich incrementateach

clock, have the samevalueasin the previous state. Thus,this checkensuresthat, at every legal

state,thereis at leastonepossiblelegal next statewheresomechangehappensandthebus is not

forcedto stayin thecurrentstate.And so,a checkthatwaseffective for PCI is modifiedfor the

Itanium™protocolsothatawider classof anomaliesaredetected.

5.1.3 2-Clocksor 1-Clock ReactionTime

Unlike thePCI protocol,the Itanium™processbus is a latchedprotocolwherethereis a 1 cycle

delayfrom whenthebusagentasserts(or deasserts)asignalto whentheactionappearson thebus.

Thus,whenobservingeventson thebus,a reactionto a triggereventhappens(at earliest)in two

cyclesinsteadof one.On cycle n, a triggerconditionbecomestrueon thebus;on cycle n ´ 1, the

agentassertsasignalin response;andoncyclen ´ 2, theassertionappearsonthebus.And somost

time-boundedpropertiesarein theform, prev ] prev ] input ^C^·_ out put whereinput andout put are
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Figure5.4: TheLatchedBusProtocol- 2 CycleResponseTime

bussignalexpressions.

However, the responseto a trigger from the sameagent may happenin onecycle. Thereis

no one-cycle delay throughthe latchedbus in this case. For example,thereis a rule, “ ids can-

not be assertedin cycle N if trdy is sampledassertedon clock N.” As a property, this becomes

prev ] trdŷK_�a ids. This requirementis possibleonly becausebothtrdy andids arecontrolledby

thesameagentat all times.Theagentdoesnot needto wait for thetrigger(trdy) to appearon the

busto react( a ids) to it.

Thedifficulty ariseswhenthetriggerconditionof aruleis amixof externalandinternalsignals.

An exampleis “ input ¬ out put0 truerequiresout put1 to becometrue.” If anexternalsignalcauses

thetriggerexpressionto becometrue(out put0 wasalreadytrueandinput just becametrue),thena

two cycle reactiontime is needed.However, if theagent’s own signalcausesthetriggercondition

to becometrue (input wasalreadytrue andout put0 just becametrue), it canreactin onecycle.

Thus,therule needsto beseparatedinto two propertiesdependingon thesituation.However, the

Englishspecificationfails to distinguishbetweenthe two cases,andstatesa blanket requirement

allowing a onecycle reactiontiming at all times. In fact, thedeadstatecheckdetecteda scenario

wherethesemisstatedrulesled to acontradiction.
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5.2 Debugging

Several issueswerefoundwith thedevelopmentversionof the Itanium™processorbus protocol

usingthemethodology’s debuggingprocedures.Someareomissionof rulesthatarearguablyim-

plicit in theofficial specification,but violatethecompletenessconcept.Othersareseriousenough

to causedataphasesto bemissedunnoticed,or causeadeadlock.Thesewereresolvedby revising

theIntel² protocolspecification.

5.2.1 Found by DeadStateCheck

Thedeadstatecheckmainly foundcasesof missingrules.Theinformalspecificationtendsto state

thesufficiency conditionsof anaction,while leaving necessaryconditionsimplicit. For example,a

sufficientconditionfor theassertionof trdy, “if thetransactionis awrite, thenatrdy assertionmust

happen,” is statedin the specification.Logically, it specifieswrite transaction _ trdy happens.

However, a necessarycondition that trdy canonly be assertedat certaintimes, is missing. The

specificationshouldstatethat“ trdy canbeassertedonly if thetransactionis awrite or hasasnoop-

initiated datatransfer.” Else,the systemwill reachan undefinedstatebecausethe agentsdo not

expect trdy to be assertedduring a read,for example. By addingsucha rule, the specification

is mademorecompleteso that a simulationchecker cancatcherroneousbehavior at the earliest

time. Overall, therewerefive casesof suchomissionswherethespecificationdoesnot statethata

particulareventcanhappenonly if certainconditionsaretrue.

5.2.2 Found by Characteristic Check

Missing Trigger Condition and ResultingDeadlock

Thereis a pair of communicatingagents:a datasendingagent,theSender, anda receiving agent,

theReceiver. Whenthebussignaltrdy is true,theReceiver is signalingthat it is readyto receive

data. Whendbsy is true, the Senderis sendingdata. So when a dbsy is true, the Senderis idle,

andis readyto startthenext datatransfer. Thus,whentrdy ¬�a dbsyis true,bothagentsareready;
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consequently, trdy ¬�a dbsyis a triggerconditionthatallows anew dataphaseto start.

The protocol is designedso that the Receiver keepstrdy true until the datasendingagentis

idle anddbsy is deasserted( a dbsy). Thus,the normalsequenceof eventsis asshown in Figure

5.5.Notetheonecycledelaybetweenasignalchangeandits appearanceonthebusbecauseof the

latchedproperty.

trdy
deasserted

dbsy 
sampled

deasserted

dbsy

trdy

21 3 4 5

Figure 5.5: trdy and dbsy rela-
tion

Time Receiver Sender
1 assertstrdy and ob-

serves that dbsy is ac-
tive

driving dbsy

2 keepstrdy asserted deassertsdbsy
3 observes that dbsy is

low
idle

4 in response,deasserts
trdy

idle

5 idle idle

What makesthe protocoltricky is that if dbsy is alreadydeasserted,asan optimization,trdy

canassertanddeassertright away (Figure5.6). Notethat,unlike thenormalsequence,thetrigger

(trdy ¬Ma dbsy) is truefor only onecycle in thiscase.Thus,this scenarioletstheidle state,a trdy ¬
a dbsy, happenacycleearlier(thatis why it’s anoptimization).

dbsy 
sampled

deasserted

trdy
deasserted

dbsy

trdy

21 3

Figure 5.6: When Optimized :
trdy anddbsyrelation

Time Sender Receiver
1 assertstrdy and ob-

serves that dbsy is in-
active

idle

2 deassertstrdy as an
optimization

idle

3 idle idle

It is importantthattrdy anddbsyneverbecometrueonthesameclockbecauseof thefollowing

possibility (Figure5.7). On cycle 1, the Receiver samplesdbsy low so it doesthe optimization,

but becausein cycle 2, dbsy is high, trdy is inadvertentlydeassertedbeforethe trigger condition

becomestrue.Sotheawaitedtriggerconditionnever happensandadataphasecannotstart.
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Figure5.7: MissedTriggerCondition: trdy ¸�¹ dbsynever happens

In mostcases,theprotocolis designedsothat trdy anddbsycannotbecometrueon thesame

clock, but, in a specialcase,a loopholein the protocolallows this. Normally, becausetrdy and

dbsyarehandshake signalsbetweentwo communicatingagents,they arenot assertedat thesame

time. However, thereis a casewherea third agentcanassertdbsy and therebybreakthis rule

(Figure 5.8). This specialcaseis when an agentwhich previously deferredto completea data

phase(the Deferrer), takes advantageof the apparentlyidle bus to completethe deferreddata

phase. Meanwhile,thereis a separateongoingtransactionwherean Receiver agentis aboutto

asserttrdy to communicateto a Senderagent.TheDeferrerassertsdbsyto startthedatatransfer

at thesametime theReceiver assertstrdy, and,asa result,trdy anddbsyareassertedat thesame

time. Notethat,in thisscenario,thetrdy anddbsyassertionsarenotfor thesamedatatransfer. This

overlooked casecausesthenormaldatatransferto wait forever for the (missed)triggercondition

of trdy ¸�¹ dbsy.

In asimilarcase,2 adeadlockoccursbecauseatransactioncannotproceedunlessthedataphase

completes.3 But thedataphasecannothappenbecausethetriggerconditiondid notbecometrue.

How the issuewasfound Sincethis triggerconditionis crucialfor dataphases,andoptimiza-

tionsoftenleadto unexpectedscenarios,whetherthesequenceshown in Figure5.7wasallowedby
2For theprotocolexperts:this happenswhen1. therespondingagentandtherequestingagentarethesameand2. it

is a write with a snoop-initiateddatatransfer, wherethesecondtrdy, which is for thesnoop-initiatedtransfer, happens
exactlywhenthedataphase(whichwasallowedto beindefinitelydelayedbecauseof 1.) for thefirst trdy starts.

3For theprotocolexperts: this requirementis becausetheseconddataphaseis snoop-initiated,andit musthappen
togetherwith theresponse.
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Handshake : trdy asserted, dbsy asserted, ...
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Normal

Potential problem with a deferred transaction

Top Diagram: In the normalmodeof operation,the Receiver and the Senderusethe trdy and
dbsysignalsaspartof ahandshake communication.Thus,they areneverassertedat thesametime.
BottomDiagram: Whenthereis adeferredagentfrom aprevioustransaction,thisagentmayassert
dbsyanddisruptthe handshake (i.e. trdy anddbsyareassertedat the sametime andthe trigger
conditionnever happens).

Figure5.8: MissingTriggerConditionThatMay ResultIn Deadlock
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the specificationwasoneof thefirst checked characteristics.Although thesecharacteristicscan-

not beautomaticallydeduced,after thespecificationprocess,characteristicstestingfor suspicious

sequencescanbedevelopedwith little difficulty.

DroppedData Phase

Anotherclassof issueswasfound with the characteristiccheck. Undercertaincircumstances,a

write dataphasecanbe delayedindefinitely.4 The potentialdangerof this is that the dataphase

neverhappens,andthesystemproceedswithoutany traceof thephantomdataphase.By usingthe

characteristiccheck,suchascenariowasdiscovered.

Thebasicsignallingmechanismof awrite transactionis,

1. TheReceiver indicatesa “ready” stateby assertingtrdy true.

2. TheReceiver maydeasserttrdy falsebeforetheSenderstartsthedataphase.

3. TheSender, acknowledgingthe“ready” signal,startsthedatatransferby assertingdbsy.

Thus,thenormalsequenceof eventsis, “ trdy is assertedandthendeasserted,datais transmitted,

trdy is assertedandthendeasserted,datais transmitted,... .” Now, considerthe sequence“ trdy

is assertedandthendeasserted,trdy is assertedagain,datais transmitted,... (Figure5.9).” The

one-to-onecorrespondencebetweena trdy assertionanda datatransferbreaksdown. Thesecond

trdy assertionshouldnot have happenedbeforethe startof the first datatransfer. Consequently,

the dataphasefor the first trdy missesits window to start the transfer. By model checkingthe

specification,it wasfoundthat this sequencecanindeedhappenin thecasewherea dataphaseis

delayedindefinitely.

How the issuewasfound Thiswasfoundby modelcheckingwhetherthespecificationallows

the characteristic,“a secondtrdy assertioncan start beforethe start of a pendingdataphase”.

Coincidently, this problemwasalsodiscoveredusingsimulationby the testingteamat Intel, but
4For theprotocolexperts:this happenswhentherespondingagentandtherequestingagentarethesame.



CHAPTER5. ITANIUM RESULTS 70

This could be either the first data phase or the second (with the first missing.)

dbsy

trdy

Ready signal happens twice.

Figure5.9: Early secondtrdy assertion

sinceour methodologydoesnot requireanimplementation,it foundtheproblemin a shortertime

with lesseffort.



Chapter 6

Exploiting Specifications

6.1 Intr oduction

Thischapterfocusesonthesecondangleof thecost-valueproblem:to increasethevalueof aformal

specificationbeyondits roleasadocumentation.It is basedontheideathatif formalspecifications

canbeusedin novel waysthatenhancedesignproductivity, practitionersmaybe lessreluctantto

develop them. Furthermore,a stylistically structuredand formally verified specificationis very

muchprimedto be exploited. Sucha specificationencapsulatesinformationaboutthe interface

designin a highly usableform. Onecanimagineusingthe specificationfor designautomation,

synthesis,andsimulation-baseddesignvalidation. This thesisdemonstrateshow thespecification

canbe usedto enableverificationof a designusing a modelchecker (for smallerdesigns)or a

simulation-basedapproach(for designstoo largeto bemodel-checked). Thischapter, in particular,

focusesonsimulation-basedvalidation,anddemonstrateshow aformalspecificationcanautomate

many proceduresthatarenow donemanually.
0Thischapteris basedonmaterialfirst publishedin ProceedingsDesignAutomationConference(DAC 02),2002[?].

71
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Three Tools Used Together For Simulation

Correctness
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Input
Generator

Figure6.1: TheTrio of VerificationAids

6.2 The Problemand the Approach

GivenanHDL (hardwaredescriptionlanguage)designmoduleto verify usingsoftwaresimulation,

anengineerneedsvariousadditionalmachinery(Figure6.1).

1. Input Logic Theremust be logic to drive the inputsof the design. Oneway to do this

is to userandomsequences.The problemwith this approachis that becausethe inputsarenot

guaranteedto becorrect(they might be“garbage”from themodule’s point of view), it is difficult

to gaugecorrectnessof themoduledesign.A lesshaphazardmethodis directedtestingwhereinput

sequencesaremanuallywritten,but they aretime-consumingto write anddifficult to getcorrect.

2. Output Check Logic to determinethecorrectnessof themodule’s behavior is neededsince

manualscrutiny is usuallytoo cumbersome.Therearetwo levelsof correctness.Oneis interface

protocolcompliancewherethedesignoutputsarechecked for protocolviolations. Theotheris a

morehigher-level correctnesswhereonechecks,for example,whetherthebehavior atoneinterface

of themodulecorrectlycorrespondsto thebehavior atanotherinterfaceof thesamemodule.

3. CoverageMetric Becausecompletecoveragewith all possibleinputsequencestestedis not

possible,theremustbesomemetricthatquantifiestheprogressof verificationcoverage.Theveri-

ficationengineerwouldlike to know whetherthefunctionalitiesof thedesignhavebeenthoroughly
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Input
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Correctness
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Figure6.2: TheUnified Framework Approach

exercisedandall interestingcaseshave beenreachedduringthesimulation.

The ApproachAt thefoundationof themethodologyis a unifiedframework approach where

the threetools aregeneratedfrom a singlesourcespecification(Figure6.2). This is possiblebe-

causeall threearefundamentallybasedon the interfaceprotocol. The input generatorgenerates

sequencesbasedon what is allowed by the interfaceprotocol; the outputchecker comparesthe

outputto whatis deemedcorrectby theprotocol;and,coveragecanbequantifiedby exploiting the

fact that theprotocoldefinesthesetof all possibleinterfaceevents.Thus,the interfacespecifica-

tion canbe transformedinto the threetools usingautomatedmethods.In comparison,currently,

theverificationaidsareeachwritten from scratch,anda tremendousamountof timeandeffort are

requiredfor their development.By eliminatingthis step,themethodologyenhancesproductivity

andshortensoverall developmenttime.

Furthermore,a thoroughlydebugged,solid specificationinvariably leadsto correctinput se-

quences,checkingproperties,andcoveragemetrics.Thecorrectnessof thecoredocumentguaran-

teesthecorrectnessof thederivatives.In contrast,with currentmethods,eachverificationaidneeds

to be individually debugged.Theadvantagesof this aremostpronouncedfor standardinterfaces

wherethe correctnesseffort canbe concentratedin the standardscommitteeandnot duplicated



CHAPTER6. EXPLOITING SPECIFICATIONS 74

amongthemany implementors.Furthermore,whena changeis madeto theprotocol(a frequent

occurrencein industry),onechangein theprotocolspecificationis sufficient to reflectthisbecause

theverificationaidscanberegeneratedfrom thereviseddocument.Otherwise,theengineerwould

have to determinemanuallytheeffectof thechangefor eachtool.

Generating the Thr eeToolsThederivation of a behavioral checker from thespecificationis

themoststraightforwardof thethree.Thechecker workson-the-fly;duringsimulations,it flagsan

errorassoonasthemoduleviolatestheprotocol. It checksfor protocolconformancebut doesnot

checkfor thehigher-level correctnessdescribedearlier. For example,aPCIcheckerwill verify that

a moduleobeys theprotocolrulestrdy º devselor prev » trdy ¸ stop¼Kº stop. Thespecificationis

guaranteedto beexecutableby thestylerules(describedin section2.5),andsothetranslationfrom

it to aHDL checker requiresminimal changes.

Thebulk of this chapteraddressesthe issueof automaticallygeneratinginput sequences.The

methodproducesan input generatorwhich is dynamicandreactive; the generatedinputsdepend

on the previous cycle outputsof the designunderverification. In addition, theseinputsalways

obey the protocol,andthegenerationis a one-passprocess.On every clock cycle, thealgorithm

solves the constraintscurrently imposedby the specificationon the inputs. From the design’s

perspective, it cannotdiscernthedifferencebetweenthissetupandinteractingwith anactualHDL

implementationof theenvironment.

Althoughinput generationusingconstraintsolversis notby itself novel, this thesis’s approach

is the first to useandexploit a completeand verifiedspecification.Writing constraintson an ad

hocbasisfor theexpresspurposeof generatingsignalsequencesis commonlydone.However, very

few have succeededin transforminganexisting, completespecificationinto a generatorwithout a

debilitatingcomputationaloverhead.Thus,thismethodologydeliverson thegoalof increasingthe

valueof aninterfacespecificationby usinganexisting technique.

More importantly, many who useconstraint-basedinput generationdo not verify the con-

straintsin any systematicway. Consequently, it is very likely that the constraintsareincorrectly
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over-constrainingor under-constraining. With over-constrainingconstraints,not all legal input se-

quenceswill be generated,and the designwill not be fully exercised. With under-constraining

constraints,incorrectinput sequenceswill begenerated,anda correctdesignmaybeerroneously

flaggedfor errors. Thus,it is very importantto verify theconstraintsto avoid falsepositivesand

falsenegatives. However, in practice,this is not done,andfrom developingthe PCI andthe Ita-

nium™ specifications,it canbesaidthatmis-specifyingconstraints(properties)is a commonand

frequentproblem.

Finally, a new simulationcoveragemetric will be introduced,and the automaticinput bias-

ing basedon this metric will alsobe described.Although moreexperimentsareneededto vali-

datethis metric’s effectivenessin measuringcoverage,its main advantage(currently) is that it is

specification-basedandsavestime: extrawork is notneededto write outametricor to pinpointthe

interestingscenariosfor they aregleanedmechanicallyfrom thespecificationdocument.

6.3 Previous Work

Clarke et al. also researchedthe problemof specificationsand generatorsin [?] but they only

outlinedanalgorithmanddid notpersuadenordemonstratethattheirmethodologywill work with

a large RTL design. The techniquedescribedhereis mostcloselyrelatedto the SimGenproject

describedin the 1999paper[?] by Yuanet al. As with the SimGenwork, this thesisfocuseson

practicalmethodsthatcanbeusedfor existing complex designs.Within that framework, thereare

mainlytwo featuresthatdifferentiatethethesis’sapproachfromSimGen.Botharepossiblebecause

of thestylistic structureimposedon thespecification.This structureis exploited to achieve, one,

morememory-efficient input generationand,two, to automaticallyguidesimulationcoverage.

Memory Efficiency Thememoryefficiency canbeattributedto thedynamicselectionof rel-

evant specificationpropertieson a cycle-by-cycle basisto createa smallerBDD. In contrast,the

SimGensoftwareusesa statically-built BDD which representstheentireinput specificationlogic.
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Becausetheinterfaceprotocolcanbecomplex andinvolve many signals,suchaBDD canbeprob-

lematicallylarge.

Thisselective-dynamicBDD building approachresultsin asmallerBDD for two reasons.One,

only a small percentageof theprotocollogic is relevant on eachcycle, andso thecorresponding

BDD is alwaysmuchsmallerthanthestaticBDD representingtheentireprotocol.Two, theBDD

containsonly the design’s input variablesand doesnot contain statevariablesor the design’s

outputs. Thus, for the PCI example,insteadof a BDD on 161 variables,the BDD only has15

variables,andtypically BDD sizegrowsexponentiallywith thenumberof variables.Thisreduction

is basedon the observation that the solerole of the statevariablesandthe design’s outputsis to

determinewhich partsof theprotocolarerelevant (andthusrequiredin theBDD) for a particular

cycle. Otherwise,thesevariablesarenotneededto calculatetheinputs.It is believedthatthesetwo

reasonsfor smallerBDDswouldhold for many interfacesandthereforeallow inputgenerationfor

a largeinterfacethatmayotherwisebehinderedby BDD blowup.

Automatically Determined BiasesSimGenhascapabilitiesfor input biasing,but unlike this

thesis’s framework, it requirestheusersto provide the input biases.A uniquecontribution of this

thesisis theautomatedprocessof guidingthesimulationto aninterestingscenarioby determining

thecorrespondingsetof inputbiases.

It is notedthatall theseadvantagesarepossiblebecausethemethodexploits thestructureof a

stylizedspecificationwhereasSimGenis applicablefor moregeneralspecifications.

6.4 StyleRulesRe-Visited

In Chapter2, the basicstructureof the specificationandthe style ruleswere introduced. In this

section,the style rules will be re-visitedto illustrate how the input generationalgorithm takes

advantageof them.
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6.4.1 StyleRule: Isolating Curr ent Variables in a Property

Thisstylerule requiresthepropertiesto bewritten in thefollowing form.

prev » signal0 ½I½I½ ¸�¹ signalj ½I½I½5¾ variable0 ½I½I½ ¸�¹ variablek ¼
º signali ¾L½I½I½ ¸�¹ signaln

wherethepropertiesarewritten asan implicationwith thepastexpression(eventsfrom any state

previous to the currentstate)asthe antecedentandthe currentexpressionasthe consequent.In

essence,thepasthistory, whenit satisfiestheantecedentexpression,requiresthecurrentconsequent

expressionto betrue;otherwise,thepropertyis not“activated”andtheinterfacesignalsdonothave

to obey theconsequentin thecurrentcycle. In this way, theactivatinglogic andtheconstraining

logic areseparated.For example,thePCI protocolproperty, prev » trdy ¸ stop¼�º stop means“if

thesignalstrdy andstop weretrue in thepreviouscycle (theactivating logic), thenstop mustbe

truein thecurrentcycle (theconstraininglogic)”.

Thisseparationiskey tomemoryefficientsignalgeneration;it identifiestherelevant(i.e.“activated”)

propertiesonaparticularcyclesothatonly thesepropertiesareusedto generateinputs. Theother

properties,sincethey arenotactivated,canbeignoredfor thisparticularcycle. Also, theseparation

allows just theconstraininghalf of eachpropertyto beusedin thefinal constraintformula.Theac-

tivatinghalf canbediscardedbecausethey areusedonly to determinetherelevanceof theproperty

in a cycle. Thus,for thesetwo reasons,thefinal formula is muchsmaller, andmemoryefficiency

is greatlyimproved.

6.4.2 StyleRule: Separability of PropertiesRule

Theseparability rule, requireseach propertyto constrain only thebehaviorof onemodule(agent).

Thus,asinglepropertyshouldonly constrainoutputsfrom onemoduleandnot its inputsnorother

modules’outputs.Equivalently, becausetheconstrainingpart is isolatedfrom the activating part

(dueto thepreviousstyle rule), therule requirestheconsequentto containonly outputsfromone

module.
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When generatingsignals,becauseonly the consequenthalves are usedin the final formula

(while theantecedenthalf is discarded)andtheconsequentsonly containoutputsfrom onemodule,

the numberof variablesin the propertyformula is greatly reduced.Otherwise,the formula will

containinternalstatevariablesandoutputvariablesfrom othermodules.ConsiderthePCIproperty,

“mastermustraiseIRDY# within 8 cyclesof theassertionof FRAME#” whichtranslatesto “IF the

agentis themaster(masteris= true) andit hasbeen7 cyclessinceframewasassertedandirdy has

not beenassertedyet (frame8= 7) andirdy is not assertedin this cycle ( ¹ irdy), THEN theoutput

irdy mustbetruein thenext cycle.”

prev((masteris= true) ¸ (frame8= 7) ¸B¹ irdy) º irdy

Without theseparationtechnique,the final constraintformula will have to containmasteris(a 1-

bit statevariable),frame8(a 3-bit counter),irdy (a 1-bit statevariable),and irdy out (a 1-bit free

variablewhosevaluewe will choose).With thetechnique,thefinal formulacontainsonly irdy out

if thepropertyis activatedandnothingif it is not. This is why for thePCI example,theseparation

techniquereducedthenumberof booleanvariablesin theBDD datastructurefrom 161to 15.

6.4.3 DeadStateFree

It hasbeendeterminedin the “Verifying a Specification”chapterthata goodspecificationis free

of a certaintype of contradiction,deadstates. Deadstatefree-nesseffectively guaranteesthat

an outputvectorsatisfyingall of the propertiesalwaysexists for a moduleaslong asthe output

sequencesofar hasnot violatedtheproperties.

Recall the formal definition: For every statein the specificationmonitor whereno properties

for any modulehave beenbrokensofar, theremustexist at leastonepossiblenext statewhereall

of thepropertiesfor aparticularmodulearesatisfied.For aparticularmodulei,

¹ E ¿I» correct0 ¸ ½I½I½ ¸ correctn ¼ U »C» correct0 ¸ ½I½I½ ¸ correctn ¼�¸®» AX ¹ correcti ¼C¼VÀ
(“Thereis no scenariowhereall themoduleshave beencorrectsofarbut modulei hasno possible

correctnext state”). This characteristicis necessaryto guaranteethat on every clock cycle, the
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constrainton theoutputsis satisfiable.

6.5 GeneratingExampleWaveforms

After aprotocolis fully specifiedwith properties,thesepropertiescanbeusedto generateexample

waveforms. This can be donebeforeany implementationshave beendesignedwhen designers

would like to seeexamplewaveformsto learnandunderstandtheprotocol.Theability to generate

waveformsis importantfor property-basedspecificationsbecausethereis noexplicit statemachine

to studyto understandinterfacebehavior; after all, visualizinga seriesof signaltransitionsfrom

a collectionof propertiesis difficult. Furthermore,generatingexamplewaveformsis a quick and

easywayto checkwhetherthespecificationiscompleteandthereareenoughpropertiesto correctly

constraintheinterface.If thereareobvious“gaps” in a specification,they canbefoundquickly by

examiningthe generatedwaveforms;the waveformswill demonstrateodd behavior that is easily

detectablewhenrequiredpropertiesaremissingin the specification.With the PCI specification,

casesof missingpropertieswerediscoveredusingthismethodaftermodelcheckinghadbeendone.

This illustratestheadvantageof this specificationdebuggingmethodover modelcheckingwhich

requirestheuserto specifycheckingcharacteristicsthatwill pinpointtheerror(andis thuslimited

by thecreativity of theuser).

6.5.1 Algorithm

Thesetupfor this schemeis basedon automaticallycreatingstubmodules, which eachrepresenta

particularagentor moduleat theinterface.By usingtheproperties,thestubmodulesgenerateout-

putson every cycle,anddemonstratehow theinterfacemoduleswould interactusingtheprotocol

(Figure6.3).

1. Group the propertiesaccordingto which interfacemodulethey specify. (This is possible

becauseof the“Separability” rule.) If therearen interfacemodules,therewill ben groups.

Eachgrouprepresentsastubmodule.
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Figure6.3: TheWaveformGenerationAlgorithm
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2. For eachgroupof properties,do the following on every clock cycle of the simulationrun.

Thegoalis to chooseanoutputassignmentfor eachstubmodulefor thenext cycle.

(a) For eachproperty, evaluatejust theantecedenthalf. Theantecedentvaluesaredeter-

minedby internalstatevariablesandobserved interfacesignalvalues.(For the initial

state,the interfacesignalvaluesarepre-defined.For subsequentstates,the interface

signalvaluesaredeterminedin thepreviousclock cycle.) For antecedentswhich eval-

uateto true, the correspondingpropertiesare marked as activated. This activate or

non-activatedecisionprocedureis possiblebecauseof the “IsolateCurrentVariables”

rule.

(b) Within eachgroup,AND togetherjust theconsequenthalvesof theactivatedproperties

to form the final formula. As a result, thereis onefinal formula for eachstubmod-

ule. Becauseof the“Separability”ruleandtheinitial groupingof properties,eachfinal

formulaconsistspurelyof outputsignalsfrom a singlemodule.Solvingthis final for-

mula is equivalentto finding anoutputassignmentfor a stubmodulethatsatisfiesthe

specificationfor thenext clock cycle.

(c) A satisfiabilitysolver basedonbinarydecisiondiagrams(BDD) is describedin section

6.5.2.Thesolverisusedto determineasolutiontoeachof thefinal formulas.A solution

is guaranteedto exist becauseof the lack of deadstatesin the specification. These

solutionsarethenassignedto thecorrespondingoutputsignalsof thestubmodules.

(d) Go backto step2(a)on thenext clockcycle.

Usingthis algorithm,examplewaveformsweregeneratedfrom theproperty-basedPCI speci-

fication.Someof theautomaticallycreatedwaveformscanbeseenin Figure6.4.
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Figure6.5: SolvingaConstraintby BDD Traversal
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6.5.2 Binary DecisionDiagrams

To find variableassignmentsthatsatisfya booleanconstraint,a Binary DecisionDiagram(BDD)

[?] is often used. A constraintcanbe transformedinto a tree-like BDD whereeachnodecorre-

spondsto a variablein theconstraint(Figure6.5). A nodehastwo outgoingbranches;theTHEN

branchis taken if thevariableis setto true,andtheELSEbranchif false.By traversingthis tree,

eventuallyoneof the two leaf nodeswill be reached.The ONE terminalnodeindicatesthat the

choicesof variableassignmentsalongthe path taken (a Á TRUE, b Á FALSE, c Á FALSE, ...)

satisfiestheconstraintwhile theZERO nodeindicatesthat theassignmentdoesnot. For example,

in Figure6.5, thepath(a Á FALSE, b Á TRUE, c Á FALSE, f Á FALSE, h Á FALSE) leadsto a

ONE nodesotheassignmentsatisfiestheconstraint.

This BDD-basedconstraintsolving techniqueis usedin the input generationalgorithm. For

every cycle, after the final formula is determined,this constrainton a module’s outputsis trans-

formedinto a BDD. All thenodesin this BDD areoutputsignalsof themodule,andby traversing

theBDD, anoutputvectorsatisfyingthespecificationcanbefound.

A BDD-basedconstraintsolver is usedinsteadof a generalsatisfiability solver becausethe

formeris moreamenableto biasing.Biasingis atechniquewherethestatisticsof individualsignals

arecontrolled. For example,a signalcanbebiasedto be true99% of the time or true 1% of the

time. Biasingcanleadto increasedsimulationcoverageasexplainedin section6.7.

6.6 Deriving an Input Generator

Whenanimplementationfor onemodulehasbeendesignedandcorrectinputsareneededto stim-

ulatethedesign,theabovewaveformgenerationalgorithmcanbeusedto createaninputgenerator.

Thestubmodules(minustheonefor the implementedmodule)areusedto emulatethebehavior

of the other modulesat the interfaceandact as the environmentfor the design. The following

algorithm,which is a modifiedversionof the waveform generationalgorithm,outlineshow the

propertiesareusedto generateinputsfor thedesign(Figure6.6).
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Figure6.6: Inputsaregeneratedautomaticallyandreactively to adesign.

6.6.1 Algorithm

1. Groupthepropertiesaccordingto which interfacemodulethey specify. If therearen inter-

facemodules,therewill ben groups.

2. Remove thegroupwhosepropertiesarefor thedesignunderverification.Thesewill not be

needed.Now, therearen Â 1 groupsof properties.

3. For eachgroupof properties,do the following on every clock cycle of the simulationrun.

Thegoalis to chooseanoutputassignmentfor eachstubmodule(andconsequentlyaninput

assignmentfor thedesign)for thenext cycle.

(a) Evaluatethe antecedenthalvesto find activatedproperties.Throughthis process,the

input generatoris reactingto the design’s outputsbecausethe previous cycle outputs

affectsthetruthvalueof theantecedents.

(b) Within eachgroup,AND togethertheconsequenthalvesof theactivatedpropertiesto

form thefinal formulas.
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(c) A solver determinesa solutionto eachof thefinal formulas.Sincethespecificationis

flexible andallows a rangeof behaviors, therewill mostlikely be multiple solutions.

(In section6.7,we discusshow a solutionis chosensothat interestingsimulationruns

aregenerated.)Thechosensolutionsform theinput vectorfor this cycle.

(d) Go backto step3(a)on thenext clockcycle.

This algorithmwasusedto generateinput sequencesfor a PCI implementation.In section6.8,

thedetailsof theexperimentalongwith adescriptionof thedesignunderverificationareoutlined.

But here,in Figure6.7,theinteractionbetweenthedesignandtheinput generatorareshown. The

first seven signalsafter the bus clock ( Ã�Ä�Å#Ä�Æ#Ç ) from È�É%Ê�ËÍÌ to Ê�Î arebus signals,and they are

inputsof thedesign.They aretheincomingsignalsthatthedesignseesin a bussystem.Thenext

elevensignalsfrom È�É,Ê<ËÍÌ Ì Ï to Ð�Ñ,Ì Ì Ï aredirectoutputsof thedesignthatdrive thebus. The

diagramillustratesthebehavior of thedesignasa masterinitiating transactions(when È�É,Ê<ËÍÌ Ì Ï
or Ò�É�Î�Ó Ì Ï are active) and as a target reactingto a transactioninitiation (when Î�Ì�Ô&Õ#Ì�Æ Ì Ï ,
Ö É�Î�Ó Ì Ï , or Õ Ö%×�Ø Ì Ï are active). Conversely, the input generatoris actingas a target to the

design’s masterbehavior andamasterto thedesign’s targetbehavior.

6.6.2 Implementation

A compiler tool, which readsin a specificationand outputsthe correspondinginput generation

module,hasbeendesignedand implemented.The tool wasusedto automaticallycreatea PCI

input generatorfrom theformal PCI specification.Therearetwo partsto the input generator:the

VerilogmodulewhichactsasthefrontendandtheC moduleasthebackend(Figure6.8).

TheVerilog modulecontainsall theantecedentsof theproperties,andbasedon its inputs(the

outputsof thedesignunderverification)andits internalstatevariables,determineswhichproperties

areactivatedfor that clock cycle. Then,the indicesof the activatedpropertiesarepassedto the

backendC module. The C modulewill returnan input assignmentthat satisfiesall the activated

properties,andtheVerilog modulewill outputthis to thedesignunderverification. Thechoiceof
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targetmode.

Figure6.7: A PCI interfacedesignandtheinput generator
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Figure6.8: ImplementationDetailsof theInput Generator

Verilogasa frontendallows many designsto beusedwith this framework.

TheC modulecontainstheconsequenthalvesof theproperties.It formsconjunctions(ANDs)

of theactivatedconsequents,solvestheresultingformula,andreturnsanassignmentto theVerilog

module. It is initialized with anarrayof BDDs whereeachBDD correspondsto a propertycon-

sequent.On every clock cycle, after theactivation informationis passedto it, it forms oneBDD

per interfaceagentby performingrepeatedBDD AND operationson activatedconsequentsin the

samegroup. The resultingBDD representsan (aggregated)constrainton the next stateinputsof

oneagent,andby traversingthe BDD until the “1(TRUE)” terminalnodeis reached,an assign-

mentcanbefound.Onceanassignmentis determinedfor eachinterfaceagent,thecompleteinput

assignmentto thedesignunderverificationhasbeenestablished.TheCUDD (ColoradoUniversity

DecisionDiagram)package[?] version2.3.1wasusedfor BDD representationandmanipulation,

andVerilog-XL wasusedto simulatethesetup.

6.7 Biasing the Inputs

6.7.1 CoverageMetric

We usethespecificationto definecornercases, interestingscenariosthata simulationrun should

cover. Oncecornercasesaredetermined,whetherthey have beenreachedor not canbe usedto

measuresimulationprogress,andmissedcornercasescanbe usedto determinethe directionof

furthersimulations.
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As a first orderapproximationof cornercases,theantecedentsof thepropertiesareused.This

is becauseonly whentheantecedentclauseis truedoesthe implementationhave to complywith

the propertyclause. As an example,considerthe PCI property, “mastermust raiseirdy within

8 cyclesof the assertionof frame.” The antecedentis “the counterthat startscountingfrom the

assertionof framehasreached7 andirdy still hasnot beenasserted”andtheconsequentis “irdy

is asserted.” Unlessthis antecedentconditionhappensduringthesimulation,compliancewith this

propertycannotbecompletelyknown. For a simulationrun which hastriggeredonly 10%of the

antecedents,only 10%of thepropertieshave beenchecked for the implementation.In this sense,

thenumberof antecedentsfiredduringasimulationrun is a roughcoveragemetric.

Thereis one major drawback to using this metric for coverage. The problemis intimately

relatedto the generalrelationshipbetweenimplementationandspecification.By the processof

design,for everystate,adesignerchoosesanactionfrom thechoicesofferedby thespecificationto

createanimplementation.As a result,theimplementationwill not cover thefull rangeof behavior

allowedby thespecification.Thus,someof theantecedentsin thespecificationwill never betrue

becausetheimplementationprecludesany pathsto suchastate.Unlesstheverificationengineeris

familiar with the implementationdesign,hecannotknow whetheranantecedenthasbeenmissed

becauseof thelack of appropriatesimulationvectorsor becauseit is structurallyimpossible.The

only solution,in shortof modelcheckingthedesign,is to understandthedesignwell.

6.7.2 Deriving Biasesfor MissedCorner Cases

To reachinterestingcornercases,verificationengineersoftenapplybiasingto input generation.If

problematicstatesarecausedby certaininputsbeingtrueoften,theengineerprogramstherandom

input generatorto set the variabletrue n% insteadof the neutral50% of the time. For example,

to verify how a componentreactsto anenvironmentwhich delaysits response,env response, the

engineercansetthebiasingsothattheinput,env response, is trueonly 5%of thetime. 0%should

notbeusedbecauseit maycausetheinterfaceto deadlock.With prevailing methods,theuserneeds

to provide thebiasingnumbersto therandominput generator. This requiresexpertknowledgeof
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the design,and the biasesmust be determinedby hand. In contrast,by targeting antecedents,

interestingbiasingcanbederivedautomatically. Thealgorithmworksasfollows:

1. Gatherthepropertiesthatspecifytheoutputsof thecomponentto beverified. Thegoal: the

antecedentsof thesepropertiesshouldall becometrueduringthesimulationruns.

2. Setbiasesfor all inputsignalsto neutral(50%true)in theinputgeneratordescribedin section

6.6.

3. Runthesimulationfor somenumberof cycles.

4. Determinewhichantecedentshave not firedsofar.

5. Pick onemissedantecedent,anduseit to determinethe variablebiasing. If, for example,

antecedent¹ a ¸ b ¸°¹ c hasnot beentrue,setthe following biases:a is trueseldom(2% of

thetime),b is trueoften(98%),c is trueseldom(2%).

6. Re-run the simulationand repeatfrom step4. Continueuntil all antecedentshave been

considered.

Therearea numberof interestingconclusions.First,althougheffort wasinvestedin determin-

ing optimalbiasnumbersexactly, biasesthatsimply alloweda signalto betrue(or false)“often”

wassufficient. Empirically, interpreting“often” as49 out of 50 times(98%)seemsto work well.

Second,anantecedentexpressioncontainsnot only interfacesignalvariablesbut alsocounterval-

uesand other variablesthat cannotbe skewed directly. Justskewing the input variablesin the

antecedentis primarybiasing,anda morerefined,secondarybiasingcanbedoneby dependency

analysis. This was donemanually. For example,many hard-to-reachcasesare stateswherea

counterhasreacheda high value,andby dependency analysis,biasesthatwill allow a counterto

incrementfrequentlywithout resettingweredetermined.
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Time-UnboundedProperties

Recallthetime-unboundedproperties(section5.1.2)in theItanium™specification.Theseproper-

tiesneedto betreateddifferentlyto determinecoveragetargets.Thetime-unboundedpropertiesare

in theform “if thetriggerconditionis true,theeventmayhappen”unlike thetime-boundedproper-

ties,whichfollow theform “if thetriggerconditionis true,theeventmusthappen.Logically, these

time-unboundedpropertiesareexpressedas:

Ú prev Û qÜFÝ Ú r

“If q is truein thepreviouscycle, thenr maybetruein thecurrentcycle.”

Note that with protocolsin general,thereis a positivepolarity: the event r or trigger stateq

happening(i.e. theexpressionbecomingtrue)is moreinterestingandsignificantthanstateswhere

the expressionsare false. Thus, taking this positive polarity into account,the propertycan be

re-writtenin thefollowing form. (Notethatthetwo expressionsarelogically equivalent.)

r Ý prev Û qÜ

“If r is true in the currentcycle, thenit mustbe the casethat q wastrue in the previous cycle.”

Thus,whenan implementationdoesevent r duringsimulation,the triggerconditionq is checked

for in thepreviousstate.And so,only whenr hasbecometrueduringsimulation,canit beverified

thattheimplementationobeys theproperty. Consequently, theconsequentexpressionr, andnot the

antecedentexpressionq, is theappropriatecoveragetargetfor time-unboundedproperties.

6.7.3 Implementing Biasing

Theactualskewing of theinput variablesis doneduringtheBDD traversalstageof theinput gen-

eration.Thetechniquewasintroducedby Yuanet al. in [?] althoughit hasbeenslightly modified
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here. After the input formula BDD for a componenthasbeenbuilt, thestructureis traversedac-

cordingto thebiases.If variableb is biasedto betrue49outof 50 times,theTRUE branchfrom it

is taken49 out of 50 times(Figure6.9). Likewise,if b is biasedto befalse49 out of 50 times,the

FALSE branchwill betakenwith thatprobability.

If the choiceof branching(for examplethe THEN branchbecausethe variableis biasedto

be true often) forcesthe expressionto evaluateto false(i.e. the traversalinevitably leadsto the

“ZERO” leaf), the algorithmwill backtrackandthe otherbranch(the ELSE branchin this case)

will betaken.As aresult,evenif b is biasedto betrue49 outof 50 occurrences,theprotocollogic

canforceb to befalsemostof thetime. Whatis guaranteedby thebiasingschemeis thatwhenever

b is allowedto betrueby theconstraint,it will mostlikely betrue.

An extra stepis addedto the input generationalgorithmto accommodatethebiasing. Often,

for a singlesimulationrun targetinga specificantecedent,only a few input variablesarebiased.

Thevariablesneedto bere-orderedsothatthebiasedvariablesareat thetopof theBDD, andtheir

truth valuearenot determinedby theothervariables.In Figure6.10,variablec is intendedto be

truemostof thetime. However, sincec is buriedtowardsthebottomof theBDD, if Þ a ß 0, b ß 1 à
is chosen,c is forcedto befalseto satisfytheconstraint.In contrast,if c is at thetop of theBDD,

thetruebranchcanbetakenaslongastheothervariablesaresetaccordingly(for example,a ß 1).

Fortunately, sincethenumberof BDD variablesis keptsmall,reorderingfor this purposedoesnot

leadto BDD blowup problems.

Comparedto the biasing techniqueusedin SimGen,the biasingusedin this framework is

coarse.With SimGen,branchingprobabilitiesare calculatedfrom the desiredbiasestaking into

accountvariableordering. The calculationsarebasedon chainsof conditionalprobabilities. In

contrast,this methoddirectly usesthedesiredbiasingasthebranchingprobabilities;it requiresno

calculationsandcompensatesfor possibledistortionsby reordering.Although implementingthe

SimGencalculationsis notdifficult, theadvantagesof achieving moreprecisebiasingarenotclear

from theexamplesattempted.



CHAPTER6. EXPLOITING SPECIFICATIONS 93

a : 2% true
b : 98% true
c: 2% true

Biasing
a

2%

b
98%

d

e
f

ZEROONE

g h

2%
c

2%
98%

2% 98%

2%
98%50% 50%

50% 50% 50%
50%

50%
50%

50% 50%

THEN

ELSE

Figure6.9: TheBiasedBDD Traversal

ONE ZERO

a

b

c

50%

50%
50%

50%

2% 98%

Figure6.10: IncorrectOrdering



CHAPTER6. EXPLOITING SPECIFICATIONS 94

6.8 Experimental Results

To demonstratethe methodologyon a meaningfuldesign,we chosethe I/O componentfrom the

StanfordFLASH [?] projectfor verification. The I/O unit, alongwith the restof theproject,had

beenextensively debugged,fabricated,andtestedandis partof aworkingsystemin operation.The

methodsareevaluatedon thePCI interfaceof thecomponent.

Thedesignis describedby 8000linesof Verilog andcontains283variableswhich rangefrom

1-bit to 32-bit variables:a complexity which rendersstraightforward modelcheckingunsuitable.

Approximatemodelcheckingwasusedby Govindarajuet al [?] to verify this designbut no bugs

werefoundbecausethedesigninputswereoverly constrainedandonly a subsetof thestatespace

wasexplored.

The SetupA formal PCI specificationwasusedto constrainthe inputsandchecktheoutputs

at the PCI interfaceof the design. A simulationchecker that flagsPCI protocol violationswas

generatedfrom thespecificationusingacompilertool written in OCAML [?]. Theinputgenerator,

which controlsthePCI interfaceinputsof theI/O unit, wasalsocreatedfrom thespecificationvia

a compiler-basedtool. The I/O unit (the designunderverification),checker, andinput generator

areconnectedandsimulatedtogether, andresultsareviewedusingtheVCD (ValueChangeDump)

file. The inputs were skewed with different biasesfor eachsimulationrun in order to produce

variousextremeenvironmentsandstresstheI/O unit.

Verification ResultsUsingthe70 assertionsprovidedby theinterfacespecification,ninepre-

viously unreportedbugswere found in the I/O unit (Table6.1). Most aredue to incorrectstate

machinedesign.For example,onebugmanifesteditself by violating theprotocolconstraint,“once

trdy hasbeenasserted,it muststayasserteduntil thecompletionof a dataphase.” Becauseof an

incorrectpathin thestatemachine,in somecases,thedesignwouldasserttrdy andthen,beforethe

completionof thedataphase,deasserttrdy. Thiscandeadlockthebusif thecounterpartyinfinitely

waitsfor theassertionof trdy. Thebugwaseasilycorrectedby removing theproblematicandmost

likely unintendedpath.
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TheViolatedProtocolRule Details
Thedesigndrivestheaddressbus dur-
ing idle.

The idle state is meant to be used as a
turnaroundcycle (whenthebus is not driven
by any agents)for theaddressbus.

ThedesigndrivestheC/BE busduring
idle.

The idle state is meant to be used as a
turnaroundcycle (whenthebus is not driven
by any agents)for theC/BE bus.

Under certain scenarios(the five de-
scribedin theright column),thedesign
doesnot keep the signal trdy (target
ready)stableduringa dataphase.This
violation breaksthebasichandshaking
protocolwhich requirestrdy to bekept
asserted(onceasserted)until the data
phasecompletes.

1. In the design, the boolean variable
doneDmais truewhenthetransactionhasfin-
ished. However, there is a scenariowhere
the final data phasehas not completedbut
doneDmabecomestrue anyway (due to in-
complete branching behavior description).
This causestrdy to deassertprematurelybe-
causethe designthinks that the transaction
hascompleted.
2. Thedesignintendsto assertstop ( thedata
cannotbetransferred)but prematurelyasserts
trdy (thedatacanbetransferred)andthenim-
mediatelydeassertsit so thatstop canbeas-
serted.
3. For certainsequences,the designsetsthe
trdy signal to be equal to a booleanvalue
which is truewhenthereis new datawaiting
at the internal interface. In somecases,this
causesthe trdy valueto beprematurelyreset
whenthereis no moredatawaiting.
4. Thedesigndeassertstrdy beforedatacom-
pletionfor certaincasesof targetabortedter-
minations.
5. Thedesignhasanincorrectandunexpected
path (too complicated to explain) through
the target statemachinethatprematurelyde-
assertsthevalueof trdy.

Table6.1: A Descriptionof Someof theBugsFoundin theFLASH I/O Design
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Env. Design

a0 −> c0
a1 −> c1
a2 −> c2

.....

Spec.

A0 −> C0
A1 −> C1
A2 −> C2

.....

Spec.
Useful UsefulNot as

Figure6.11:TheTwo Typesof SimulationCoverageMetric andtheirEffectiveness

Thesetupmakestheverificationprocessmucheasier;theprocessof findingsignal-level bugs

is now nearlyautomated1, andso,mostof theeffort canfocuson reasoningaboutthebug onceit

is found.

CoverageResultsBecausetheFLASH PCIdesignis conservativeandimplementsaverysmall

subsetof thespecification,basingthecoveragemetricon thespecificationof thecomponentwas

not very illuminating. For example,the designonly initiatessingledataphasetransactions,and

never initiatesmultipledataphasetransactions;or, insteadof having theflexibility to respondwith

any of threemodeswhenit cannothandlearequest,it alwaysrespondswith thesamemode.Thus,

most of the antecedentsremainedfalsebecausethe componentnever doesmany of the actions

allowedby thespecification.

However, usingthe metric to ensurethat the environmentis maximally flexible proved to be

muchmorepowerful. Themotivationis to ensurethatthedesignis compatiblewith any component

thatcomplieswith the interfaceprotocol. Thedesignshouldbestimulatedwith themostgeneral

setof inputs,andso,usingthemissedantecedentsfrom theconstraintsthatspecifytheenvironment

(in Figure6.11,“a0, a1, ...”) to determinebiaseswasextremelyfruitful; mostof thedesignbugs

wereunearthedwith thesebiasings.

Performance Results Performanceissues,suchas speedand memoryusage,did not pose

problems,andso,we werefree to focuson generatinginterestingsimulationinputs. However, to
1A caveat: the I/O unit hastwo-sides,an external PCI interfaceand an internal interfacethat interactswith the

mainprocessingcore. This internalinterfaceis not well documented,andthusits protocolwasreverse-engineeredby
manuallystudyingthedesign.Oncethis protocolwasunderstood,propertieswereusedto constrainthe inputson this
interface.
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Number
BooleanVarsin Spec 161
BooleanVarsin BDD 15

Constraintson Env 63
Assertionson Design 70
PeakNodesin BDD 193
BDD MemoryUse 4 Mbytes

BugsFoundin Design 9

Table6.2: ExperimentalResults:InputGenerationfor theFLASH PCIDesign

Settings UserTime SystemTime Total
Random 0.53s 0.11s 0.64s

Constrained 0.77s 0.23s 1.00s
with Dump 0.77s 0.26s 1.03s

with Monitor 1.33s 0.29s 1.62s
with Coverage 1.54s 0.25s 1.79s

(for 12000simulatortime steps)

Table6.3: TimePerformance:Input Generationfor theFLASH PCIDesign

demonstratethe scalabilityof the methodfor larger designs,performanceresultsweretabulated.

Thesimulationswererunona4-ProcessorSunUltra SPARC-II 296MHz Systemwith 1.28Gbytes

of mainmemory. Thespecificationprovided63 constraintsto modeltheenvironment.TheBDDs

usedfor signalgenerationwerevery small; thepeaknumberof nodesduringsimulationwas193,

andthepeakamountof memoryusedwas4Mbytes.

Furthermore,speedwasonly slightly sacrificedin orderto achieve this spaceefficiency. The

executiontimesfor differentsettingsarelistedin Table2. With noconstraintsolving,whereinputs

arerandomlyset,thesimulationtakes0.64sfor 12,000simulatortime steps.If theinput generator

is used,theexecutiontime increasedby 57%to 1.00s;this is not a debilitatingincrease,andnow

the inputsareguaranteedto be correct. The tablealsoindicateshow progressively addingsignal

valuedumps,a correctnesschecker module,andcoveragemonitormodules,addsto theexecution

time.



Chapter 7

Conclusion

7.1 Impact on Verification in Practice

In the“Introduction” chapter, it wasarguedthatthis thesiswork makesverificationof largedesigns

more feasibleby researchinghow availableverification machinerycanbe usedoptimally. This

statementcan be interpretedat many different levels. First, by focusingverification efforts on

the interfacesof the componentsin the design,numerousproblemscanbe expectedto be found

becausethe interfaceis arguably the weakest link. This thesis’s emphasison interfacesis partly

driven by the understandingthat focus on problematicareasincreasesverification productivity.

Second,with a solid understandingof the requiredbehavior at the interface,componentscanbe

verifiedseparatelyfrom eachother. Realistically, only with a formal interfacespecificationcanthe

designbeverifiedmodularly. Theability to decomposea designandverify smallerpartsis crucial

for designsin practice.

Third, “checking engines”suchas model checkers and satisfiability proceduresare mostly

hamperedin practiceby complexity andsizeissues.Sinceinterfaceprotocolshave muchlimited

complexity comparedto designimplementations,employing the checkingtools on an interface

specificationis anoptimaluseof thetools.

Finally, becauseof thestylisticstructuringof specificationsproposedin this thesis,thevalueof

98
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thespecificationasa tool is maximized.Thecreationof verificationaidssuchasinput sequences,

checker properties,andcoveragemetricscannow be donein minutesinsteadof weeks. Due to

complexity issues,mostdesignscanonly besimulatedandnot modelchecked. Theseverification

aids are indispensablefor simulation-basedverification, and so, the thesisresultshave a direct

impacton theeaseandcostof verificationin practice. In somecases,the techniquein this work

may allow a designthat cannotbe simulatedwith input constraints(becausethe solving of the

constraintsis tooprohibitive) to besimulatedwith thesameconstraints.

7.2 Summary of the Methodology

Themethodologyproposedby this thesisis summarizedasa verificationflow (Figure7.1). First,

whentheinterfaceprotocolis designed,it shouldbedocumentedasa formalproperty-basedspeci-

fication.Then,thisspecificationcanbeformally andinformally verifiedtoensurethecorrectnessof

theprotocol.This verificationprocedurecanalsocheckthat thepropertiesarenot over-restrictive

or under-restrictive whencomparedto whatwasintended.This is importantlaterwhentheproper-

tiesareusedto verify adesignimplementation.As othersneedto learnandunderstandtheprotocol,

thespecificationcanbeusedto automaticallygenerateexampletraces.Finally, whenanimplemen-

tationhasbeendesigned,thethreeverificationaidscanbegeneratedfrom thespecificationsothat

thedesigncanbefunctionallyverifiedvia simulation.Becausethespecificationhasbeenformally

verified,thederivatives(theverificationaids)aremuchlesslikely to causefalsenegatives(errors

in thedesignarenot caught)andfalsepositives(an error is flaggedbut thedesignis correctand

the error is actually in the verificationsetup). And if the designrequiresemulationor gate-level

simulation,becausetheoutputmonitoris synthesizable,it canbeusedin theseframeworksaswell.
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Figure7.1: TheVerificationFlow
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7.3 Futur e Work

Other ProtocolsAn obviousnext stepfor this line of work would beto attemptspecificationsof

otherinterfaces,especiallythosewith characteristicsdifferentfrom busprotocols,suchasnetwork-

ing protocols.It is likely thatdifferentstylistic issueswill arise,aswell ascomplexity issues.It is

alsoexpectedthatsimpledatastructuressuchascountersandset-resetstatemachineswill not be

enough,andmorepowerful datastructuressuchasqueueswill beneeded.However, it is believed

thata property-basedspecificationstylecanberetainedaslong astheappropriatedatastructures

areused.

More SpecificationDebugging Tools Anotherdirectionof interestis to develop bettertools

for debugging the specification.For example,the deadstatecheckis limited in that althoughit

canreturna statedescriptionof thedeadstate,it cannotpinpoint theconflicting properties.The

problemis exacerbatedby thefactthatany numberof propertiescancontribute to anunsatisfiable

specification. A greedyalgorithmusingsatisfiability on the propertiessuchthat the conflicting

requirementscanbefound,shouldbedevelopedfor a morecompletespecificationdebuggingtool

environment.

Exploiting the SpecificationExploitingastructuredformal specificationfor otherusesis also

of interest.Perhapsincompletedesignscanbeautomaticallyaugmentedby specificationproperties

for simulationpurposes.Or, usefulsynthesisinformationcanbeextractedfrom thespecification.

Additionally, bettercoveragemetricscanprobablybededucedfrom thespecification.A straight-

forwardextensionwouldbeto seewhetherpairs(crossproducts)of antecedentsbecometrueduring

simulations.Although somepairsmay never be true, aiming for themmay pushthe designinto

interestingscenarios.A fundamentallydifferentapproachwill probablybe developedas future

work aswell.

Experimentstodeterminewhetherdesignsthataretoolargefor SimGen-typealgorithms(where

BDDsarebuilt statically)canbehandledby this thesis’s algorithm(whereBDDsarebuilt dynam-

ically) would furthervalidatethemethodology’s memoryefficiency. In practice,therearedesigns
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so large that memoryblow-up problemswould prevent inputs from beinggeneratedat all. The

powerof themethodologycanbeillustratedwith suchexamples.Furthermore,moreextensive ex-

perimentsto quantify thespeedpenaltyfor thedynamicBDD building would beusefulfor many.

Speedis a key issuein simulationrunssincedesignshave becomeso large. Sincein academia

accessto large designsis limited, it is difficult to conductexperimentsin order to determinethe

truespeedpenaltyof thealgorithm.However, perhapsin industry, thespeedpenaltycanbebench-

markedmoremeaningfully.



Chapter 8

Appendix A

A proof of theTheoremstatedin section3.6.3.

Proof: Themonitor, M, canbecharacterizedasfollows.

Inputs: IM ß I á O

Outputs: OM = correctMe á correctEnv

StartState: q0
M â QM

States: QM

Transitionfunction,δM : I á O á QM Ý QM

Outputfunction,λme
M : I á QM Ý�Þ trueã f alseà

Outputfunction,λenv
M : O á QM ÝäÞ trueã f alseà

The statesarecharacterizedby vectorsof internalhistory variables.Thus,if h0 ã h1 ãCåIåIåIã hn arethe

historyvariables,stateqi
M of QM is describedby thevaluesof (hi

0 ã hi
1 ãCåIåIåIã hi

n). Themonitorhasthe

following four properties.

Property1. If theagentcommitsan illegal actionwhile theenvironmentis still correct,themonitor

enters andstaysin a statewhere no matterwhat theobservedsignalsare, correctMe is falseand

correctEnv is true. Furthermore, this state is entered only whenthis particular event happens.

“Once theagentmakesa mistake, theenvironmentwins.”

103
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For æ i â I ãçæ o â O ãçæ q â Q ã
λme

M Û o ã qÜFß f alseè λenv
M Û i ã qÜKß true

éëê δM Û i ã o ã qÜFß qmeError
M

andfor qmeError
M , for æ i â I ãçæ o â O,

λme
M Û o ã qmeError

M ÜNß f alseã
λenv

M Û i ã qmeError
M ÜNß true

Thus,consequently, for æ i â I ãçæ o â O ã
δM Û i ã o ã qmeError

M ÜNß qmeError
M

Property2. “Once theenvironmentmakesa mistake, theagentwins.”

For æ i â I ãçæ o â O ãçæ q â Q ã
λenv

M Û i ã qÜNß f alseè λme
M Û o ã qÜKß true

éëê δM Û i ã o ã qÜFß qenvError
M

andfor qmeError
M , for æ i â I ãçæ o â O,

λenv
M Û i ã qenvError

M ÜOß f alseã
λme

M Û o ã qenvError
M ÜNß true

Thus,consequently, for æ i â I ãçæ o â O ã
δM Û i ã o ã qenvError

M ÜNß qenvError
M

Property3. Whenboththeagentandtheenvironmentmake a mistake at thesametime.

For æ i â I ãçæ o â O ãçæ q â Q ã
λenv

M Û i ã qÜNß f alseè λme
M Û o ã qÜKß f alse

éëê δM Û i ã o ã qÜFß qbothError
M

andfor qmeError
M , for æ i â I ãçæ o â O,

λenv
M Û i ã qbothError

M ÜNß f alseã
λme

M Û o ã qbothError
M ÜOß f alse
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Thus,consequently, for æ i â I ãçæ o â O ã
δM Û i ã o ã qbothError

M ÜOß qbothError
M

Property4. Themonitor doesnot cause“dead states” for the agent. “As long as the agent has

beencorrectsofar, there alwaysexistsa legal actionfor theagent.

For æ q â Q ìíÞ qmeError
M ã qbothError

M à�ãî
o â Osuch that λme

M Û o ã qÜFß true

Givensucha specificationM, theconstructionof the implementation,K, canbedoneasfollows.

Let thecharacterizationof MooremachineK be

Inputs: I Outputs: O

StartState: q0 States: Q

Transitionfunction,δ : I á Q Ý Q

Statelabelingfunction,λ : Q Ý O

Let Q beof thesametypeasQM. Thus,if h0 ã h1 ã ..., hn arethehistoryvariablesof themonitor, K

hasthesamehistoryvariablesandstateqi of Q is describedby thevaluesof (hi
0 ã hi

1 ãCåIåIåIã hi
n).

Construction

BasicIdea : Startwith thesameinitial stateas themonitor. Usethemonitor’s correct functions,

λme
M to determinetheoutputsat each state. Thetransitionsare determinedby the inputs,outputs,

andthecurrentstateusingthemonitor’s transitionfunction.

Step0. Initially, Q is empty. Q ß /0

Step1. Let initial stateq0 = q0
M . Add q0 to Q.

Q ß0Þ q0 à .
Step2. For q0,

î
o0 suchthat,λme

M Û o0 ã q0 Ü = λme
M Û o0 ã q0

M Ü = trueå (becauseof property4 of themon-

itor, step1 in theconstruction,andq0
M ïß qmeError

M , qbothError
M .) Let λ Û q0 ÜOß o0 anddefinetransitions

for all possibleinputs.δ Û i ã q0 ÜOß δM Û i ã o0 ã q0 Ü for æ i â I . If δ Û i ã q0 Ü is not in Q, addto Q.

Any new additionto Q ã qð , is guaranteedto beamemberof QM because
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i) q0 â QM.

ii) if q â QM andqð ß δ Û i ã qÜ , for somei â I , thenqð â QM becauseqð ß δM Û i ã o ã qÜ for someo â O

andδM Û i ã o ã qÜ is definedfor all i â I ando â O for q â QM.

Thus,by inductionon i) andii), for æ q ã q â Q ê q â QM. [propertya]

Furthermore,becauseδM Û i ã o ã qÜñß qmeError
M , qbothError

M only for o suchthatλme
M Û o ã qÜñß f alse(due

to property1 and3 of themonitor),for any new additionto Q, qð , qð ïß qmeError
M ã qbothError

M [property

b]

3. For every newly addedq â Q, pick o â O suchthatλme
M Û o ã qÜYß trueandlet λ Û qÜFß o. (because

of property4, propertya,andpropertyb, it is guaranteedthatsucha o exists.) andfor every i â I ,

defineδ Û i ã qÜ suchthatδ Û i ã qÜNß δM Û i ã o ã qÜ andif δ Û i ã qÜ is not in Q, addto Q.

4. Iteratebackto step3 andstopwhenno new q is addedto Q.

Thus,

ò Q ó QM
ò qmeError

M ã qbothError
M ôâ Q

ò æ q â Q ã λ Û qÜNß o ê λme
M Û o ã qÜKß true

And so,K implementsthespecificationM.


