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Abstract

Designing basic protocols, used in networking, security and multiprocessor systems
is hard. All of these have to deal with concurrency, that is the actions of multiple
agents in parallel. This makes their design error-prone since all possible interactions
between the various agents in the system have to be considered.

In addition to concurrency, many of these protocols are designed to work with any
number of replicated agents. For instance, protocols that set up routing tables in a
network are designed to work irrespective of the number of nodes present. Similarly

in cache coherence protocols there may be any number of client caches present.

Model checking, a method of enumerating and checking all states of a system, can
be used to prove properties of concurrent protocols that are finite state. It can also
be applied to finite instances of parameterized protocols and makes an excellent tool
for finding bugs. However, in the general case, the system is not finite state, and so

model checking can not be used to prove correctness.

For such systems, interactive theorem proving has been used to prove correctness.
Theorem proving is extremely powerful since the entire arsenal of mathematical tech-
niques are at one’s disposal. However applying it requires a skilled user. For large

examples, it can also be tedious.

Here new predicate abstraction techniques are described that allow for easy, and
in many cases automatic, verification of safety properties of infinite state systems. A
finite set of abstraction predicates defined on the concrete system are used to create
a conservative finite state abstraction. The reachable state set of the conservative
abstraction, is by definition, a superset of the reachable state set of the original

system. The abstract version of the verification condition, a safety property, is model



checked on the abstract system. If successful the verification condition holds in the
original system. Otherwise more analysis is carried out to figure out if there is a real
bug in the system or if the abstraction needs to made more precise by adding extra

predicates.

vi
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Chapter 1

Introduction

1.1 Infinite State Concurrent Systems

This dissertation is concerned with techniques for automatically proving the correct-
ness of infinite state concurrent systems. Concurrent systems are systems that consist
of multiple communicating agents executing in parallel. Infinite state concurrent sys-
tems are concurrent systems that have an unbounded number of states. This could
arise if the concurrent system is parameterized, that is, it consists of any number of
identical replicated sub-systems, or if unbounded data types, like integers, unbounded

stacks and queues, are used.

At first glance, it may seem that infinite state systems are not of practical signifi-
cance, since all systems encountered in real life are finite state. But many systems are
designed first as parameterized systems and then instances of fixed size are realized for
use. Examples of such parameterized systems include multiprocessor systems which
consist of multiple identical processors executing in parallel, network protocols where
the network consists of multiple identical nodes that are connected to each other and
security protocols where multiple agents communicate amongst themselves. Such sys-
tems are families of systems, where the individual members of the family differ from

each other only in the number of times a component has been replicated.
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1.2 Verifying Infinite State Concurrent Systems

To prove properties of a concurrent system, all possible interactions among the agents
have to be considered. Failure to do this systematically leads to bugs in the final

system.

1.2.1 Model Checking

Model Checking is a verification technique for a finite state system, where all the states
of the system are exhaustively enumerated and the correctness condition checked
at each state. A big advantage of model checking is that it can be carried out
automatically. This method has been successfully applied to proving the correctness

of hardware designs.

Exploration of the state space can be done explicitly, that is all the reachable
states are computed starting from the initial states, or symbolically, that is a logic
formula denoting the sets of reachable states is computed. Binary Decision Diagrams
(BDD) [10], which are a method of representing boolean logic formulas canonically,

are used to implement symbolic model checkers.

Finite instances of infinite state systems can be exhaustively analyzed by model
checking. For infinite state systems that are parameterized, a small value may be
chosen for the parameter. Also for infinite state systems that contain infinite data
types, model checking can be applied after imposing a limit on the size of the state
variables. For instance, instead of real integers, 32 bit integers may be used and
instead of unbounded stacks, a finite stack may be used. Model checking is useful for
finding bugs in the system. Any problems found in the finite instance of the system

will be present in the original system.

But model checking alone cannot prove that the infinite state system is correct.
A lack of errors in the scaled down version does not mean that no errors are present

in the original infinite state system.
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1.2.2 Interactive Theorem Proving

Interactive theorem proving is a verification technique where the correctness condition
of the system is written as a theorem and then proved interactively with varying
degrees of manual intervention. Theorem proving is powerful, since all the methods
of logic and mathematics are available.

Traditionally theorem proving has been used to proved infinite state systems cor-
rect. However theorem proving tools usually need manual intervention. This limits

the complexity of the problems that can be tackled.

1.3 Predicate Abstraction

The goal of the thesis is to ease the verification of infinite state systems. Predicate

abstraction combines theorem proving and model checking to achieve this.

1.3.1 Safety Properties

A safety property asserts that a system does not exhibit bad behavior. An example
of a safety property is that the system never goes into an error state. Being able to
prove safety properties is desirable, but it is just one facet of system correctness. It
is also important to show that the system does something useful, and such properties
are called liweness properties.

The methods discussed here are only applicable to proving safety properties.

1.3.2 Predicate Abstraction for Safety Properties

In infinite state systems, safety properties can be proved by induction [28]. First an
inductive invariant has to be proved on the system. This means that the invariant
holds in the initial state of the system and every possible transition preserves it, that
is if the invariant holds in some state then it continues to hold in every successor state
as well. Now if the inductive invariant implies the desired property then the proof is

complete. Finding the inductive invariant is often the hardest part of the proof.
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Consider the finite state system in which there is a boolean state variable for
each of the atomic predicates present in the inductive invariant. Given a state in the
original system, the corresponding state in the finite state system can be computed
by evaluating each of the predicates and then constructing a bit vector out of the
results. A pair of states in the finite state system are in the abstract transition
relation if actual states corresponding to them are in the transition relation of the
original system.

By definition, the inductive invariant must be a superset of the reachable states
in the abstract system. If that is not the case then a concrete state satisfying the
inductive invariant would have a successor that did not satisfy the inductive invariant,
which leads to a contradiction! This shows that the set of abstract reachable states is
nothing but a inductive invariant for the system. In fact it is the strongest possible
inductive invariant that can be constructed by combining the constituent atomic
predicates with arbitrary boolean connectives.

The predicate abstraction algorithm described here automatically constructs the
strongest possible inductive invariant described in the preceding paragraph. In ad-
dition to this, a heuristic predicate discovery algorithm has been developed that is
automatically able to find all the needed predicates for many of the test cases that

were tried.

1.4 Overview of the thesis

In Chapter 2, predicate abstraction is introduced and a brief overview of related work
is presented. Then in Chapter 3, efficient implicit predicate abstraction, which is
a method where the abstract reachable states are computed directly without con-
structing the abstact state machine, is described. Chapter 4 describes a successive
approximation scheme where an approximate initial abstract system is refined as
needed. Chapter 5 describes an algorithm that heuristically determines predicates to
use. Then Chapter 6 shows how the methods described in Chapter 4 can be applied

to verifying operating system device drivers.



Chapter 2

Introduction to Predicate

Abstraction

In this chapter, some examples that illustrate how predicate abstraction works are
described. Then some basic terms used throughout the thesis are defined. Finally an
example system, which is used to work out the algorithms presented in this thesis, is

described. First the syntax used in specifying asynchronous systems is described.

2.1 System Description Syntax

In the predicate abstraction prototype, the concrete system is described as a list of
guarded commands. Each guarded command consists of a boolean expression called
the guard and an action statement that modifies the system state. A guarded com-
mand is said to be enabled if the guard expression evaluates to true. Given the
current state of the system, one of the enabled guarded commands is chosen non-
deterministically and the action statement is executed to compute the next state of
the system.

An example guarded command is expressed as follows:

i<10 --> 1 := i+1
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In the above guarded command, the expression i<10 is the guard while i := i+1is
the action statement. If the guard is true then incrementing i would yield a possible
next state of the system.

Parameterized systems are expressed as rulesets. A ruleset is a set of rules that
have one or more parameters. The rule is replicated once for each combination of
parameter values. So, in effect, the parameterized rule represents more than one rule,

and in some cases could represent an unbounded number of rules.

2.2 Predicate Abstraction Examples

An example that demonstrates the efficacy of predicate abstraction is described here.
Suppose that there is a counter where the counter value, a is initially 0. The counter
value changes according to the guarded commands in Figure 2.2. In effect the counter
is incremented by one or two depending on its current value. Assume that we need
to prove that the counter value never takes on the value 151.

An obvious approach to proving this would be enumerate all possible values that
can be stored in the counter. In this simple case that is possible. If we are to work
through the system we can easily convince ourselves that the possible values that a

takes on must be in the set:
{ieNli<10}U{jeN | 10<;j<100Aj=0 (mod2)}

Since the above set has 56 elements, it would take the same number of steps to
compute the set of all possible values of a. Then we would be able to prove that
indeed a never takes on the value 151.

With predicate abstraction we can do better. As shown in Figure 2.2, we use three
predicates to create the abstract system. The predicates are just the the possible
ranges of a.

The abstract state is written as a bit-vectors of length three with the three bits

representing the truth values of ¢, ¢ and ¢3 respectively. Then it is easy to see that
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Initially
a=20

Rules
0<a<10 — a:=a+l;

10 < a <100 — a := a+2;
100 < a — a = 0;

Concrete System

Ce

¢ =0<a<10
¢y =10 < a < 100
¢3 = 100 < a < 102

(a) Abstraction Predicates (b) Abstract System

Figure 2.1: Simple Counter

the system starts in the abstract state given by the bit vector, [100] that is the state
where ¢; is true while the other predicates are false. From this state the counter
value can only be incremented by one, so the next value must lie in the same range or
it can become 10, in which case the new abstract state would be given by [010]. With
similar reasoning, the rest of the transitions in the abstract system can be deduced.
Now by analyzing the three state abstract system, it may be concluded that a can
only take on the values such that 0 < a < 102 always holds. From this we can deduce
that the property of interest holds.

First of all, this example shows that the use of predicate abstraction makes at
least some problems easier. This is so since we could prove the property of interest
by analyzing a three-state system as opposed to a system with 56 states. In fact if
the predicate 0 < a < 102 was used then the verification condition could have been

proved with an abstract system containing only one state! This shows that choosing
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the proper set of predicates is important if predicate abstraction is going to be used
on practical systems.

Another observation is that the abstract system is only an approximation of the
concrete system. Just by analyzing the abstract system, it appears that the counter
variable, a, can take on any integer value in the range 0 to 101, with the end points
included. Clearly that is not true since a can never take on the value of any odd
number in the range 10 to 100. So the simplification of the proof comes at the cost
of imprecision in the abstract system. With unsuitable predicates, true properties
might not hold in the abstract system produced.

This example is not really infinite state since a can only take a finite number
of values. The system can with small modifications be made into an infinite state
system. The system shown in Figure 2.2 is one such. It can easily be deduced that

the set of possible values that a can take in the modified system is given by,
{ie N0<i<10}U{jeN|j>10Aj=0 (mod2)}

Clearly the set of possible values of a is infinite since it can take on any even value
greater than 10. As before we want to prove that a can not take on the value 151.
Now a different set of predicates would be needed as shown in Figure 2.2.

Now the reachable states in the abstract system are computed. As can be seen in
Figure 2.2, at least one of the predicates, a = 2 (mod 2) and 0 < a < 10 is always

true. So the verification condition holds.

2.3 Road map

Now, the work presented here can be put be in perspective. In Chapter 3 the simplest
method of solving predicate abstraction is presented. In the first step, the set of all
abstract initial states is computed. Now the set of abstract states reachable in one
step from the initial states are computed. This process is repeated till a fixed point

is reached and all the abstract reachable states have been computed. Now if the
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Initially
a=2>0

Rules
0<a< 10 — a:=a+l;
true — a = 2%a;
a> 2 — a = a-2;

Concrete System

a(mod 2) =0 <

¢ =
P=0<a<10 0
(a) Abstraction Predicates (b) Abstract System

Figure 2.2: More Complex Counter

desired verification condition is a superset of the reachable set, then the verification
condition holds. The technique to compute the abstract reachable states was more
accurate than existing work [21]. This tool is represented by the block diagram in

Figure 2.3.

This method is often less efficient that it could be because the accuracy to which
the abstract reachable states are computed is not needed for the proof to succeed.
Often an over-approximation of the abstract reachable states would have been suf-
ficient to prove the verification condition. The extra accuracy requires many more
calls to the validity checker than needed. It is particularly bad if some of the predi-
cates are unnecessary. In that case the method is impractical. This brittleness is bad

since automatic predicate generation techniques, described in the later chapters, can
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Concrete system Abstract Reachability
Module

Abstract reachable states

Verification Condition Verification Condition Proof result
Checker

Figure 2.3: Implicit Predicate Abstraction

Verification
condition Abstract property
stem Proj
Sy4> Abstraction Module Mode! Checker  —— pm\‘,):;y
Predicates Abstract system
—_—
Abstract Error Trace
Constraint G at Abstract
onstraint Generator =
Constraint Error Trace

Figure 2.4: Approximate Predicate Abstraction

generate extraneous predicates.

So we developed the idea of successively refining an approximation of the abstract
transition relation till it is strong enough to prove the property of interest. The
advantage this has over the previous method is that it is more tolerant of irrelevant
predicates. This method is described in Chapter 4. The revised block diagram for

our prototype tool looks is shown in Figure 2.4.

Also note that with this approach multiple model checking runs are required. The
model checking itself is very fast and it is the time taken to do the validity checks that
dominate the run time of the tool. So being able to reduce the number of validity

checks performed helps in making the tool more efficient.
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Verification

condition Abstract property

_—

System X Property
I — Abstraction Module Model Checker E—— proved
Predicates. Abstract system

Abstract Error Trace

" Constraint Generator
Constraint

Abstract Error Trace

Concrete
Error Trace

Predicate Discovery
New predicates Module

Trace Checker

Figure 2.5: Predicate Discovery

Using the refinement method, the tool when given arbitrary predicates is able to
use them to come up with an accurate enough abstract transition relation that either
proves the property or produces an abstract counter-example trace that is guaranteed
to be present even if the best possible abstract transition relation is used. The method
is also able to gracefully deal with unrelated predicates.

Now a method was developed that can automatically find predicates to eliminate
spurious abstract counter-example traces. Essentially another feedback loop is added

as shown in Figure 2.5. This predicate discovery method is described in Chapter 5.

2.4 Predicate Abstraction Definitions

In what follows, logic predicates shall be used to represent sets. If the predicate, P,
represents a set, then an element, x, is a member of the set if and only if P(z) is true.

As an example, the set of all even numbers is represented by the predicate, A\z. = =0
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(mod 2). This makes it easier to formalize the proofs.
First the abstraction and concretization functions are defined. Then the abstract
transition relation and the abstract initial states are defined. This completely de-

scribes the abstract system.

2.4.1 Concrete System

The set of concrete states is denoted by C. The concrete transition relation is de-
scribed by an initial state predicate I : C' — bool and a concrete transition relation
predicate, Rc : C' x C'— bool. A state x is an initial state iff, Io(z) is true, and the

state y is a concrete successor of x iff Ro(x,y) is true.

2.4.2 Abstraction and Concretization

Let ¢1, @9, ... ¢n be the abstraction predicates defined on the concrete system. Then
the abstract states are bit vectors of length N. The abstract set of states, A can be
defined as:

A={xreN|1<z <N} — bool

Here bit vectors have been represented as a function which maps each of the indices
to the corresponding bit.

Intuitively, the abstraction function maps each concrete state to an abstract state,
which is a bit vector representing the values of the predicates in that state. Con-
cretizations is the inverse of abstraction. It maps each abstract state to the set of all

concrete states it represents.

Definition 1. The abstraction and concretization functions, o : C — A and v : A —

C are defined as,

a(x)(i) = ¢i(z)
v(s)@) = N\ dilx) = (i)

1€[1,N]
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(= is the biconditional)

The definition of o and y can be extended to work on the predicates defined over
the concrete states and abstract states respectively. These extended definitions are

as follows:

Definition 2. Given predicates, Q¢ and Q)4 over concrete and abstract states respec-

tively, the abstraction and concretization functions are extended as follows:

a(Qc)(s) = Fz. Qe(x) A N ¢ilx) = s(i)

i€[1,N]

Y(Qa)(z) = 3s. Qus)A N\ ¢il) = s(0)

1€[1,N]

2.4.3 Abstract System

As described previously the set of states of the abstract system is A. The abstract
initial states and the abstract transition relation completely define the the abstract

system.

Definition 3. The abstract initial states, 14 : A — bool is defined to be a(l¢).

Notice that o has been used on a concrete predicate and so the second definition
of v is to be used. It may be shown that the concrete and abstract initial states

satisfy the inclusion relation, Io = v(14)

Definition 4. The abstract transition relation is represented by a predicate R4 :
A x A — bool with two states, s and t as arguments. The transition relation is

defined as

Ra(s,t) = 3w,y. 7(s)(x) ANy(6)(y) A Bo(x,y)
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2.5 Conservative Abstraction

The abstraction scheme described here is conservative. This means that if the verifi-
cation condition holds in the abstract system then the property holds in the concrete
system as well. The goal is to prove that the process of finding all reachable states is
conservative. A step on the way is to prove that abstraction followed by concretization

1s conservative.
Lemma 1. For any concrete state, x : C, it is the case that y(«(zx))(x) holds.

Proof. Expanding the definition of v produces,

From the definition of « it follows that each of the conjuncts in the right hand side
of the above equation is true. O
Now consider the abstract state, s. Assume that an arbitrary concrete state, x

abstracts to it. Then it must be the case that every concrete successor of x must

abstract to an abstract successor of s. This is expressed in the following lemma.

Lemma 2. For any abstract state, s, and concrete states, x and y,

V(s)(x) A Re(z,y) = 3t Ra(s, ) Ay(t)(y)

Proof. To carry out the proof the left hand side of the implication is assumed to be
true. This means that, vy(s)(z) A Ro(z,y) holds. Also applying the previous lemma

to y to shows that,

Y(s) (@) Ay(a(y))(y) A Ro(z,y)
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holds. By definition of R, it follows that, Ra(s,a(y)) holds. Thus a(y) is a witness

for the existential quantifier on the right hand side of the implication. O

From the first lemma above it follows that the concretization of a(I¢) is a superset
of Ic. From the second lemma it follows that every image computation step of the
model checking algorithm computes a conservative approximation of the reachable
states. Hence the concretization of the abstract reachable states contains all the
reachable states of the concrete system. Thus for any safety property that holds in

the abstract system, its concrete counterpart holds in the concrete system.

2.6 Example

Now an example is introduced is used to illustrate how predicate abstraction works.
This is a mutual exclusion protocol which was inspired by a cache coherence protocol.
That protocol was simplified by removing the transactions that controlled shared ac-
cess of the memory lines. The memory itself was also abstracted away leaving behind
a mutual exclusion protocol based on message passing. The protocol is described in
Figure 2.7 using guarded commands.

In the protocol, a REQU EST message is sent by the clients contending to enter
the critical section to a central server. The server receives the message only if the
variable granted is initially false. The server then sets granted to true and replies to
the client with a GRANT message. Only one client can enter the critical section at
any point of time, since the server does not receive REQU EST messages if granted
is already true. When the client is done, it sends a RELEASE message to the server
releasing access to the critical section. The server is now free to grant access to the

critical section to some other client. The protocol steps are shown in Figure 2.6.

2.7 Related Work

Recently there has been a lot of work on predicate abstraction. In addition to verifying

concurrent systems, predicate abstraction has also been applied to proving correctness
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cqli]=false
REQ(i)
granted=false

granted := true;
owner ;=i

GRANT()

[

cli] :=true

cdfi] = false

REL EASE(i)
granted := false

Figure 2.6: Protocol Steps

of software. Similar ideas have also been used to efficiently model check large hardware
designs. The predicate discovery algorithm presented here is related to automatic

invariant generation.

2.7.1 Abstraction

Abstraction is a general proof technique where a system is first simplified, then the
simplified system is analyzed, and the results are transferred back to the original
system. Since a simplified system is analyzed, the proof is easier to do.

Formal abstractions are used all the time in formal verification. There is actually
too much work to discuss in detail. Only the work that is most closely related to
predicate abstraction will be discussed here.

Abstract interpretation [16], is a form of abstraction where a potentially un-
bounded data type is abstracted to a finite set of points. An example of this has
already been presented in Section 2.2 where a finite number of ranges have been used
to model the values that a state variable of type integer can take.

Abstraction has been widely used to make model checking more efficient for large
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state
N : positive_integer;
node_state : array [1..N] of enum (INIT, CS);
message_type : array [l..infinity] of enum (INVALID, REQUEST, RELEASE);
message_node : array [l..infinity] of [1..N];
owner : [1..N];
busy : boolean;

/* Client Actions */
ruleset (cell msg)
node_state[cell] = INIT A message_type[msg] = INVALID —
message_type[msg] := REQUEST;
message_node[msg] := cell

node_state[cell] = INIT A message_type[msg] = GRANT A message node[msg| = cell —
message_type[msg| := INVALID;
node_state[msg] := CS

node_state[msg]|=CS A message_type[msg|=INVALID —
message_type[msg| := RELEASE;
message_node[msg] := cell;
node state[msg] := INIT

/* Server Actions */
ruleset (msg)
— busy_p A message_type[msg] = REQUEST —
message_type[msg] := GRANT;
owner := message_node[msg];
busy_p := true

busy_p A message_type[msg] = RELEASE A message node[msg|=owner —

message_type[msg] := INVALID;
busy_p := false

Figure 2.7: Client Actions
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systems. Conservative abstraction of a finite state system [14] followed by model
checking has been used to verify extremely large circuits. Abstraction has also been
used to model check infinite state systems [23], though the creation of the the abstract
system requires manual intervention since abstract operations corresponding to each
concrete rule have to provided and proved correct.

Abstraction has been used in the context of IO Automata [27] to prove the prop-
erties of distributed algorithms [24].

2.7.2 Predicate Abstraction

Predicate abstraction, which is a special form of abstraction, was first presented by
Graf and Saidi [21]. In their work, an over-approximation of the reachable states of
the abstract system was directly computed. In the work of Colén and Uribe [15],
an abstract transition system was computed and then model checked. The abstract
system computed was approximate, to avoid blowing up the number of validity checks
needed. But this also means that there was a loss of precision; thus the method could
fail to prove properties of the system that could be proved with the most accurate
abstract system.

Later work in predicate abstraction [34, 33] made the predicate abstraction method
incremental. As new predicates were added to an older abstraction, the new abstract
system was derived from the old abstract system. Thus the abstract system was not
constructed from scratch each time, thereby avoiding repeating the same proofs.

Predicate abstraction has also been extended to parameterized systems [26]. A
counting abstraction was used where the number of processes that satisfied each

predicate was tracked.

2.7.3 Software Model Checking

Predicate abstraction is being used in the SLAM project [7]. A abstract boolean
program [6] is constructed based on the abstraction predicates. Then the boolean

program is model checked [4] to check if error states are ever reachable. If the model
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checking fails, a concrete error trace is generated or new predicates are produced to
rule out the spurious counter-example [5].

The abstract boolean program, which is essentially a push down automata, can
model recursive functions. This means that concurrent systems, that is systems with
more that one thread of execution, cannot be handled. Each thread has a stack
associated with it, and since a Turing machine can be simulated with two stacks,
checking reachability of an arbitrary statement in such a system is equivalent to
solving the Turing machine halting problem.

Predicate abstraction has also been used in the BLAST [36] tool and in the
MAGIC [12] tool to verify software systems.

2.7.4 Invariant Generation

One of the techniques [28] of proving safety properties is to start with the set of
error states and compute the set of all states from which an error state is reachable
by computing pre-images till a fixed point is reached. If the intersection of this
set with the set of initial states is empty, then no error state is reachable. For
infinite state systems the fixed point computation may not terminate, so an over-
approximation of the states from which an error state is reachable is computed. Our
technique of predicate discovery is similar to this. Other similar methods for invariant

generation [37, 8, 25, 32] have been proposed.

2.8 Tool Implementation

The predicate abstraction tool has been implemented in Common Lisp and uses
CVC [1], a decision procedure for quantifier free first order logic, and BDD [10] as
libraries. CVC formulas are used to represent the predicates on the concrete system
while BDD expressions are used to represent predicates in the abstract system and
also to implement the model checker for the abstract system.

A guarded command language, which is a subset of the Mur¢ [18] language is used

to describe the concrete system. Some features of the Mur¢ syntax, like loops and
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function calls in the action statements are not present, since constructing transition

functions in an infinite system in the presence of these operations is hard.



Chapter 3

Implicit Predicate Abstraction

In tmplicit predicate abstraction, the abstract transition system is not explicitly com-
puted. Instead the set of abstract reachable states for the abstract system is directly
generated. If the concretization of the abstract reachable states implies the safety

property of interest, then the verification condition holds.

3.1 Related work

Our work is based on the Graf/Saidi abstraction scheme [21]. However, the original
implementation represented the abstract state space as a set of monomials (a mono-
mial is a conjunction of boolean variables and negated boolean variables). Instead,
we use BDDs, which usually represent Boolean functions more efficiently. However,
Graf and Saidi also sacrificed some accuracy by representing the image of a mono-
mial under a transition rule as a single monomial which must cover all of the states
in the image of the transition rule. Our method has no such restriction. So, our ver-
ifier is more accurate, but may require more computation (which is performed more

efficiently).

22
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3.2 Predicate Abstraction Algorithm

The reachable states of the abstract system is computed by (the usual) breadth-first
symbolic traversal of the reachable states. At any time, the algorithm has a logic
formula (represented as a BDD) describing the current abstract reachable states.
Initially, this formula is just the abstraction of the initial states of the concrete system.
Then the algorithm computes the abstract successor states of these initial states using
the abstract transition relation given in the previous chapter. The logical disjunction
of this formula with the initial states produces the abstract states that are reachable
in at most one step. This process is repeated till a fixed point is reached at which
time all reachable concrete states must be present in the concretization of the abstract

reachable states.

The key step of this algorithm is the image computation that finds the abstract
successors of a set of abstract states. Computing the whole abstract transition rela-
tion given in the previous chapter is expensive. With N abstraction predicates, 22V
satisfiability checks need to be made. The algorithm presented here tries to reduce

the number of satisfiability checks to make predicate abstraction more practical.

One optimization that avoids checking if each pair of abstract states is in the
abstract transition relation is to find the abstract successors of only the reachable
states. Since the reachable abstract states are usually a small fraction of the total

number of abstract states, this reduces the number of validity checks required.

However even with the above optimization a naive algorithm would still need
an exponential number of satisfiability checks to find all the successors of a single
abstract state. Most abstract states have only a few other abstract states as their

successors. This fact is used to find an algorithm that performs well in practice.

First divide the set of all states into two equal halves. Then check if all the states
in the first half are unreachable from the starting state. If this check succeeds then
half the states have been eliminated with a single query. If the check fails, then
check if none of the states in the other half are successors of the starting state. If
either of these queries succeed, half of the states have been eliminated. On the other

hand if neither query succeeds then further tests need to carried out. This process
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ABSTRACT_NEXT _STATES (95)
begin

return H(R¢(x,y) Av(S)(x),1)
end

H(,i)
begin
if (¢(z,y) is unsatisfiable) then
return false
if (i > N) then
return true

return t[i] A H(Y(z,y) A ¢i(y)) V —tfi] A H(p(x,y) A —¢i(y))
end

Figure 3.1: Abstract Next States Computation Algorithm

of subdividing sets of states into smaller and smaller sets and querying to see if none
of them are successors of the current state is repeated till the exact set of successor

states is computed.

This method is dependent on the manner in which the partitioning of the state
space is carried out. In the tool, the partitioning is done based on the values of the
abstraction predicates. In practice only a few abstract states are successors to any

given abstract state. Hence this method works quite well.

The worst case for this algorithm is if every abstract state is a successor of the
current abstract state. If that is so, the method needs 3 * 2% theorem prover queries.
This situation never arises in practice. The naive method in comparison always needs

2N queries.

3.3 Image Computation Algorithm

The image computation used to find the abstract next states given a predicate de-

scribing the current abstract states is given by the following definition.
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Definition 5. Abstract next state function Abstract successors of the states

represented by A\s.S(s) is given by the states that satisfy the predicate:

At.3s.5(s) A Ra(s,t)

This is the standard way in which given the current states and the transition
relation the next states are computed.

In the algorithm presented here, a binary search is used to find the abstract next
states. At each step the set of candidate next states is divided into two equal parts.
Then the algorithm checks if all states in the first half can be ruled out. If successful,
one unsatisfiability check has eliminated half the states. Otherwise the other half is
tested. The repeated sub division continues till the exact set of abstract next states
have been determined. This divide-and-conquer algorithm, presented in Figure 3.1,

produces the state predicate given by the following definition.

Definition 6. Operational abstract next state function The abstract next state

predicate, A\t.S'(t) for the state predicate \s.S(s) is given by,

§'=H(Az,y.Re(z,y) Av(S)(x),1)

where the auziliary function, H is defined as,

p

At false if ¥(z,y) is UNSAT
At.true ifi >N
M. t[i] AHOz,yb(z,y) A éi(y), i+ 1)(t)

Vot AH Az, y (s y) A =i(y), i+ 1)(E)

otherwise
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Now it will be proved that the algorithm, described by Definition 6, produces the

same result as the image computation, described by Definition 5.

Theorem 1. Given the abstract states represented by S then,
At.3s.5(s) A Ra(s,t) = HAx,y.Ro(z,y) Ay(S)(x),1)

where H is defined as in definition 6

Proof. Let abstract state, ty satisfy the lhs of the proof obligation. After existential

instantiation the expression reduces to,
S(So) VAN RA(SO, to)

Using the definition of R4 and existential instantiation of quantifiers therein the above

reduces to,

S(s0) A y(s0)(wo) A y(to)(yo) A Ro(o, vo)

Using the definition of v applied to concrete predicates the above simplifies to,

() (o) Ay(to)(yo) A Re (o, vo)

Now 7(to)(yo) is expanded to yield,

V() (o) A Re(zo, yo) A /\ to[i] = ¢i(yo)

i€[1,N]

This means that xy and yg are witnesses, for x and y respectively, which demonstrate
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the satisfiability of the following series of formulas.

Ro(z,y) Av(9)(x)
Ro(x,y) Ay(S)(2) A (to[t] = ¢1(y))

Re(z,y) Ay(S)(@) A (to[1] = ¢1(y)) A (Lo[2] = d2(y))

Ro(x,y) Ay(S)(x0) A (to[1] = 1(y)) A (to[2] = da(y)) - A (Lo]N] = ¢ (y))

Consider the evaluation of H(Ax,y.Rc(z,y) A v(S)(x),1)(ts) according to the defi-
nition of H. Clearly because of the satisfiability of the first formula above, the first
case in the definition is not applicable. The second case is not applicable either
since N > 1. So the third case has to be used. Now one conjunct in the disjunc-
tion is false, since ty[1] and —tp[1] can not both be true simultaneously. Irrespective
of whether (1] is true or false, H(Az,y.Rc(xz,y) A v(S)(x),1)(ty) is the same as
H(A\z,y.Re(z,y) Av(S)(x) A (to[l] = ¢1(y)),2)(to). The above simplification is re-
peated and at each step the second argument to H is incremented by 1. This continues
until it exceeds N and then the whole formula simplifies to true. This completes this

half of the proof.

Now for the reverse direction. Assume that some abstract state t, satisfies the rhs

of the theorem. So,

true = H(A\(z,y.Ro(x,y) Av(9)(x),1))(to)

Immediately from the definition of H it follows that 3z, y.Rc(x,y) A y(S)(x) holds.
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Also by considering all possible values of ty[1] it follows that

true = H(Az,y.Re(x,y) Av(S)(x),1)(t)

= H(Az,y.Re(z,y) ANy(S)(x) A (to[1] = ¢1(y)), 2)(to)
Applying this simplification repeatedly, it can be shown that,

true = H(Az,y.Re(x,y) Av(S)(x),1)(to)
= H(\z,y.Ro(z,y) Av(S) (@) A (to[1] = ¢1(y)), 2)(to)

= H(Az,y.Re(z,y) Av(S)(@) A (to[1] = ¢1(y)) A (8o[2] = d2(y)), 3)(to)
= H(Q\z,yRo(z,y) Ay(S)(@) A\ (i) = ¢i(y), N +1)(to)
1€[1,N]

Applying the definition of H to the last line of the above means that

3o,y () () A Re(z,y) A [\ toli] = ¢ily)

1€[1,N]

holds. Use the definition of v to simplify v(5)(z) to get,

3s,2,5.5(s) A(s)(2) A Rl y) A\ toli] = duly)

1€[1,N]

Using the definition of v this simplifies to,

3x,y,5.5(5) Av(s) (@) A Ro(z,y) Avy(to)(y)
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Now using the definition of R4 conclude,
35.5(s) A Ra(s,to)

Hence t; satisfies the lhs of the theorem. O

3.4 Image Computation Example

To illustrate the image computation process an example image computation from
the mutual exclusion protocol described before is used. The example used is the
mutual exclusion protocol described in the previous chapter. To keep the example
computation small, a subset of the predicates actually needed to prove correctness
will be used.

Assume that there are five abstraction predicates,
1. BUSYy4. The cell A is busy. The predicate used is busy[a).
2. BUSYp. The cell B is busy. The predicate used is busyl[b].

3. GRANT,. There are no grant messages in the queue. The predicate used is
Vi.~(msg.type[il| = GRANT).

4. REQq. There are no request messages in the queue. The predicate used is
Vi.=(msg.typelil = REQ).

5. GRANT,,. There are two or more distinct grant messages in the queue. The
predicate used is 3i,7.—(i = j) A msg.type[i] = GRANT A msg.type[j| =
GRANT.

With these predicates the initial abstract state is given by the bit vector, so =
[00110]. The first bit is 0 meaning that the cell A is not busy. Similarly the cell B is
not busy and so the second bit is 0 as well. Also there are no messages in the queue

so the last three bits are 1, 1 and 0 respectively.
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The algorithm described here is used to compute the abstract next states from
this initial state. The abstract next states for each guarded command is computed

and then the disjunction of those states produces all the abstract successors.

The concretization of the current state yields the formula, 1)(z) given by

¥(x) —z.busy|al

—z.busy[b]

Vi.=(z.msg.typeli] = GRANT)
Vi.—=(xz.msg.typeli] = REQ)

Vi, j.o(x.msg.type[i]| = GRANT A x.msg.typelj] = GRANT)

> > > >

The algorithm first checks if any state is reachable from the initial state by testing
the satisfiability of, i(x) A true A Ro(z,y). The state predicate, true denotes the
set of all states so the formula would be satisfiable if some concrete successor of a
state x, which satisfies ¢ exists. Since the guard of the first rule holds for every
state satisfying 1, there must be some concrete state, y, which is the next state of
x. So the satisfiability check succeeds and it is time to divide the set of next states
into two and check successors are present in each half. As specified in the algorithm,
the first predicate is chosen to divide the set of states. Now the satisfiability of
¥(z) Ny.busyla] A Ro(x,y) is checked. Clearly this formula is unsatisfiable. This is so
since the busy field of none of the cells is changed if the rule is executed. This means
that the no abstract state whose first bit is 1 can be among the next states of sq. It is
no surprise that (x) A —y.busyla] A Re(z,y) is satisfiable. So further investigation is
needed in this case. Now the second predicate is chosen to divide the set of possible
abstract successors. This process is repeated with all the remaining predicates. If the
formula to be checked becomes unsatisfiable then a 0 is placed in that position of the
BDD and no nodes below it are expanded. When the algorithm runs out of predicates
and the formula is still satisfiable then a 1 is put in that position. The result of the
computation is shown in Figure 3.4. Interpreting the resultant BDD, the abstract
successors are the bit vectors, [00110] and [00100]. The first of these is nothing but
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WSYA

0

BUSYg

0
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0

REQ 0
GRANT2+ ;>\:3RANT2+

Figure 3.2: Next State Computation Example

the current abstract state. If the guard of the rule does not hold then the concrete
state does not change. In this case, this can happen if the number of nodes present in
the system is zero. So this returns the abstract state unchanged. The other state is
more interesting. That is produced by executing the rule and differs from the initial
state in that there is now a RE() message in the queue. So the fourth bit of the state
is 0.

From the previous paragraph it is apparent that the abstract next states always
contain the current abstract states. However producing the current abstract states is
not necessary for correctness since the model checker has already seen them. As an
optimization the implementation would check if the guard of the rule is enabled for
the current concrete states. If it is not then the algorithm returns false, that is the
empty set of states, immediately. This does not change the set of reachable states

but makes the computation simpler by reducing the number of satisfiability checks.
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3.5 More Realistic Examples

The predicate abstraction algorithm presented here was applied to two non-trivial
problems, the FLASH Cache Coherence Protocol and the On-The-Fly Garbage Col-
lection Algorithm

3.5.1 FLASH Cache Coherence Protocol

The model of the Stanford FLASH Cache Coherence Protocol consists of a set of
nodes, each of which contains a processor, caches, and a portion of global memory
of the system. Each cache line-sized block in memory is associated with a directory
header which keeps information about the line. The state of a cached copy is in
either invalid, shared (readable), or exclusive (readable and writable). The distributed
nodes communicate using asynchronous messages through a point-to-point network.
The objective of the protocol is to maintain consistency between the copies of data
available in the caches and main memory.

This protocol has been previously verified using an aggregation abstraction with
the help of a theorem prover [29]. This proof required many lemmas that showed
that various pairs of actions commute (that is produce the same result irrespective
of execution order). These lemmas hold in a super set of the reachable states. An
inductive invariant representing this over approximation of the reachable states had
to be proved. Constructing this invariant was by far the most difficult part of the
proof.

Predicate abstraction was used to automatically derive this inductive invariant.
The constituents of the final invariant, that is atomic properties present in the in-
variant, were used as the abstraction predicates. The predicate abstraction algorithm
could then automatically find the inductive invariant.

One verification condition for the system is that the system has at most one
exclusive copy of a memory line. To prove this the abstraction predicates needed are

as follows:

e There are no exclusive copies
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e There is a a single exclusive copy
e There are no PUTX replies in the network
e There is a single PUTX reply in the network

In the original protocol the directory entry maintained a count of sharers (read-
only cached copies) of the corresponding memory line. When this count is zero there
are no sharers. Since the implemented system can not handle counting abstractions

directly, a set of nodes representing the sharers of the memory line was used.

3.5.2 On-The-Fly Garbage Collection

The On-The-Fly Garbage Collection algorithm proposed by Dijkstra, et al. [17] is
widely acknowledged to be difficult to get right and difficult to prove. More detailed
discussion of the history of this algorithm and subsequent variations may be found in
the work of Havelund [22].

In the garbage collection algorithm, the collector and the user program, the mu-
tator may be regarded as a concurrent system with both processes working on shared
memory. The memory is abstractly modeled as a directed graph with each node hav-
ing at most two outgoing edges. A subset of these nodes are called roots and they
are special in the sense that they are always accessible to the mutator. Also any
node that can be reached from one of the roots by following edges is also accessible
to the mutator. The mutator is allowed to choose an arbitrary node and redirect one
of its edges toward another arbitrarily chosen accessible node. Each memory node
also has a color field which the collector uses to keep track of the accessible nodes.
The collector collects garbage nodes (that is the nodes which are not accessible to the
mutator) and adds them to the free-list.

The proof of correctness of the garbage collector requires several theorems about
graphs. These are included as axioms to the system. They are not ‘predicates’ because
they are true for all graphs independent of the correctness of the garbage collector

algorithm.
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begin
shade all roots;
1:=0;k = M;
do (k> 0) —
¢ := colorli;
if c = gray —
begin k= M;
while(true) shade L[i], R[i];
choosesome color[i] := black;
n,k €0, M), Oc # gray — k:=k—1
choice € boolean s.t. fi;
accessible(k) = true i:=14+1 (mod M)
if choice = true — od
L[n] := k;
q:=k 7 :=0;
Ochoice # true — do (j<M)—
R[n] := k; ¢ = color[j;
q:=k if ¢ = white — append j to free list
fi Oc # white — color[j] := white
if color[q] = white — fi;
color|q| := gray fi; ji=7+1
end /* while */ od
end end

Figure 3.3: Mutator and Collector Algorithms

Algorithm description

The action of the mutator is to first redirect an edge of an arbitrarily selected node
toward another randomly chosen accessible node. Then it colors the node gray if it
was white and otherwise does nothing. This operation is called shading. The mutator

is described in pseudo-code in Figure 3.3.

The job of the collector is to find the nodes that are not reachable from the roots
and to recycle them. The algorithm starts with shading the root nodes. Then it
iterates through all the nodes. If the collector finds finds a gray node then it shades
its successors and colors the node black. After this the collector starts this iteration

again. The collector algorithm is presented in Figure 3.3.
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begin
shade all roots;
error := false;
1:=0;k:= M;
do (k> 0) —
¢ := color]i];
if c = gray —
k= M,
shade Lli], RJ[i];
color|i] := black;
Oc#gray — k:=k—1
fi;
i:= (i + 1)modM
od

J =0
do (j<M)—
¢ := color[jl;
if ¢ = white —
if accessible(j) — error := true fi
append j to free list

Oc # white — color[j| := white
fi;
j=7+1

od

end

Figure 3.4: Modified Collector Algorithm

35

The verification condition is that the collector does not free a node reachable from

root. So the collector is modified to include an extra boolean state variable, error.

It is initially false. If the collector frees an accessible node then it is set to true. So

the verification condition can now be expressed as —error. The modified collector is

shown in Figure 3.4.

As a first step the mutator is discarded and it is proved that the collector alone is

correct. To achieve this loop invariants for the marking loop as abstraction predicates.
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The predicates, rewritten in more readable syntax, are:

Va € [0,4) : color|x] # gray
Vo € [0, M) : (color[x] = black = (color[L]x]] # white) (3.1)
Vo € [0, M) : (color[x] = black = (color|R[z]] # white) (3.2)

The following axiom about the function accessible is also needed:
(color|[0] = black)
A (Vp €0, M) : color[p] = black = (color|L[p]] = black V color|R[p]] = black))
= (Vg € [0, M) : accessible(L, R)(q) = (color[q] = black))
This means that the function accessible ! is the least fized point of the class of functions
for which if the function holds at a node then it holds at its child.

After the collector alone had been proved correct, the system is proved with a
coarse-grained mutator. This mutator changes one of the edges of an arbitrary node
to an accessible node and sets the color of target in one step. To prove that the

system still behaved correctly more abstraction predicates were needed.

Vo € [i, M) : color([z] # gray
Jy € [0, M) : color[y] = gray

These predicates are needed because in the state where the collector is in the marking
phase and the mutator can change the color of a node to gray then there must already

exist a node yet to be examined by the collector which is gray. More axioms about

!The function accessible is actually a function of the graph structure of the nodes and so L and
R are its arguments.
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the accessible function were needed.

Vp,q,m € [0, M) : (accessible(L, R)(p) N accessible(write(L,q,p), R)(r))

= accessible(L, R)(r) (3.3)
Vp,q,m € [0, M) : (accessible(L, R)(p) N accessible(L,write(R, q,p))(r))
= accessible(L, R)(r) (3.4)

In the above, write(R, q, p) represents an array which is the same as R except that
it has the value p at index ¢. The axiom states that changing a pointer to point at

an already accessible node does not increase the set of nodes that are accessible.

Finally the algorithm with the fine grained mutator described in Figure 3.3 is
proved correct. Here the abstraction predicates defined in 3.1 and 3.2 were modified
to reflect the fact that there could be edges from a black node to a white node when
the mutator has redirected an edge but has not yet shaded the target. The modified

predicates were:

Vo € [0, M) : (color[z] = black = (color[L[z]] # white V q = L[x]))
Va € [0, M) : (color[x] = black = (color|R|x]] # white V ¢ = R[z]))

In this case a more complex axiom about the function accessible is needed as well.
The axiom states that if the root node of the graph is gray in color and all other
nodes are either gray or white then, for every accessible white node, there exists a

path from a gray node to it, entirely through white nodes.

(color[0] = grayA Vo € [0, M) : color|x] = white A accessible(L, R)(x))
= Jy € [0, M) : color|y] = gray A reachable white(L, R)(y, (3.5)

This is sufficient to verify the safety property of the garbage collection algorithm.
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3.6 Conclusion

In this chapter we have shown an algorithm that can be used to do accurate predicate
abstraction. A more efficient method of doing predicate abstraction, as measured by
the number of satisfiability checks, is presented in the next chapter.

The example with the mutual exclusion protocol introduced in Section 2.6 shows
how the method can be improved. The abstract next states for the state [00110] were
computed. As the reachable states of the abstract system are computed, the abstract
successors of [10110] and [01110] need to be found. With the method described here,
these next states have to be recomputed from scratch without reusing the work that
has already been done. For instance it has already been proved that it the first bit
is initially 0, then it continues to have the same value after the rule has executed.
When finding the abstract successors of [01110], this fact could have been used to
reduce the number of satisfiability checks.

Creating an approximate abstract transition relation that is enhanced as needed
would avoid this drawback. In such a scenario, constraints can be added to the
abstract transition relation that are used when the successors of other abstract states

are computed.



Chapter 4

Successive Approximation of

Abstraction

4.1 Introduction

In the previous chapter the abstract reachable states of the system were computed
exactly by starting with the abstract initial states and computing the next states
repeatedly until a fixed point was reached. This has two problems.

First, it is likely that an over-approzimation of the reachable states, that is a su-
perset of the actual reachable states, would suffice to prove the verification condition.
Usually, but not always, it requires less work to compute an over-approximation of the
abstract reachable states. For instance in the degenerate case, returning the abstract
states, true, as the set of reachable states requires no validity checks. It is a valid, if
useless, over-approximation of the abstract reachable states.

Second, similar validity checks might need to carried out at each step in the
iteration. It could be that a subset of the abstract state bits never change while
the remainder take on all possible values. Then at each step the algorithm would
need to prove that none of the bits in the first set changed. Thus the method would

essentially be doing the same satisfiability checks over and over again.

39
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Figure 4.1: Abstract Transition Relation Refinement

In this chapter an algorithm is described that avoids both of the above problems.
The algorithm starts with an over-approximation of the abstract transition relation.
An over-approzimated transition relation is a transition relation which allows all the
transitions that are present in the exact transition relation. The verification condition
is model checked on this abstract system. If the model checking is successful then
the property is verified. Otherwise an abstract counter-example is produced. An
abstract counter-example is a sequence of abstract states that starts in an abstract
initial state, ends in an abstract state whose concretization contains a state that
violates the verification condition and every pair of consecutive states are in the
abstract transition relation. Now check whether each pair of successive states in the
counter-example belong to the exact abstract transition relation. If they do, then
the abstraction is not sufficient and an abstract counter-example that needs more
analysis has been found. On the other hand, if there exists a pair of consecutive states
which do not belong to the abstract transition relation, then an approximation of the
transition relation has been discovered. This approximation needs to be corrected in

order to prove the verification condition. So the abstract transition relation is refined
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and the verification condition model checked in the refined abstract system. This
process is repeated until either the verification condition is proved or an abstract

counter-example is found.

4.2 Related Work

The creation of the initial abstract transition relation is similar to the abstraction
method presented by Saidi and Shankar [34]. In that work the authors construct an
accurate abstract transition relation that is used in model checking. If the desired
invariant does not hold, then new predicates are added. In their paper, refinement is
used to construct the new abstract transition relation from the original relation. Their
method computes the exact abstract transition relation which can be expensive. In
contrast our strategy of successive approximation is more efficient because it attempts
to compute the least accurate approximation that gives a definitive answer.

Colén and Uribe have also described a method that first generates an abstract
transition system, then model checks it [15]. The transition relation generated is less
accurate than that presented here.

The idea of counter-example-guided refinement is a generally useful technique
in model checking, which has been used before, by Kurshan et al. [2] for checking
timed automata, Balarin et al. [3] for language containment and Clarke et al [13]
in the context of verification using abstraction for different variables in a version of
the SMV model checker. Counter-example guided refinement has even been used
with predicate abstraction by Lakhnech et al. [25]. However, their method refines by
discovering new predicates to add, an idea that is quite different from refining the use

of a given set of predicates in the abstract system.

4.3 Counter-Example Guided Refinement

Let us begin with an intuitive explanation of the method. Assume that the concrete

state space is as shown in Figure 4.1. Here it is assumed that the verification condition,
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P holds and that the abstraction predicates are sufficient to prove it. So it must be the
case that all concrete the reachable states satisfy P, hence the set of states for which
it holds is a superset of (), the set of reachable states. Among the reachable states,
only some are initial states, I. Since the abstract transition relation is approximate
a counter-example, that would not have been present if the exact transition relation
had been used, could have been produced. It starts at one of the legitimate initial
states but due to the inaccuracy in the transition relation, the execution ventures
out of the reachable states, () and eventually outside the set of states that satisfy P.
The first state of the trace must be inside of () and the last state outside it. Hence
the counter-example must contain at least one transition from a state s, inside ) to
a state s; outside it! Clearly this transition is an artifact of the over-approximation
and the abstract transition relation can be refined to eliminate it. The algorithm
described here does that.

Assume that the successive approximation process starts with an over-approximation,
Ry, of the exact abstract transition relation, R4. If a state t is a successor of s in
the exact transition relation then ¢ is a successor of s in the over-approximated tran-
sition relation as well. Ry is used to model check the verification condition. If the
verification condition holds then the proof is complete. Otherwise the model checker
generates an abstract counter-ezample trace which violates the verification condition.
The abstract counter-example trace is a finite sequence of abstract states, sg, s1,... 5,
such that 14(sg) holds and Ro(s;, s;+1) holds for every ¢ € [0,n). Also s, violates the
verification condition. Now, for each pair of consecutive abstract states, (s;, s;11),
check if R4(s;, s;+1) holds. In this case, a valid abstract counter-example has been
found. Otherwise Ry, can be refined to eliminate the generated counter-example.
This process of model checking followed by refinement is repeated till the verification

condition is proved or a valid counter-example is found.

We now explain how the refinement process works. Suppose R is the an over-
approximated abstract transition relation and that the abstract counter-example
trace found after model checking has two consecutive states, s; and s;;1, such that

Ru(sj,sj41) is false. The algorithm tries to find a constraint, C(s,t), such that
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Ry(s,t) = C(s,t) and C(sj, sj41) is false. Then the abstract transition relation,
R'(s,t) = R(s,t) AC(s,1)

is also an over-approximate abstract transition relation. Since Ra(sj,s;41) is false,
this means that v(s;)(z) Av(s;j+1)(y) A Ro(z, y) is unsatisfiable for every x and every
y. From the definition of ~, it follows that v(s;)(x) A v(sj1+1)(y) is a conjunction of
abstraction predicates, ¢;(z) and ¢;(y) and their logical complements. We wish to
find a minimal subset of these predicates that is unsatisfiable when conjoined with
Reo(x,y). A minimal subset is desirable since it generalizes the constraint eliminating
many bogus transitions similar to the one we have found. The heuristic in the present

system is a simple greedy algorithm. It is explained in Figure 1.

The following theorem shows that this construction results in a new over-approximate
abstract transition relation. The key point to note is that at the end of the algorithm
the conjunction of the remaining conjuncts and Rc(z,y) is unsatisfiable. The bit-
vectors ¢; and c;+1 determine which conjuncts have been removed. Wherever c¢;(k)
is false, the conjunct involving ¢y (x) has been removed from v(s;)(z) in the added
constraint, C'(s,t). Similarly, if ¢;41(k) is false, then the conjunct involving ¢ (y) has

been removed from 7(s;41)(y).

Theorem 2. Let the initial abstract transition relation, R satisfy Vs, t. Ra(s,t) =

R(s,t) and s;, sj+1 be abstract states and c¢; and cj41 are bit-vectors such that
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s unsatisfiable, then the new transition relation defined by,
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satisfies
Vs,t. Ra(s,t) = R'(s,t)

Proof. To prove the theorem assume that R4(s,t) holds for some arbitrary s and ¢.

Since Ra(s,t) = R(s,t), it may be concluded that R(s,t) holds as well. Also by

definition of Ry,
Jz,y. v(s)(x) Av(t)(y) A Re(z,y)

Existential instantiation of the quantifier and using the definition of v yields,

N\ 5()) = di(xo) A\ t(i) = ¢i(yo) A Re(o, o) (4.1)

ieP el

From the precondition of the theorem it follows:

—[3z, . /\ ¢;(i) = (5;(1) = ¢s(z)) A
N ci(i) = (5541 () = ¢i(y)) A Re(a,y)]

ieP
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Applying de Morgan’s laws and then instantiating with zy and yq yields

[V () A (55(0) # (o))

ieP

Vv [\/ cj+1(8) A (8j4+1(7) Z ¢i(vo))]
V. = Re(wo, yo)

—Re(xo, yo) is false from (4.1). Also, using the expressions for ¢;(zg) and ¢;(yo) from
(4.1) yields

\/ (i) A (s5(0) # s()
V \/ Cj—f—l('é) A (Sj—i-l(i) * t(l))

Applying De Morgan’s law and using the fact that R(s,t) holds,

Ris,t) A =[N\ e(i) = (s(i) = 55(0) A

ieP

N\ cis1(0) = (1) = 5711(0)]

el

Using the definition of R’, it follows that R'(s,t) holds. O

As mentioned above, the approximate abstract system is model checked, and then

refined if necessary. This process is repeated until one of the following happens:
1. The verification condition holds.
2. A counter-example trace in which for any two successive states, s; and s;41,

Jz,y. y(s;)(x) Ay(s541)(y) A Ro(z,y)
holds.
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It is easy to see that the process necessarily terminates in one of these situations.
Every refinement removes at least one pair of abstract states from the transition
relation. Since the abstract system is finite, the number of times the refinement can

be carried out is bounded.

In the first scenario the desired invariant holds in an over-approximation of the
exact abstract transition relation and so would also hold in the exact transition re-
lation. Thus the desired invariant has been proved correct. In the second case the
counter-example generated would also hold in the abstract machine with transition
relation R4. So further refinement of R4 would be useless. This is proved in the next

theorem.

Theorem 3. If an abstract transition system with transition relation, R such that
Ra = R and initial state set, 15 has a counter-example trace, sg, S1,...S, such that
for each j € [0,n) there are concrete states x and y (not necessarily the same for

different values of j) such that,

Y(s5)(x) Ay(s541)(y) A Re(z,y)

is satisfiable, then sg, s1,...S, 1S also a counter-example trace in the abstract transi-

tion system where the transition relation is R4 and the initial state set is I4.

Proof. Since sq, s1, ..., is an execution trace in the approximate transition system,

I4(sp) holds. Now for every j € [0,n),

Ra(sj,8541) = 3wy, v(s;)(w) Ay(s541)(y)
A Reo(z,y) (4.2)
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Existential instantiation of the precondition of the theorem yields,

v(si) (o) A ¥(8i41)(yo) A Ro(wo, Yo)

Using this with (4.2) implies that R4(s;, sj+1) is true and so sj41 is a successor of
s;. Using this fact in conjunction with 14(sg) proves that sg,si,...s, is a counter-

example trace in the most precise abstract system. O

Thus, if a counter-example is generated, either the set of predicates provided are
not rich enough to prove the desired verification condition or the invariant does not

hold in the concrete system.

4.4 Optimizations

This section discusses optimizations that make the approach of successive refinement

of approximate abstract transition relation practical.

4.4.1 Early Quantification

Early quantification is a well known technique in BDD based model checking [38, 11].
If the transition relation is expressed as a disjunction of smaller transition relations
then the image computation step in BDD model checking is less likely to overflow if the
image for the individual disjuncts are computed first and then the results combined
than if the image computation is done for the whole transition relation.

The concrete system is described as a collection of guarded commands. The sys-
tem non-deterministically chooses one of the enabled commands to generate the next
state. Each of the guarded commands can be thought of as producing a transition
relation. The concrete transition relation, R¢ is the union! of these individual tran-

sition relations. So the early quantification optimization is directly applicable.

Lin logic notation union becomes a disjunction
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Manipulating the complete concrete transition relation, R¢ is unwieldy since for
all but the simplest systems it is too large. This leads to large formulas being produced
whose satisfiability has to be checked. Instead, the tool abstracts each of the guarded
commands separately to compute abstract transition relations separately for each
of them. So given an abstract state, the set of abstract successors is computed by
finding the next states for each of these abstract transition relations and then taking
the disjunction.

The description language used to specify the concrete system allows the user to
use conditional statements while writing the action. When conditionals are present
the tool splits the rules into multiple rules that do not have any conditionals. This
way the expressions that CVC has to check the satisfiability of are simplified.

For instance if the rule,

X = 3;

IF (y >= 0) THEN

y =y +1
ELSE

y =0
ENDIF

is present then the tool translates this into the following pair of simpler rules:

(x =2 AND y >= 0) ==> (x = 2 AND NOT (y >= 0)) ==>
X := 3; X := 3;
y =y +1 y :=0

4.4.2 Invariant discovery

Often the predicates used to model the abstract system are interdependent and the

interdependency has to be taken into account to prove the verification condition.
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Such simple invariants can be provided to the model checker to limit the state space
that needs to be explored.

Sometimes after the greedy minimization of the constraint, bits corresponding
to just the current state might be left behind. This means that a invariant that is
applicable to the whole system has been found. In this case, the model checker is
informed of the constraint and the individual abstract transition relations are not
modified. The advantage is that the constraint is now used globally. If an usual

constraint is added then only one particular rule would be able to use this information.

4.5 Example

To illustrate how the algorithm proceeds an example is worked out here. Consider
the mutual exclusion algorithm described in Section 2.6. Assume that the abstraction

predicates being used are as follows:

e statela] = C'S
e stateb] = CS

o Ju.msg_typelx] = GRANT

For the purpose of this illustration, assume that the initial abstract transition
relation is completely unconstrained, that is transition between any pairs of abstract
states is allowed. The abstract initial state is the bit vector [000] since initially neither
of the nodes a and b are in the critical section and no GRANT messages are present
in the message queue. The abstract version of the verification condition is that the
first two bits of the abstract state are not true simultaneously.

Under the above conditions, the abstract system can generate the following error

trace:

000 —= 110
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The error trace starts in the abstract initial state and using the second client rule
moves to the abstract error state. In the approximate abstract transition relation this
is allowed, since all transitions are allowed in it!

It is clear that the transition should not be allowed in the abstract system. For
cell a to enter the critical section there would need to be a GRANT message in the
message queue which is clearly not the case since the last predicate is false.

The transition function corresponding to the concrete rule is:

G(x) = IF (x.msg_typelp] = GRANT)
THEN
x.msg_typelp] := EMPTY

x.state[x.msg_node[x.msg_type[p]]] := CS
ELSE
X

ENDIF

In the above, p is a fresh constant that models the non-deterministic choice that
needs to be made because of the ruleset. Now the logic expression corresponding to

v(s1)(x) Av(s2)(y) A (y = G(x)) is constructed and its satisfiability checked.

y=G(z) N (—z.state[a] = CS N —z.state[b] = CS
A Vz.x.msg_type[z] # GRANT)
A (y.state[a] = C'S A y.state[b] = C'S
AYw.z.msg-type[w] # GRANT)

CVC is used to check satisfiability. During the satisfiability check, CVC checks two
cases. First, z.msg_type[p] = GRANT might be false. In this case, y = x and the
formula is unsatisfiable since z.state[a] = C'S can not be both true and false at the
same time. Other wise if x.msg_type[p] = GRANT is true then the formula is still
unsatisfiable since (z.msg_typelp]| = GRANT) A (Vz.x.msg_type[z] # GRANT) is a
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contradiction. This means that the transition is not allowed in the exact abstract

transition system.

At this point, the algorithm tries to minimize the size of the constraint to the ab-
stract transition relation, thereby making the added constraint as strong as possible.

As greedy algorithm is used to carry out this minimization.

First the formula,

y=G(x) N (—x.state[a] = CS A —z.cs[b]
N Vz.a.msg_typelz] # GRANT)
A (y.cs[b]
A Yw.z.msg_typelw] # GRANT)

is checked for satisfiability. Notice that we have dropped the conjunct for the first
bit in the second state to derive this formula. We are in effect checking if the state
[—10]? can be a successor of [000]. Since the formula is unsatisfiable, we have been
able to derive a stronger constraint. Then another conjunct is dropped and we check

the satisfiability of:

y=G(x) A (—x.state[a] = CS A —z.cs[b]
AYz.x.msg_type|z] # GRANT)
A (Vw.x.msg-typelw] # GRANT)

This formula is satisfiable so we lose the contradiction. So this means that we can
not add a constraint that eliminates all transitions from 000 to — — 0. However we

can drop the conjunct for the last bit and the formula,

y = G(x) A (mz.statea] = CS A —x.csb] AVz.x.msg_typelz] # GRANT) A (y.cs[b])

2Here — means unspecified. So the bit-vector denotes the pair of states 010 and 110. Hence the
constraint generated is stronger.
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is still unsatisfiable. So this means we can not have a transition from 000 to any state
in —1—. We can continue dropping conjuncts from the first state too till we get the
constraint that no state in —1— can be a successor of —00. This means that if C'S[b|
is initially false and there are no GRANT messages then C'S[b] can not become true
after the transition. The abstract transition relation corresponding to the concrete

guarded command is given by true so the refined abstract transition relation becomes,
R!\(s,t) = true A —(=s[1] A —s[2] At[1])

This process is repeated 13 times till an abstract counter-example is found that holds
in the exact abstract transition relation. The verification condition cannot be proved

since insufficient predicates were used.

4.6 Quantifier Instantiation Heuristics

The problems that predicate abstraction has been applied to include parameterized
systems and systems that have unbounded message queues. To prove correctness of
such systems, predicates containing quantifiers are needed.

For instance in the mutual exclusion example, it is an important to know how
many GRANT messages are present in the queue at the simultaneously. One way in

which this can be expressed is to use the predicates,

¢ = Fo.(Q.type[r] = GRANT)
¢ = Fr,y.(Q.type[x] = GRANT) A (Q.typely] = GRANT)
A-(z =y)

Now the absence of GRANT messages is modeled by the predicate =¢;. The presence
of exactly one GRANT message is indicated by the predicate ¢; A —¢o while the
presence of more than one GRANT message is indicated by the predicate, ¢,. For

this particular protocol, it is in fact the case that two GRANT messages can not be in
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the message queue simultaneously. Similarly in the AODV protocol, predicates of a
similar flavor, which track the presence of messages that satisfy particular conditions,

are needed.

This means that the predicate abstraction tool has to be able to reason about
quantifiers in order to be useful. However CVC supports a quantifier free subset of

first order logic. So heuristics were needed do carry out quantifier instantiation.

4.6.1 Quantifier Instantiation Example

To demonstrate how the quantifier instantiation heuristic works, an example is de-

scribed here. Suppose that the validity of the formula,
[Fz.f(x) > 10] V [Vy.f(y) < 15 AVz. f(z) < 20]

The first step is to existential instantiation of the formula. For validity checks, this
replaces all the universally quantified variables with fresh constants. In the above

formula, y and z are replaced with yo and zy respectively.
[Fz.f(x) > 10] V [f(yo) < 15 A f(20) < 20]

If the formula was initially valid then it remains valid after the transformation and

vice versa. After this transformation only existential quantifiers are present.

Now, the existentially quantified sub-formulas are replaced with fresh boolean
variables and the validity of the resulting formula is checked. In many cases validity
of the formula does not require any quantifier instantiation. In those cases, the
validity check succeeds and it is concluded that the original formula is valid too. In

this example the validity of,

Qo V [f(yo) < 15A f(20) < 20]
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is checked. This produces the counter-example:

=Qo A f(yo) > 15

The fact that one of the boolean variables introduced in the last step appears in the
counter-example means that it is possible that proper instantiation might eliminate
it. If an instantiation makes the counter-example unsatisfiable then using that instan-
tiation in the original formula would avoid that particular counter-example. So the
instantiation is carried out and the check for validity repeated. Here, instantiating x
with gy makes the counter-example unsatisfiable. So after instantiation, the formula

is expanded to,
Qo V f(yo) = 10V [f(yo) < 15 A f(z0) < 20]

This expanded formula is still invalid. This time the counter-example is:

_‘QO A f(yo) <10 A f(Zo) > 20

This counter-example is unsatisfiable if 3z f(x) > 10 is instantiated with zo. Instan-

tiating with zg yields the formula,

Qo V f(z0) > 10V f(yo) > 10V [f(yo) < 15 A f(z0) < 20]

The resulting formula is valid and that implies that the original formula is valid too.

The process of finding suitable instantiations and checking validity might have to
repeated many times before the formula can be proved or a counter-example is found.
In general checking validity of formulas with quantifiers in them is undecidable. So,

in the algorithm used, heuristics are used to find some likely candidates to try.
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4.6.2 Choosing Instantiations

The quantifier instantiations that are tried by the tool are tailor made for the uses of
quantified formulas that are common in predicate abstraction. So they may not be
generally applicable.

In the tool, the bound variable present in the quantifiers often correspond to the
ruleset parameters. The ruleset parameters are often used as array indices. So it is

useful to use expressions that appear in the index position of array references.

4.7 Results

In this section the efficiency of the successive approximation based predicate abstrac-
tion is compared to that of implicit predicate abstraction. Table 4.1 shows how the
number of satisfiability checks needed compares between the two methods.

For most of the small examples, the implicit predicate abstraction method does
better, that is requires fewer satisfiability checks. However in the larger examples like
in the Concurrent Garbage Collection Algorithm, described in Section 3.5.2 and the
Contract Signing Protocol, the successive approximation method performs orders of
magnitude better. This shows that this method scales better and can be applied to
larger problems.

An Contract Signing Protocol provides a mechanism of signing contracts between
two parties and guarantees some correctness conditions. The most basic of these
properties is fairness which states that after the protocol is executed either both
parties have a valid contract or neither party has a contract. Another property called
accountability says that if any party cheats (that is deviates from the correct sequence
of actions) then a trail of network messages will show unambiguously which party has
cheated. Another more complex property of the protocol is abuse freeness. This
says that while the protocol is being executed neither party should be able to obtain
evidence that a contract is being signed. The protocol we looked at was introduced
in [20]. It has been exhaustively analyzed for weaknesses using a model checker [35]

and a fixed number of participants. A problem was discovered during this which was
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Example Number of satisfiability checks
Implicit Approximate

Alternating Bit Protocol 237 153
Bakery Mutual Exclusion 27 118
Bounded Retransmission Protocol 404 333
Burns Mutual Exclusion 1065 773
Simple Cache Coherence 22 21
Mux-AST 272 203
Peterson 269 256
Semaphore 282 334
Sifakis 79 1374 718
Ticket 3405 2406
Dijkstra Mutual Exclusion 14535 3005
Concurrent GC 8000+ 2275
Secure Contract Signing 266506 18513
AODV Routing Protocol 10000+ 2134

Table 4.1: Different approaches to Predicate Abstraction

fixed. Here we have looked at the fixed protocol and proved that it maintains the
fairness property with arbitrary numbers of participants.

The AODYV protocol in the Table 4.1 refers to a simplified version of the Ad hoc
On-demand distance Vector (AODV) routing protocol [30, 31]. The simplification
was to remove timeouts from the protocol since we could not find a way of reasoning
about them in our system. The protocol is used for routing in a dynamic environment
where networked nodes are entering and leaving the system. The main correctness
condition of the protocol is to avoid the formation of routing loops. This is hard to
accomplish and bugs have been found [9]. Finite instances of the protocol has been
analyzed with model checkers and a version of the protocol has been proved correct

using manual theorem proving techniques.

4.8 Conclusion

In this chapter we have presented an efficient, yet precise, method of doing predi-

cate abstraction. This method also makes predicate abstraction less susceptible to
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problems in the presence of unused predicates. This means automated methods of
predicate generation, that occasionally produce unneeded predicates can be used with
this method. In the next chapter a method to generate interesting predicates that

can be used for predicate abstraction is introduced.
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PROVEVERIFICATION _CONDITION (property)
begin
14 := Initial State predicate
Ry = true
while (true)
Rom’g = Ry
trace := model check property in abstract system, (14, R4)
if empty(trace) then
return PROPERTY _PROV ED
else
for each pair of successive states s;, sj11 in trace do
if v(sj)(x) Av(sj+1)(y) A Ro(z,y) is unsatisfiable

then
Rorig = R
Ry = RANREFINETRANS_REL(sj,5j4+1)
break
endif
end

if Ry = Rorig return trace
endif
end
end

REFINE TRANS_REL(sj,Sj+1)
/* The function returns the constraint C' */
begin
X 1= 1(5;)(@) A (s41)(¥)
for each conjunct, p in X do
remove p from X
if satisfiable(X N Ro(x,y)) then
add p back to X
endif
end
return —a(X)
end

Figure 4.2: Abstract State Machine Refinement



Chapter 5

Predicate Discovery

The previous chapters describe a practical algorithm that, given the right predicates
constructs the best possible abstraction. This chapter addresses the problem of dis-

covering suitable predicates.

5.1 Introduction

In much of the work on predicate abstraction, the predicates were assumed to be
given by the user, or they were extracted syntactically from the system description
(for example, predicates that appear in conditionals are often useful). It is obviously
difficult for the user to find the right set of predicates It is a trial-and-error process
involving inspecting failed proofs. The predicates appearing in the system description
are rarely sufficient. There has been less work, and less progress, on solving the
problem of finding the right set of predicates. In addition to the challenge of finding
a sufficient set of predicates, there is the challenge of avoiding irrelevant predicates,
since the cost of checking the abstract system usually increases exponentially with
the number of predicates.

In our system quantified predicates are used to deal with parameterized systems.
In a parameterized system, it is often necessary to find properties that hold for all

values of the parameter. For instance, if a message queue is modeled as an array
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Concrete System ————> Property verified

Abstraction and
Model Checking

Initial Predicates *®—> Abstract Counter—example

Verification Condition

Counter Example checking

Discovered predicates and predicate discovery

Counter—example found

Figure 5.1: Predicate Abstraction Algorithm

and rules parameterized by the array index are used to deliver messages, then the
absence of certain kinds of messages is expressed by a universally quantified formula.
So predicates containing quantifiers are used.

This chapter describes new ways of automatically discovering useful predicates by
diagnosing failed proofs. The method is designed to find hard predicates that do not
appear syntactically in the system description, including quantified predicates, which
are necessary for proving most interesting properties. As importantly, it tries to avoid
discovering useless predicates that do not help to avoid a known erroneous result.
Furthermore, the diagnosis process can determine whether a proof fails because of a
genuine violation of the property by the actual system. If the algorithm terminates, it
produces a proof that no error state is reached or a counter-example in the concrete
system. The algorithm fails to terminate in some cases, as it must, because the
reachability if an error state in the systems we model is obviously undecidable.

At a high level, our tool is implemented as as shown in Figure 5.1. The upper block
is the tool described in chapter 3. Given a set of abstraction predicates, a verification
condition and the concrete system description, it first computes an approximate ab-
stract model. This abstract model is model checked and the abstract system refined
appropriately if model checking finds that an error state is reachable that is in fact
unreachable in the exact abstract transition relation. Notice that this refinement does

not change the set of abstraction predicates and concentrates on using the existing
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predicates more efficiently. Finally this process terminates with either the verification
condition verified (in which case nothing else needs to be done) or with an abstract
counter-example trace.

This chapter describes the lower block in the diagram, which checks the existence
of a concrete counter-example trace corresponding to the abstract trace. If a con-
crete trace exists, then the verification condition is violated and an error is reported;
otherwise, new predicates are discovered which avoid this counter-example.

The new predicates are added to the already present abstraction predicates and
the process starts anew. Since only new predicates are used, the abstraction and
model checking block reuses information from previous runs to avoid having to do

the same work repeatedly.

5.1.1 Related Work

Counter-example guided refinement is a generally useful technique. It has been used
in by Kurshan et al. [2] for checking timed automata, Balarin et al. 3] for language
containment and Clarke et al [13] in the context of verification using abstraction
for different variables in a version of the SMV model checker. Counter-example
guided refinement has even been used with predicate abstraction by Lakhnech et
al. [25]. Invariant generation techniques have also used similar ideas [37, 8]. Invariant
generation techniques generally produce too many invariants, many of which are not
relevant to the property being proved. This can cause problems with large systems.
The counter-example guided refinement techniques do not produce the quantified
predicates that our method needs.

Predicate abstraction is also being used for software verification. Device drivers
are being verified by the SLAM project [7]. The SLAM project has used concrete
simulation of the abstract counter-example trace to generate new predicates. The
BLAST project [36] also uses spurious counter-examples to generate new predicates.
Predicate abstraction has also been used in software verification as a way of finding
loop invariants [19]. These systems do not deal with parameterized systems, hence

they do not need quantified predicates.
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5.2 Predicate Discovery Algorithm

Model checking the abstract system constructed in the previous chapter could yield
a abstract trace. Such a trace is called a real trace if there exists a concrete trace
corresponding to it. Conversely if there are no concrete traces corresponding to the
abstract trace then it is called a spurious trace.

First the trace is minimized to get a minimal spurious trace. A minimal spurious

trace is defined to be an abstract trace which is
1. spurious (no corresponding concrete trace exists.)

2. minimal (removing even a single state from either the beginning or end of the

trace makes the remainder real.)

5.2.1 Checking the Abstract Counter-Example Trace

There is a concrete counter-example trace x1, xs, ... corresponding to the abstract

counter-example trace, si, S, ... sy, if these conditions are satisfied:

1. For each i, y(s;)(z;) holds. This means that each concrete state x; corresponds

to the abstract state s; in the trace.

2. Ic(x1) A=P(zy) holds. The concrete counter-example trace starts from a initial

state and ends in a state which violates P.
3. For each i € [1, L), Ro(x;, x;41). For every i, x;,1 is the successor of x;.

The conditions (1) and (3) determine that a concrete trace corresponding to the
abstract trace exists and condition (2) determines that the trace starts from the set
of concrete initial states and ends in a state that violates the verification condition.

To simplify the analysis, let R;(z,y) = Ic(y) be a transition relation that gener-
ates the initial concrete states. So R;(x,y) implies that y is an initial state irrespective
of z.

An abstract state, sg = true is appended to the beginning of the abstract counter-

example trace. The transition relation, R; is used to generate the state, x;. So
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the abstract counter-example trace now becomes, sg, s1,...sr. Since all the atomic
predicates of P are present among the abstraction predicates the condition —P(x)

is implied by v(sz)(z). Hence, if the formula

/\’Y(Sz)(%) A /_\RC(%,%H) (5.1)

is satisfiable then the abstract counter-example trace is real. Otherwise there is no
satisfying assignment and the abstract counter-example trace is spurious. To simplify
the presentation assume that the same transition relation, Rs can be used for each of
the concrete steps including the first where R; is actually used. In the implementation
the first step is handled specially and R; is used instead of R¢.

The test for spuriousness is completely a property of the transition relation and
the trace itself and does not depend either on the initial states or the verification
condition. So the definition of spuriousness is generalized to partial traces. A partial

trace is spurious if Formula 5.1 is unsatisfiable.

5.2.2 Predicate Discovery

To understand predicate discovery we must first understand when predicate abstrac-
tion produces a spurious counter-example. Assume that in Figure 5.2 the whole
abstract trace si,$o,...sy is spurious but the partial trace s, ss,...sy is real. So

there are two kinds of concrete states in 7(s2):

1. Successor states of states in y(s1).

2. States (like x5 in the figure) that are part of some concrete trace corresponding

to S9,...5L.

It must be the case that the above two types of states are disjoint. Otherwise it would
be possible to find a concrete trace corresponding to the whole trace thereby making
it real. If predicates to distinguish the two kinds of states existed then the spurious
counter-example would be avoided. In the method described here, the discovered

predicates characterize states of the second type above.
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predicate to refine s

7SN
u(sa)
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A(s1) o(=2)
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Figure 5.2: Abstraction Refinement

Once it has been determined that the abstract counter-example is spurious, states
are removed from the beginning of the trace while still keeping the remainder spurious.
When states can no longer be removed from the beginning, the same process is carried
out by removing states from the end of the trace. This process eventually produces

a minimal spurious trace.

Now consider the minimal spurious trace, s, s, S3, ... sy, shown in Figure 2. Here
the circles representing v(s1), y(s2) etc. are sets of concrete states while the black

dots inside the sets represent individual concrete states.

Since the trace sg, s3...sy, is real,

@ = Nosd) AN Relwzi) (5.2)

is satisfiable for some concrete states, xs, x3, ... 2.
Our predicate discovery method depends on a property of the transition relation
that has not been discussed up to this point. In the implemented tool, guarded

commands are used to represent the concrete system. This means that the transition
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relation is actually expressed in terms of a transition function, Fo. So the state x3 is
Fe(xy), the state x4 is Fo*(z3) ' and so on
The goal is to find all conditions that hold in state x5. CVC is used to do this.

Using the transition function, F, Formula 5.2 can be rewritten as
L
Qv = N(si)(Fo'(22))
i=2

In the above, Fo%(x) is defined to be .

Now CVC is queried about the satisfiability of )y. This returns a finite con-
junction of formulas, 11(x2) A ¥e(xe) A ... 0k (x9) which implies Qg. So each v; is
a condition that any z, must satisfy for it to be the first state of the concrete trace

corresponding to S, S3,...sr. Now it must be the case that,

Y(s1)(@1) Awo = Fe(xr) A /\%’(952)

is unsatisfiable. Otherwise it would be possible to find a concrete trace corresponding
to s1,89,...s,! More specifically, if the predicates 11,1, ...10x are added to the
set of abstraction predicates, and the verifier rerun, this particular spurious abstract
counter-example is not generated. This shows an automatic way of discovering a new

abstraction.

However it is possible to reduce the number of additional abstraction predicates.
In fact it is quite likely that not all of the predicates 11, ... are needed to avoid
the spurious counter-example. The satisfiability of the above formula is checked after
leaving out the v (z3) expression. If the formula is still unsatisfiable then 1 (z5)
is dropped altogether. The same procedure is repeated with the other ;’s until an
minimal set of predicates remain, such that dropping any one of them makes the
formula satisfiable. Notice that there may be multiple essential sets of predicates

that make the above formula unsatisfiable. This method finds one such set.

'Here g*(z) is the result obtained by applying the function, g, i times to z.
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Now consider the effect that the abstraction refinement has on the abstract system.
The original abstract state, s, is split into two — in one part all the added predicates
hold while in the other part at least one of the assertions does not hold. Also, in the
abstract transition relation, the transition from the state s; to the first partition of
s9 is removed. It is still possible that there is a path from s; to s3 through the other
partition of s,. However the refined abstraction never generates a spurious counter-
example in which a concrete state corresponding to s; has a successor that satisfies
all the assertions ¥y, s, ... Vk.

5.2.3 Parameterized rules and quantified predicates

When proving properties of parameterized systems, quantified predicates are needed.
These quantified predicates cannot be found either from the system description or
by existing predicate discovery techniques. Invariant generation methods do find
quantified invariants which may be useful in some cases. But these methods generate
many invariants, and there is no good way of deciding which ones are useful.

In the presence of parameterized rules, the predicate discovery works exactly as
described above. But the parameters (which are explicitly not part of the concrete
state) in the rules may appear in the predicates finally generated. Recall that the
predicates discovered characterize the set of states like 2o (in Figure 2) that are part
of a real abstract trace. Appearance of a rule parameter in these expressions implies
that the parameter must satisfy some conditions in the concrete counterpart of the
abstract trace. Any other value of the parameter which satisfies the same conditions
could produce another concrete trace. Therefore, an existential quantifier wrapped
around these expressions would find a predicate that is consistent with all possible
behaviors of the (possibly unbounded) parameter.

Quantifier scope minimization is carried out so that smaller predicates may be
found. In some cases the existential quantifiers can be eliminated all together. Often
predicates of the form, 3z. Q(z)A(x = a) where a is independent of x, are discovered.
Heuristics were added so that this predicate would be simplified to Q(a).

To illustrate the way quantified predicates are discovered automatically a really
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state
N: positive_integer
status : array [IN] of enum {GOOD, BAD}
error : boolean

initialize
status := All values are initialized to GOOD
error := false /* No error initially */

rule(p : subrange [1..N])
(status[p] = BAD) = error := true

property
—error

Figure 5.3: Quantified Predicate Example

trivial example is presented in Figure 3. In the example system it is desirable to
prove that error is always false. So the initial abstraction predicates are just the
atomic formulas of the verification condition, in this case the predicate: By = error.
With this abstraction the property cannot be proved and an abstract counter-example
trace, =B, By is returned. Since the initialization rule is handled like any other rule
(only with implicit guard true) the abstract counter-example that is analyzed is,
true,— By, B;. Using the consistency test described earlier, the counter-example is
shown to be a minimal spurious trace. Also the partial trace, =B1, B1 is real (that is
a concrete counterpart exists) when status|py] = BAD holds (py is the specific value of
the parameter chosen). However the initialization rule specifically sets all the elements
of the status array to GOOD. Hence the predicate discovered is, status|[py] = BAD.
But notice that the parameter appears in the predicate. Hence the new predicate is,
By = Jq. status|q] = BAD.

The abstraction is refined with the extra predicate. The additional bit is initialized
to false. Now the transition rule is enabled only when the new bit is true. Since that

never happens, the rule is never enabled, and the desired property holds.
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5.3 Example

The predicate discovery algorithm can be illustrated better with an example predicate
discovery run from the toy mutual exclusion protocol discussed earlier. As an example,
the steps that the predicate discovery algorithm goes through for the second iteration

are carried out manually. At this point, there are three predicates:
o state[a] = CS
o state[b] = CS
o Ju.msg_typelx] = GRANT

The first two predicates are sub-formulas of the verification condition and so were
automatically included at the beginning of the predicate abstraction process. The
third predicate, which says that there is at least one GRANT message in the network,
was found automatically in the first iteration. Now the techniques presented in the
previous two chapters are used to compute the abstract system and to model check
it. Not surprisingly this produces a spurious abstract counter-example trace. The

trace produced is as follows:
[000] — [001] — [011] — [111]

The initial state of the system is all zeros, since each of the predicates are initially
false. Also there are concrete witnesses corresponding to each of the transitions. The
[000] — [001] transition means that the server had received a REQU EST message
and has sent its reply. The [001] state implies that there is at least one GRANT
message in the message queue. One of these could be addressed to B and in the
second transition above B receives it and enters the critical section. Since there
could have been multiple GRANT messages in the queue, the third predicate could
continue to remain true. The last step is similar to the previous one, except that this
time it is A that receives a GRANT message and enters the critical section.

Now the first step is to check if the abstract counter-example trace is spurious.

In this case that is indeed the case. The reason for this is as follows. Initially, there
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are no GRANT messages in the message queue, since the third bit is 0. Then the
server grants access of the critical section to some client and the message queue now
has exactly one GRANT message. Now when the client, B receives the GRANT
message the third bit should go back to 0 since the only GRANT message in the
message queue has been consumed. Since this has not happened in the abstract
trace, it is spurious.

The next step is to find the minimal spurious trace. It is easy to see that the
trace,

[000] — [001] — [011]

is the minimal spurious trace. It is minimal since removing either of the two transi-
tions produces a trace that is not spurious, and the trace is spurious due to the reason
given in the previous paragraph.

The following conditions hold in the first state of the non-spurious tail of the trace:
1. —(state[a] = CS)

2. —(state[b] = C'S)

3. msg_type[ro] = GRANT

4. msg_type[r,] = GRANT

5. msg-node[z,] = B

6. —(xg = 1)

The first two assertions are derived directly from the fact that the fact that the first
two bits are 0. The third assertion is produced by existential instantiation of the
quantifier. The fourth and fifth assertions arise from from the fact that a GRANT
is received by the client, B. Finally, after the GRANT has been received there is at
least one more GRANT message. Thus the last assertion says that zy and x; are two
distinct GRANT messages.

The next step is to check if the above set of assertions is inconsistent with the

concrete state produced by the first transition. Clearly, in this case, that is true
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since in the first state there are no GRANT messages in the message queue and
the transition where the server grants the critical section to a client can only add
one GRANT message. To minimize the number of predicates the algorithm tries to
remove predicates from the above list while still maintaining the inconsistency. Here

the only minimal set possible is:
1. msg_typelxg] = GRANT
2. msg_type[r1] = GRANT
3. 2(xg = 1)

Notice that the constants, xy and x; that are not present in the concrete system
description appear in the above. So in the final predicate that is added to the ab-

straction, quantifiers are needed. Hence the added predicate is:

xg, 1. msg_typelxg) = GRANT N msg_type[z1] A =(zo = x1)

This predicate that has been discovered by the algorithm is an important one. The
negation of the predicate, which expresses the property that there can not be more
than one GRANT message in the message queue simultaneously, is an invariant for
the system and it is critical in proving that mutual exclusion is maintained. This again
highlights that during the predicate discovery process complete invariants need not
be found, instead interesting predicates that can be combined with other predicates
to produce invariants are sufficient. With these building blocks as raw material, the
predicate abstraction process is able to synthesize the necessary invariants, which in

a manual proof the user would have to provide.

5.4 Results

In this section the examples to which the automatic predicate discovery method has

been applied are presented. In Table 5.1 below, the number of predicate discovery
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Example

Predicate discovery cycles

Predicates needed

Alternating Bit Protocol
Bakery Mutual Exclusion
Bounded Retransmission Protocol
Burns Mutual Exclusion
Simple Cache Coherence
Dijkstra Mutual Exclusion
Mux-AST

Peterson

Semaphore

Sifakis 79

Ticket

AODV Routing Protocol

13
8
16

13
14

18
10
22
12
3
18
12
7
8
8
16
19

Table 5.1: Predicate Discovery Results

cycles is reported. All of them were completed automatically, starting with no pred-

icates, except for the Mux-AST protocol which needed one manual predicate. This

predicate was a linear invariant. It can not be discovered by our predicate discovery

algorithm.




Chapter 6

Device Driver Verification

Some of the techniques of the previous chapters are used in the SLAM [7] system,
which is used to verify the device drivers that are part of the operating systems

written at Microsoft.

6.1 Introduction to Slam

The SLAM tool consists of several components developed over several years by re-

searchers at Microsoft. The block diagram is shown in Figure 6.1.

First the C2BP [6] tool is used to construct a boolean abstract program from the
original driver program based on the abstraction predicates. Then the model checker,
BEBOP [4] is used to model check the verification condition. If the property is verified
in the abstract system then by construction it holds in the original driver. Otherwise
an abstract error trace is returned. The NEWTON [5] tool is used to check if there is
a concrete trace corresponding to the abstract trace. If such a trace is present then a
bug has been uncovered. Otherwise NEWTON generates new predicates to produce a

more faithful abstraction. Then the loop is started anew.

72
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Verification
condition

Abstract property

System Abstraction Module Model Checker Property
C2BP Bebop proved

Predicate; Abstract system

Abstract Error Trace

Predicate Generator
Newton

Concrete
Counter-example
Trace

New predicates

Figure 6.1: SLAM Block Diagram

6.2 Improving Slam

This chapter describes the integration of the abstract transition relation refinement
method presented in Chapter 4. With this enhancement, the tool can verify larger,

in terms of program size, device drivers.

The accuracy with which C2BP constructs the abstract boolean program is ex-
tremely important for optimal use of the tool. If the boolean program is too much
of an over-approximation, then the model checker fails to prove the verification con-
dition correct even if all the required predicates are present. On the other hand,
constructing the exact abstract boolean program is expensive in the number of sat-
isfiability checks that need to be carried out. In fact for many of the larger drivers,
constructing the exact abstract system is not feasible. Thus there is a trade-off that
needs to be made in terms of the accuracy that C2BP must achieve and the speed at

which it performs.

The solution is to first construct an approximate abstract system and then refine
it as needed, as discussed in Chapter 4. The revised SLAM tool-chain is described in
Figure 6.2. Here we describe the results of adapting the successive refinement of the

abstract transition relation to SLAM.
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Verification

condition Abstract property
System Abstraction Module Model Checker Property
it —
C2BP Bebop proved
Predicate Abstract system
Abstract Error Trace
Constraint
Predicate Generator Constraint Generator
Newton Constrain

New predicates

Abstract
Error Trace

Concrete
Counter-example
Trace

Figure 6.2: SLAM with CONSTRAIN

6.3 Approximation in C2bp

The construction of the abstract system can be done approximately while preserv-
ing correctness. The important requirement is that the constructed abstract system
should have all the transitions that are allowed in the exact abstract system. When
this requirement is fulfilled, the set of reachable states in the constructed abstract
system is a superset of the exact abstract reachable states. Any properties that hold
in the this approximation must also hold for the exact abstract system and hence in
concrete system. So C2BP is allowed to construct an abstract transition relation that
is an over approximation of the exact abstract transition relation.

Computing the approximate abstract transition relation is easier than exact ab-
stract transition relation. Typically, the abstraction program tries to compute the
exact set of abstract successors for the states that are deemed important. For the rest
of the states it is assumed that they can transition to any other abstract state. In
such a scenario no satisfiability tests need to be carried out for these less important
states. In the limit, C2BP might consider that none of the states are important, that
is the approximate abstract transition relation allows any abstract state to be the
successor of any other abstract state. This is a correctness preserving approximation,

but one which does not allow any properties to be checked.
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1)  void main()

2) |

3) int x,y,z;

4) if (x<y) {

5) if (y<z) {

6) if (1(x<z)) {
7) error();
8) }

9) }

10) }

11)  }

Figure 6.3: Example

Too coarse an approximation causes SLAM to fail in the following manner:

e The approximate abstract program has an error trace, t.

e Error trace t is found to be infeasible in the concrete program, and a set of

predicates to rule out the trace are generated.

e Even after the new predicates are used, SLAM fails to eliminate the infeasible

error trace t due to lack of precision of C2BP.

e The SLAM tool gets stuck in loop where the same predicates are generated
repeatedly. This condition is called an NDF-state, where NDF' is an acronym

for No Difference Found.

The above scenario happens frequently in practice and limits the usefulness of predi-
cate abstraction.

Now various approximations used in C2BP are discussed.

6.3.1 Cartesian Approximation

The cartesian approzimation' of the boolean abstraction is computed by disregarding
the correlation between the predicates when constructing the abstract next state

functions.

!The initial approximation of the abstract system composed in Chapter 4 is also a cartesian
abstraction.
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To understand the problem consider the example in Figure 6.3. The desired ver-
ification condition is that line 7 is unreachable. Assume that the three predicates,
bl £ x<y b2 2 y<zand b3 £ x < z are used for the abstraction. The corre-
sponding abstract boolean program is shown in Figure 6.4. Notice that in line 4 of
the boolean program, all the abstract variables have been set to non-deterministic val-
ues. This is a consequence of cartesian approximation, since the correlation between
the predicates was not taken into account when constructing the abstract transition.
As a result, line 8 in the boolean program, corresponding to the error condition in

the C program, is reachable.

This issue would have been avoided if C2BP had translated the assignment as:

b1,b2,b3 = *,*,((bl && b2)? 1 : *);

Here the correlation between the predicates is taken into account. With this statement

the verification condition would have been proved.

Another approach would be to add a constraint to the boolean program that will
recapture some of the accuracy that was lost by the cartesian approximation. Such
a refined boolean program is shown in Figure 6.5. The constrain statement adds
a constraint that must be satisfied by the preceding assignment statement. In the
constraint, primed variables refer to the values of the variables after the assignment
while unprimed variables refer to the values of the variables before the assignment.
In this example, bl, b2 and b3 are assigned values such that at least one of the
expressions, bl, b2 or !'b3 must be false after the statement has executed. The
condition of one of the if statements must fail to hold, thereby making the error

statement, on line 10 of the refined program, unreachable.

The cartesian approximation is used since it requires fewer validity checks to create
the abstract system. For a vast majority of real examples the approximate system
produced is sufficient in proving the verification condition. But in a few cases, as
seen for instance in the above example, the cartesian approximation fails. In such

instances, a more exact abstract system has to be created.
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1) void main()

2) |

3) bool b1,b2,b3;

4) b1l,b2,b3 = *,%,%;
5) if (b1) {

6) if (b2) {

7) if (1b3) {
8) error () ;
9) }

10) }

11) }

12)  }

Figure 6.4: Cartesian Abstraction of Program in Figure 6.3

6.3.2 Maximum Cube Length Approximation

The maximum cube length approximation limits the number of predicates that are
considered when constructing the abstract boolean program. Assume that there are
eight interdependent predicates, that is predicates that depend on the same set of
concrete state variables. Also let the maximum cube length considered be three.
Then while computing the abstract transition functions for each of the abstract state
variables, only conjuncts of length three are considered. So the number of validity
checks would be at most 8C5.2% instead of 28.

Like the cartesian approximation, this method reduces the number of validity
checks needed at the cost of producing a less accurate abstract system. On many
examples this method produces an approximation that suffices. As with any heuristic,

occasionally this method produces an inaccurate abstract system.

6.3.3 Imprecise Theorem Prover

In the C2BP program, a fast but imprecise theorem prover is used. It is imprecise
in that it could fail to prove that a true formula is valid. Thus the abstract system
produced is a conservative abstraction. But it could be less precise than the exact

abstract system.
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1)  void main()

2) |

3) bool b1,b2,b3;

4) b1l,b2,b3 = *,%,%*;

5) constrain(NOT (b1’ && b2’ && (NOT b3’)));

6)

7) if (b1) {

8) if (12) {

9) if (1b3) {
10) error();
11) }

12) }
13) }
14) }

Figure 6.5: Refined Abstraction of Program in Figure 6.4

6.4 Refining the abstract transition system

The imprecision introduced by C2BP is alleviated by adapting the algorithm described
in Chapter 4. A constraint generator module, called CONSTRAIN is added to the SLAM
tool as shown in Figure 6.2. After the possibly imprecise abstract system has been
model checked and an abstract counter-example trace produced, every transition in
the trace is checked to see if it would be allowed in the exact system. If a transition
is found that does not satisfy this condition, the abstract transition relation is made

more precise and the model checker run again.

The first step in the SLAM process is to convert C programs into an interme-
diate representation where all statements are either assignment statements, assume
statements, function calls or function returns. For each of these statement types a
function Spurious is defined. This function takes as its arguments, an instruction in
the intermediate C description, three abstract states, sy and s; and s.. It returns a
logic formula which is valid if and only if the abstract state s; can not be the abstract
successor of so. When the spuriousness of a return statement is being checked the
abstract state at the call site, s., is also needed, since the return statement updates

the predicates local to the calling context.
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In this chapter, £ is used to denote the concretization function which maps ab-
stract states to concrete states. The pre-image of concrete states, © and instruction
T is given by,

Pre(r,0) = Ace.3¢.7(c, ') A O()

For deterministic instructions, Pre can be computed using WP, the weakest precon-
dition. Within WP Morris’s general axiom of assignment is used to model pointer

aliasing conservatively.

Using this definition of Pre, the Spurious function for statements of various types

are as follows.

Assignment and Assume statements. If 7 is an assignment or assume state-

ment, then Spurious is defined as:

Spurious(T, Sg, 51,5.) = (E(s9) = —Pre(7,E(s1))

Function calls and returns. Let 7 be a function call to procedure R from some

procedure () in the C program:

r = R(ey, e, ...,ex);

Assume that the formal parameters of R be fi, fo,... fy. In the intermediate rep-
resentation, the call to the function and the return from the function are explicitly

made different by adding a fresh temporary variable, x,.; to the program:

Tret = R(eq,€2,...,en);

T = Tret,

In the boolean program, the abstract version of the function, R, is called. Then
when the concrete function returns, the abstract version returns and the values of the

predicates in the calling context are updated. So the boolean program corresponding
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to the above fragment is:

D1, D2y - - - pu = F(rety, rety, ... rety);
Tetlvret% cee 7T€tL == RA(p17p27 cee 7pM)7

bi,ba, ... b, = G(rety,rety, ... rety);

In the above fragment, a conservative approximation of the parameters passed into
R, is computed in the first line. Then the abstract version of the function is called
in the second line and finally the variables in the calling context are updated in the

last line.

In any abstract counter-example trace there would be a transition from the calling
context into the context of R4 and also a transition back. If the first transition is
spurious then the set of parameters computed on the first line is too approximate. On
the other hand if the transition where the function returns is spurious then accuracy

was lost while computing the effects on the abstract variables in the last line.

Let 7, denote the parallel assignment of the actuals to the formals, that is: f; =

e1, fo =eo,..., fv = en. For the function call itself, Spurious is defined as:
Spurious(T, Sg, 51,8.) = &(so) = Pre(7,,E(s1))

If the above logic formula is valid and the function ¢ maps formal parameter predicates
to the corresponding temporaries in {py, ps,...pnx}, then CONSTRAIN adds —(sg A

d(s})) as an constraint to the first line of the abstract program above.

Now the Spurious function is defined for function return statements. Let 7 be
the return statement, return r in the function R. Also the return value is assigned
to variable x in the calling context. First two auxiliary functions: p over the variables
in scope in the calling context and ~ over the variables in scope in R are defined as

follows:

v if vis alocal in Q)
p(v) =

vo if v is global and vy is a fresh variable
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The fresh variable, vy caches the value of the global variable v just before the call to

R.
v if v is global

YW)=4¢ 24 ifvisr

p(e;) if v is the symbolic value of f;

Let 7/ denote the assignment statement, z = x,.;. Then:
Spurious(7, Sg, 51,8.) = Y(E(s0)) A p(E(s.)) = —Pre(r’,E(s1))

If the above formula is valid then the constraint, —(sp A w(s.) A s}) is added to the
statement in the abstraction that models the side-effects of the call. The function, w

maps each predicate in R to the corresponding return temporary.

6.5 Optimizations

The optimizations used are very similar to the ones discussed in Chapter 4. The con-
straint added is minimized to generate a stronger constraint and support for finding

invariant relationship between predicates is present.

After a spurious transition is found, terms are dropped from it in sequence and the
remainder tested for spuriousness. At the end this produces a strengthened constraint.
This optimization allows the program to eliminate more spurious transitions than the

weaker constraint does.

If any of the states in the abstract error trace is unsatisfiable, that is there are no
concrete states corresponding to it, then the CONSTRAIN program has discovered a
new invariant. The boolean program description language has the enforce construct
that can be used to tell the model checker about invariants. During model checking

states that do not satisfy these invariants are never explored.
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6.6 Example

The steps that CONSTRAIN follows are now described with the example described
in Figure 6.3. Since cartesian approximation is used, C2BP produces the boolean
program shown in Figure 6.4. The model checking fails to prove the that the error
statement is unreachable. In the abstract counter-example proved there is a transition

from some arbitrary initial state to a state where bl and b2 are true while b3 is false.

b1 Ab2 Ab3 =2 b1 Ab2A b3

Now CONSTRAIN is used to show that the transition is not allowed. Notice that the

initialization of the variables x, y and z is equivalent to the parallel assignment,

x :=x0, y :=y0, z := z0

where x0, yO and z0 are unrelated fresh constants. So from definition of Spurious it
follows that

Spurious(5,bl A b2 A b3,b1l Ab2 A —b3)

E(b1 Ab2 A b3) = —Pre(5,E(b1 A b2 A —b3))
= <y ANly<z)A(x<z)= —=((z0 < y0) A (y0 < 20) A =(20 < 20))

Since the above formula is valid, the transition is spurious and a constraint needs to

be added to refine the boolean program. The added constraint is

constrain((!bl || 'b2 || 'b3) || '(bl’ && b2’ && 'b3’));

However some of the disjuncts above can be dropped without making the remainder

invalid. The minimal formula which is still valid is

=((z0 < y0) A (y0 < 20) A =(20 < 20))

The constraint corresponding to the above is
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constrain(! (b1’ && b2’ && !'b3’));

This constraint is better than the previous one since it eliminates more spurious
transitions. After this constraint is added, the model checker is able to prove that

the verification holds in the refined boolean program.

6.7 Experimental results

The use of CONSTRAIN makes SLAM more effective in verifying device drivers. To
show how CONSTRAIN fares the results of running SLAM with the following schemes

are shown:
No Constrain : SLAM without CONSTRAIN

Lazy mode : CONSTRAIN used as NDF-state recovery method. Each call to CON-
STRAIN allowed to generate at most five constraints and constrain is called at

most four times before returning to the usual SLAM loop.

Eager mode : SLAM with CONSTRAIN where C2BP generates an abstract transition

relation that is completely unconstrained.

With each of these configurations, SLAM was applied to verify 35 safety properties
of 26 separate device drivers, chosen from Windows NT. For each run of SLAM, the
timeout threshold was set at 1200 seconds and the memory threshold was set at 500
MB. Drivers size ranged from 10K to 40K lines of code. The results are shown in
Figure 6.1.

The sum total of the first two rows is the number of test cases where SLAM
terminated with a definite result. Clearly using CONSTRAIN allows SLAM to do
better. In particular the number of drivers where the SLAM terminated with NDF-
state has been reduced. The three remaining cases in which SLAM still reached an
NDF-state are due to some subtle problems that occur when refining abstractions
in the presence of heap-based data structures. The number of drivers where the

threshold is exceeded increases since SLAM could now do more analysis.
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‘ Result ‘ No Constrain ‘ Lazy mode ‘ Eager mode ‘
Property passes 470 554 544
Property violation 19 50 45
Termination in NDF-state 170 3 3
Time/memory threshold exceeded 55 107 122
Property not applicable to driver 266 266 266

Table 6.1: Results from experiments with CONSTRAIN on 26 device drivers and 35
safety properties. The time threshold was set to 1200 seconds. The memory threshold
was set to 500 megabytes.

As expected in Eager mode SLAM does not perform as well as in Lazy mode.
Since the initial approximation is much coarser in Eager mode, some of the drivers

run out of time/memory before the proof can be completed.

6.7.1 Effect on performance

To quantify the cost that adding CONSTRAIN to the SLAM tool-chain, the time spent
in CONSTRAIN was measured. It turns out that in Lazy mode 10% of SLAM’s overall
runtime was spent in CONSTRAIN.

In many of the examples CONSTRAIN was not run at all. So to get a better idea
of the impact of using CONSTRAIN, the averages for only the 126 drivers where CON-
STRAIN was needed to eliminate a NDF-state condition are presented in Figure 6.2.

The effect of using CONSTRAIN is not overwhelming. It consumes about 23% of

‘ Description ‘ Average ‘
SLAM runtime 354.31s
Amount of runtime spent in CONSTRAIN 81.24s
Calls to CONSTRAIN 4.40
CONSTRAIN refinement iterations 1.74
Constraints generated 6.17

Table 6.2: Averages collected when applying SLAM to 126 device-driver based bench-
marks in which CONSTRAIN is required to recover from an NDF-state.
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the total run time, getting called about 5 times in every model checking run and
adding about 7 constraints to the final abstract transition relation. Also on average,

CONSTRAIN gets called in less than two of the iterations of SLAM’s main loop.

6.8 Conclusions

The techniques developed in Chapter 4 has been successfully applied to program
analysis. When CONSTRAIN is used in Lazy mode, SLAM is able to compute a
definite result for 23% more properties. We are also investigating the use of our

predicate discovery algorithms in SLAM.



Chapter 7

Conclusions

Novel techniques that ease the verification of safety properties, and in many cases

makes it completely automatic, has been presented in this dissertation.

7.1 Future Work

It would be interesting to develop techniques to apply predicate abstraction to prove
liveness properties. To prove progress properties, a liberal approximation of the state
space needs to be computed. That is we need to prove that a set of states have
definitely been seen.

Better support for quantifiers in CVC would help in making predicate abstraction
more efficient, especially for parameterized systems. Currently, quantifier instantia-
tion heuristics are implemented in the predicate abstraction tool. If these are moved
into the validity checker, then overall efficiency would be improved.

Integration with other invariant generation methods would be helpful. For some
of the protocols that we have looked at, linear invariants are needed for verification.
The predicate discovery algorithm cannot find the atomic predicates present in these
linear invariants. In such cases, it would be helpful if integration with other tools is

possible.
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