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Abstract

It is widely recognizedhatwriting solid specificationgor designinterfacesis critical in this day
of compl«, multi-modulehardwaredesigns.However, mary still resortto naturallanguagesuch
asEnglishto documentinterface protocolssuchasthoseof bussesandIP (intellectualproperty)
cores. Consequentlytheseprotocolsare often buggy and are frequentlymis-communicatediue
to theinherentambiguityof naturallanguagespecificationsFormal specificationswith precisely
definedsymbolsand semanticswill resolve mary of theseproblems,but in practice,they are
seldomwritten. They areusuallypercevedastoo difficult to developandnotvery valuablebeyond
theirrole asdocuments.

A two-prongedapproachto this problemwill be presented. First, the thesisintroducesa
methodologythat facilitatesformal specificationdevelopmentfor commonlyusedinterface pro-
tocols. The popularPCI bus protocol and the Intel Itanium bus protocol (preliminary version)
have beensuccessfullyspecifiedwith this method. Furthermorepy verifying the specifications,
previously unreportedugsandissuesnvereuncoveredin theseprotocols.

Secondthe thesisdescribeshow formal specificationsanbe usedto automatemary proce-
duresthatarenow donemanually For example,to verify a designusing simulation,testinputs
andcheckingpropertiesmustfirst be written, andthis processequireconsiderablexpertiseand
effort. However, if thereis aformal specificationthetestinputsandthe checkingpropertiesanbe
generateéutomaticallyfrom it. Thistechniquevasusedto simulateandverify thel/O component
from the StanfordFLASH projectwherebynew bugswerefoundin the designand manualwork

waskeptto aminimum.
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Chapter 1

Intr oduction

1.1 Where This ThesisFits In

Advancesn manubcturingtechnologyhave allowedfor increasinglylarge circuit designgo fit on
a chip. Unfortunately designemroductvity hasnot kept up with designcompleity, anddesign
costshave climbed precipitously Especiallyin the areaof functional designverification, where
engineersheckfor consisteng betweerthefunctionalityintendedandthelogic actuallydesigned,
progresshasbeenslow. Varioustools andalgorithmshave beendevelopedto assistwith finding
problemsin the designblueprint,but the generalconsensuss that designshave becomeso large
and comple that the tools cannotpossiblyhandlethem. Tool capabilityis currently lagging so
far behindthat a fundamentakhangein designmethodologyis neededn orderfor the toolsto
have a fighting chance. The core problemis thattools and otherlow-level machineryhave been
developed but theability to usethemeffectively is still amiss.Thisthesisaddressethisissue,and
demonstrateBow a particulardesignapproacthasvariousadvantagedy maximizingthevalueof
verificationtools. Specifically by developinganddescribingeffective usesof the availabletools,
this work proposesa changein designmethodologyso that verification of large designsthat are

commonin industrycanbe madetractable.
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1.2 Motivation and Goal

Functional Design Verification This thesisfocusesexclusively on functionaldesignverification.
One of the first stepsin designis to write down in a software-like language typically referred
to as a hardware descriptionlanguage(HDL), the logical structureand behaior of the circuit.
Thislogical descriptionis latercompiledinto circuit elementsFunctionaldesignverificationaims
to find problemsat this early stageof designby analyzingthe descriptionwritten in HDL. The
behaior andthe structureof designsareusuallyso comple that,in mary casesthe designis not
entirelycorrectandwill behae differentlythanexpectedonceimplementedasa circuit. Sinceit is
prohibitively expensie to fix problemsafterthe designis fabricatedfunctionaldesignverification
provesto be indispensabldy finding problemsearly on, beforeadditionalwork is doneon the
design.

Component-BasedDesignDueto the sizeof currentday circuits, designsarenot monolithic
creationsbut rathercompositionf componentsiesignedseparatelypy differentengineersMost
componentsare designedby engineerswithin the compary, but someare createdby engineers
outsidethe compary. The trendfor component-basedesignis so strongthat somecompanies
have adopteda new businesanodelwherethey sell piecesof designfor standardunctionalities.
This way the buyer cansimply integratethe standarccomponentnsteadof reinventingthe wheel.
Consequentlyintegrationof differentcomponentsespeciallyonesacquiredrom anoutsideparty
hasbecomeanimportantandfrequentprocedureUnfortunatelyit is alsoan Achilles heelbecause
assumptiongboutinterfacebehaior aredifficult to communicatebetweenengineers.Often the
componens behaior is misunderstoodo the integrationis incorrectandthe designasa whole
doesnotfunctioncorrectly

The Curr ent Stateof Interface SpecificationBecausef its pivotal role,thecomponeninter
faceprotocolmustbe preciselydefinedandaccuratel\communicatedby a specification However,
specificationswidely in usetoday are still written informally, in naturallanguagesike English.

Consequentlyinterface specificationssuch as thoseof standardbus protocolsare often wordy,
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ambiguousandcontradictory:all problemsthat canleadto differentinterpretation®of the speci-
fication. Furthermorepecausea naturallanguagespecificationis not amenabldo analysisthere
maybeunnoticedproblemswith theprotocol. Thesé'bugs” maycauseheinterfacecomponentso

behae incorrectlyunderoverlooked scenariosThus,evenif two componentgorrectlyimplement
the protocol,becauseahe protocolitself is incorrect,the interactingcomponentsnay deadlockor

losea dataphase Suchproblemsarehardto detectwith aninformal andincompletedescriptionof

theprotocol. Consideringhecritical role thataninterfacespecificatiorplaysin currentdaydesign
methodologythis primitive stateof specificationsgs surprising.

Formal Interface Specification In contrastto an informal specification,a formal version,
which usespreciselydefinedlogic symbolsandoperatorspromotedogical clarity andallows for
automatedanalysis.For example,considetthe following informally statedrule from the specifica-
tion of the PCI (PeripheralComponentnterconnectjpus protocol[?], a popularprotocolusedin
mary designs:“only whenIRDY# is asserteccan FRAME# be deassertet. The formal version

maylook like this:

previougirdy) IMPLIES previougframe A —frame

(“if irdy wastruein thepreviouscycle, thenframecanbecomdalsein this cycle”).

A formal specificationby constructiondoesnottolerateambiguity andtherebyforcesthe pro-
tocol designetto definethe behaior precisely This not only alleviatesthe communicatiorprob-
lem, but alsoincreaseghe likelihood of a correctprotocol becausdormal developmentinduces
discipline. Anotheradwantageis the ability for the specificationto be analyzedby a computer
Automatedanalysisis immenselyuseful for dehuggingthe protocol becausét cansimulatethe
protocolbeforeary implementationgrebuilt. Thisway, any unexpectedmplicationsof the proto-
col canbediscoreredandresolhed. Therefore aformal specificatiorpromisesaclearerdescription
andalessproblematicversionof the protocol.

Thesis Goal Despitethesearguments,in practice,formal specificationsarerarely used. The
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reasonseemdo lie with a perceved cost-\alue problem;they areoften consideredoo costly for

the benefitsthey promise. Specifically they arecriticized for their lengthydevelopmenttime and
theinvestmenineededor formal verificationtraining. For mary, the valueof a correctspecifica-
tion doesnot justify thesecosts,and precioustime andresourcesre allocatedfor more pressing
designneeds. Thus, to counterthesedisincentves, this work developeda formal specification

methodologythatattackshis cost-alueproblemfrom two angles:

» Cost Side: Minimize the costproblemby makingthe formal specificationprocesseasier
Developa specificatiorstyle thatleadsto a correctspecificatiorwith lesseffort thanadhoc

methods.

 Value Side: Increasdhe valueof a formal specificatiorbeyondits role asa documentation.
Clearly if the specificatiorshortensmplementatiordesigntime in morewaysthanone,the

investmenin aformal specificationvould be moreacceptable.

1.3 Scopeof the Thesis

Thiswork focuseson signallevel protocolsasopposedo higherlevel specificationsThegoalis to
describeghebehaior of eachwire or pin attheinterfacesothattherequiredbinaryvaluesof all the
signalswould be specifiedfor every clock cycle. In contrast,a high level specificationdescribes
desirablepropertiesbut doesnt necessarilyspecify the signaling configurationat eachpoint in
time. Propertiessuchas“a dataphasealwayscompletes’canbe usedto verify a design,but they
aretoohigh-level to fully describeheexactsignalingprotocol.High-level specificationhave their
uses,but this thesisaimsfor completespecificationghat canbe usedto designimplementations
manuallyor automatically

This signal-level focusis motivatedby the coregoal of makingformal verificationfeasiblefor
currentdesignsn industry Specificatiorresearchhas,until now, mostlyconcentratedn highlevel
specificationswith somesuccessBut by focusingon low level specificationsye hopedfor and

achieved new advancesdn verificationof large designs.To demonstratéhis point, the two protocol
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exampledn thisthesisarebothsignal-level busprotocolswidely in use. They werechoserbasedn
theirimportancedor mary applicationsandtheir compleity which madespecificatiorchallenging.
It mustalso be emphasizedhat this work is limited to self-containedspecificationsof the
interface.lt cannotdescribethe actionsat oneinterfacein relationto aneventatanotheiinterface,
which would essentiallybe specifyingglobal properties. Although admittedlysuchdescriptions
would beusefulfor verifying componentsvith thetwo interfacesunlessbothinterfacescommonly
comein pairs,the usefulnes®f the dual protocol specificatiorwould be very limited. Also, the
compl«ity of sucha descriptionis beyond currentcapabilitiesandwould be moreappropriateor

futurework.

1.4 Background and RelatedWork

Many specificatiodanguagesor formally describingoehaior have beenproposedvertheyears.
The languagegangein expressieness,and their differentlevels of granularity determinetheir
appropriatenesir differentapplications.Somehave becomepopularbecausehey areinputlan-
guagedor powerful verificationtoolssuchasamodelchecler. Many simplyemphasizé¢heiruseful
constructsand expressienesgo corvince usersto adoptthe particularlanguage.This sectionis
a brief overview of the specificationanguagesnddescriptionlogic that specificationwriters can

choosdrom.

1.4.1 CSP

Oneof the earlier specificationlanguageas the CommunicatingSequentialProcesse$CSP)lan-
guage.lt wasintroducedby C.A.R Hoarein a 1978paper|?], andhassubsequentlpeenadopted
by mary researchersomewho built uponit to developtheir own notation. Thelanguagdocuses
on the communicatiorbetweendifferentprocessesandthe internalcomputationsare usually not
described?]. This emphasiss similar to this thesiss goal for describinginterfacesandtreating

componentasblackboxes. Anotherfeatureof CSPis its non-determinisntonstructvhich allows
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descriptionof non-deterministibehaior. As describedaterin section2.4.1,this capabilityis crit-
ical for aninterfacedescription.However, despitethesepositive featuresthereareseseralreasons
why CSPis not appropriatefor signallevel specifications.First, CSR in its original form, is a
high-level languagewnhich abstractsway timing. The precisetimeswheneventsoccurcannotbe
describedandfor industrialapplicationswheretiming is of utmostconcernthis dravbackmales
CSPinappropriate.For example,a protocolmay requirethe completionof a handshad to occur
within four clock cycles;sucharequirementannotbe describedisingCSP Secondit is notclear
how CSPwould allow the specificatiorprocesdo be easieror the resultingdocumento be more
usefulthanthe statusquo. Althoughthereis a tool calledFDR (Failures/DvergencesRefinement)
which simulatesCSPdescriptionsthereare other model checkingframavorks that are morein-
tuitive to use. In addition,applicationof a CSPspecificationasa verificationaid otherthanasa

formal documenis not known.

1.4.2 Temporal Logic

Temporalogic, which formsthebasisof mary descriptionanguageshasa moreprecisenotionof
timethanCSRIn lineartemporallogic (LTL) [?], onecanexpresspropertiesuchas” f is truenext
time (Of)” and” f istrueuntil gistrue(fUg).” Temporalogic canbethoughtof aspropositional
logic with operatorgo describechangesver discretepointsin time. Thereare mainly two types
of temporallogic: LTL andcomputationatreelogic (CTL) [?]. LTL is basednalinearsequence
of eventswhile the underlyingmodelfor CTL is atree. Both areactively usedto specifydesigns,
andin afew caseq?| have beenusedto specifythe signal-level protocolsthat are the focus of
this thesis. However, perhapsbecauseof their complex nature,they have not beenadoptedby
mary verificationengineersn practice.Marny who have usedCTL, for example,canattestto the
difficulty of preciselystatingthe desiredformula; often,compositionof the operatorsanresultin
anunintendedandincorrectexpression As aresult,CTL or LTL maynotbeappropriatdor those

who have not hadformal verificationtraining.
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1.4.3 Languagesin Industry

Therearea few formal specificationlanguageshatareemployed in practice. They areused,for
example,to write assertionsvhich checkbehaior at certainexecutionpointsof thedesign.Some
languageslsoallow usersto write constraintson the inputsso thatthe usercanavoid explicitly
writing input sequencesTheseformal languagesare often usedin a simulationenvironmentas
opposedo a formal modelcheckingprocessthe designsaretoo large to be modelchecled, but
the semi-formalmethodof combiningthe formal (formal description constraintsolving) with the
informal (simulation)hasproved to be very effective. The two mostpopularlanguagedor this
semi-formalframenork areSynopsyss VERA andVerisity’s SpecmanThesdanguagesstrength
lie with the fact that mary verification engineersdriven by the usefulnesof the accompaping
tool, have choserto learnthelanguageandwrite formal properties.Thus,thesdanguagefave ar
guablyaccomplishedhefirst goalof makingtheformal specificatiorprocesseasonableHowever,
uponfurtherinspectionijt is clearthatneitherlanguagesreusedto write completespecifications
but areinsteadusedto write an ad hoclist of properties. Thesepropertiesdo not form the com-
pletespecificatiorthis thesisaimsfor andarecloserin spirit to the high level checkingproperties
describedearlier Thereforethe languagehave yet to demonstrateheir suitability for interface
specification.Furthermore gachcompary hasits own proprietarydescriptionlanguagewhich is
incompatiblewith tools from othercompanies.A verificationengineemmustre-learna new lan-
guagefor every new tool andpossiblywrite multiple specificationgor the sameinterfacebecause
differenttools are needed. Theseannganceshinder the acceptancef formal specificationas a

standardgoroceduran design.

1.4.4 Stateof the Reseach Field

Until recently formal specificationresearcthasfocusedmainly on developingtools or inventing
languageskor tools,mucheffort hasgoneinto modelcheders which investigatevhethera model

of adesignsatisfiesagivenpropertyfor all possibleaxecutionpaths.Somepopularmodelcheclers
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areSMV [?7], Mur¢ [?], andSPIN[?]. In additionto the vasteffort investedin improving the raw

horsepwer of thesetools, therehasbeena sustainedesearcteffort into languagesFor example,
researcherseasonaboutthe implicationsof composingtwo specificationsor the mechanicof

abstractingadesigninto asimplermodel. Toolsresearchaimsto improve the dynamiccapabilities
of verification,while languageesearctattemptgo do the beststaticanalysisandprocessingince
thedynamiccapabilitiesarelimited.

A plethoraof new languagesmostof which arevariationson the languagesliscussedn the
previous section(CSR CTL, LTL), have beenintroduced. The aforementionednodel checlers
all have their uniquelanguagesndadditionally thereis LUSTRE[?], Esterel[?], andcountless
others,mary of which aredevelopedfor a particulartool. This trendis problematichecausenary
practitionersarereluctantto learnso mary languagesWithin this contet, it is importantto note
thatthiswork specificallydoesnot proposea new languagebut rathera specificatiorstylethatcan
be appliedto ary existing language.The languagendependencallows for the methodologyto
beusedfor mary LTL or CTL basedramevorkssuchasSMV, LUSTRE,andFoCs|[?], andeven
non-traditionalkpecificationanguagesuchasVerilog.

Thisthesisanswerghecentralquestionof how to write, delug, anduseaspecificatioroncethe
languagendthetoolshave beenchosenUntil now, verylittle work hasbeendoneonwaysto write
specificationstoolsassumehe existenceof themor arejust usedwith anadhoclist of properties.
Thereis alack of understandingf specificatiormethodologyandconsequentlyspecificationsare
written haphazardlyin a free form way, and are checled very unsystematicallyf at all. These
issueccausespecificatiordevelopmento beunnecessariljpurdensomeandproblematic. Themain
contribution of this thesisis the developmentof a geneal methodolgy that helpsproduceself-

containedcompleteand correctspecificationswhile steadfastlyadheringto the cost-valuegoal.

1.4.5 Summary of the Thesis

In this section,the thesiss main resultsare discussed. First, the attributes of the specification

writing style are describedfollowed by an outline of the specificationdehugging methodology
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without which the writing style would not be feasible,andconcludedwith an explanationof how

the specificatiorcanbe exploitedin mary differentways.

SpecificationWriting and Debugging

A simpleyet powerful specificationstylethat is resistantto errors is defined. Unlike mary other
specificationframenorks, this writing style doesnot requirenor doesit allow non-deterministic
expressionsand CTL/LTL operators. The thesisdemonstratetiov even with this restriction, a
specificatiorcanstill describenon-deterministibehaior andspecifyrich properties Furthermore,
by not requiringtheseoperatorsthewriting style canbe usedwith Verilog or VHDL, afactwhich
openghedoorto amuchwideraudienceSinceunderstandingsoteridormal logic conceptsuch
asnon-determinismrandtemporallogic is a majorbarrierfor specificationn practice this thesiss
demonstratiorthata protocolcanbe specifiedcompletelywithout theseconceptds a contritution
for thatreasoralone.However, thereareotheradwantages.

For one,by eschaving theseconstructsaspecifications executablewnithin mary ervironments
andplatforms.With no extrawork, the specificatiorcanbe simulatedtogethemwith animplemen-
tationto verify theimplementatiors compliancewith a specificatiorfor example.Or, becausg¢he
specificatioris alsosynthesizabldf canbeusedn anemulationframewnork for hardwaretestingof
the design.In contrasta specificationwith non-deterministiexpressionss only executablewith
specialtools. Thereforethe only way sucha specificatiorcanbe useddirectly with animplemen-
tationis if theimplementatioris portedto the specialtool framewvork, an unrealistictaskin most
cases.Thus,by restrictingthe methodologyto basicoperatorsthe resultingspecificatioris made
moreuseful.

Anotheradwantageof this specificationstyle is dueto the trickinessof temporallogic. Many
expertscan attestto the difficulty of writing exactly the CTL or LTL formulathatis neededo
specifya property In mostcasesegrrorsareintroducedin the specificatiorbecausdhe temporal
propertiesareincorrectlywritten. However, this thesisdemonstratethatthesecomplex operators

are not neededor mostinterface protocols,and so, specificationwriters canadhereto the basic
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engineeringrinciple of “KISS - Keeplt SimpleStupid”to producehigh integrity specifications.

In additionto avoiding non-deterministiand CTL/LTL operatorsthis methodologyhasthe
distinctive featurethat there is no explicit statemadine representationof the protocol Instead,
protocolsare describedoy a collection of compactpropertiesand small, standardstatemachines
suchastwo-stateset-resetmachines.In contrastmostformal protocoldescriptionsare currently
writtenasexplicit statemachinesTheproblemwith thisapproachs thatthestatemachinegjuickly
grow large and unwieldy Additionally, becausamost protocolsare originally definedby a list
of rulesandnot asa statemachine,much processingffort andtime is neededo designa state
machinefrom theserules when creatinga formal versionof the specification. Not only is this
procesgime-consuminghut in creatinga statemachine,mary errorscanbe introducedby the
specificationwriter. Clearly, simply formalizing eachrule in the informal original specificatiorto
createa collectionof formal propertiesvould be mucheasier

However, until now, this hasnot beendone becauseat is commonlythoughtthat to define
protocol behaior exactly and completelywith propertiesis too difficult. For example,it is not
immediatelyclearhow to ensurethat thereare enoughpropertiesin the specificationto rule out
all illegal andunexpectedbehaior. It seemsnorenaturalto designa statemachinethatdescribes
whatcanhapperandtherebyavoid having to explicitly defineeverythingthatcant happen.Also,
propertiesmay be contradictoryin certainstates,but it seemsimpossibleto checkthis without
an explicit executionmodel. Indeed,in general,checkinga simplelist of propertiesdirectly for
correctnesseemdifficult becausdehaior is only implicitly, andnot explicitly defined.

To counterthis, a specificationdehugging methodolgy that doesnot require an explicit state
madinerepresentatiorof theinterfaceprotocolbut insteadcanbeapplieddirectlyto thespecifica-
tion propertieswasdeveloped.This methodologymakesproperty-basedpecificatiordevelopment
feasible. In addition, this thesisintroducesa tecdhniquethat takes a property-basedpecification
and geneatesexampleprotocol tracesso that with a waveform viewer, a usercanview example
transactionso becomefamiliar with the protocol. This is usefulbecausevith just a list of prop-

erties, it is difficult to picturethe protocolin action,especiallywhencomparedo anexplicit state
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machine put this featurecircumventsthatproblem.

Another possibledravback of usinga collection of propertiesfor a specificationis that the
protocolmay not be implementable.When put together the propertiesmay be so unexpectedly
constrictingthatsomeof the specifiednodesof behaior maynotbeallowedto happeratall. The
key questionis how to checkthatthis illusory freedomof choicedoesnot exist in the specifica-
tion andensurethatall the behaior modesareindeedimplementableTo addresghis questiona
theoremis provenin this thesis;if the specificatiorpropertiesall obey a certain stylisticrule and
togethersatisfya simple-to-bed characteristic,thennot only is there a statemadineimplemen-
tation that satisfieghe specificationput for every choiceoffered by the specificationijt is possible
to implementhat choicein a statemadine

To summarizethereare mary positive reasondor writing andstructuringa formal specifica-
tion in the way proposedy this thesis.Specificationwriting becomesnoreaccessibldy remov-
ing certainexpertiserequirementdesserrorproneby keepingthe operatorsisedto themostbasic,
andlesslaboriousby stayingcloserto the original form of the documentation At the sametime,
theresultingspecificatiorcanbeusedfor mary applicationsdeluggeddirectly withoutary imple-
mentationsandguaranteetb beimplementableTo demonstratéhe methodologyonameaningful
example thewidely-usedbus protocol,PCI (PeripheralComponentnterconnect.2[?], wasfirst
chosen.In the procesof the specificationrdevelopment the dehuggingmethodsdiscoreredthree
previously unreportedugsin thestandardtself. As a secondexample,amoreadvancedpipelined
protocol,the Intel® Itanium ™ Processobus protocol,wasformally specified With this protocol,
the specificationwriting anddehugging successfullyuncoseredissueshat laterled to changesn
theprotocol. Theseexamplesllustratethefeasibility of the specificatiorstyleandthe power of the

specificationverifying methods.

Using the Specification

Onceaninterfaceis completelyandcorrectlydescribedoy a specificationthe logic encapsulated

in thatspecificationis too usefulto ignore. And if a specificationis writtenin the style prescribed
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here,it caneasilybeusedfor mary applications.Thisthesisdescribesiow whenverifyinga design
usingsimulation,the specificationcan be usedto automaticallygenegate input sequencesyutput
chedking assertions,and a simulationcoverage metric for that design. As mentionedearlier a
specificatiorof this styleis directly executablesowithout ary extrawork, the specificatiorcanbe
usedasa outputchecler during simulation. Also, becausef the style, legal input sequencefor
theinterfacecanbe generatecutomaticallyanddynamicallyusingthe specification.This feature
is of significantvalue becausenput testbenchdevelopmentis very costly in termsof time and
effort. Finally, a simulationcoveragemetricandappropriatanput biasescanbe determinedrom
the specification.Thesetwo arehighly importantfor unrepetitve andmeaningfulsimulationruns.
The coretechniqueof generatingnput sequencefrom propertiesor logical constraintdy it-
selfis not new [?]. However, this thesisis firstin combiningthe input geneation techniquewith
methodolgy for writing and delugging completespecifications.Therefore unlike currentmeth-
ods,the propertiesusedto generatdhe input sequencearecompleteandverified. Consequently
theinputsgeneratedvith this methodologyareguaranteedo be correctandalsothe mostgeneral
possible In contrastad-hogoropertiesvrittenwith theexpresgpurposeof inputgeneratiorarecur
rently not verifiedmechanicallyandthus,arevery likely to be undefrestrictve or overrestrictve.
Underrestrictionleadsto the possibility of incorrectinput sequencesndthis hindersdesignver
ification becausery discoreredproblemcanbe attributedto eitherincorrectinputsor a true bug
in thedesign.Additionally, overly restrictve propertiesarea problembecauseguring simulation,
the full input spacecannotbe exploredandthusthe input sequencemay not exercisethe design
thoroughlyenoughso thatmeaningfulbugscanbe found. Similar principleshold whenthe prop-
ertiesare usedto checkthe outputsof a module;if the propertiesare underrestrictve, protocol
violationswill be missedandif they areoverrestrictve, behaior will beincorrectlyflaggedasa
bug. Thereforethe ability to verify propertiedirectly without anexplicit statemachinemodel,so
thatpropertiesareneitherunderrestrictve or over-restrictve is very importantfor theseadditional

reasons.
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Anothercontrikution of this work is an algorithmwhich exploits of the structuse of the speci-
fication so that the input genegtion is orders of magnitudemore space-dicient This spaceeffi-
cieng is critical for large interfaceswherememoryblowup problemsmay hinderautomaticinput
generation.The structureor the style for the specificatiorwas originally developedto maximize
correctnessf theresultingspecificationput the structurehasproved to beinvaluablefor optimiz-
ing memoryusagewhenusingthe specificatiordynamically The algorithmaccomplisheshis by
distinguishingthe differentroles, which are madeclear by the structuring,the logic expressions
playin the specification.

Thespecificatiort'use” methodolgy wasdemonstatedon an extensivelydehugged and fab-
ricateddesign,the /O componenfromthe Stanfod FLASHproject[?]. An inputgeneratgrcor
rectnesghecler, andcoveragemetricmonitor, wereall automaticallyderived from theformal PCI
specificatiorwritten in the prescribedstyle. Thesetools wereusedto simulateandverify the de-
sign, and as a result, previously unreportedbugs were discorered. The experimentshavs how
the processof finding bugsis now nearly automatedand alsoillustratesthe effectivenessof the
methodologyby finding previously overlooled problems.Furthermorejt demonstratethe space
efficiengy of the algorithmby takulating an orderof magnitudereductionin the variablenumbers

andmemaoryusageor this example.



Chapter 2
SpecificationStyle

2.1 Intr oduction

This chapternintroduceghe specificatiormethodology The specificatiorstylewasdevelopedwith
hopesthat it is applicableto asmary protocolsas possible. It is not tailored or optimizedfor
ary particularprotocol,but it did evolve from attemptgo describehe PCl bus protocolcoherently
Althoughthewholerangeof interfaceprotocolsareof interestby focusingonawell-usedstandard
protocolsuchasPCl, it is felt thattheimpactof thework would be maximized.Also, from a cost-
value perspectie, the factthat the effort investedin a formal specificationcanbe amortizedover
countlessystemdor popularprotocolsmakesPCl alogical choice.

Theadwantagef aformal specificatioraredescribedxtensvely in the introductionchapter
but its importancds reiteratecherebasedn anotherfactor Formalspecificationaddress subtle
point missedin practice;an informal specificationrmay have inconsistencieshata humanreader
will notnotice,or may be missingrulesthata humanreademay infer automaticallybut, because
it is inconsistenandincomplete ary correctnesseasonings impossible A practicalconsequence
of thisis thatagoodprotocolcompliancechecler cannot be createdrom suchadocument.Thus,

therearepragmaticeasonsvhy formal specificatiordevelopmenis important.

OThis chapteris basedon materialfirst publishedin Proceedingf the Third International Confeenceof Formal
Methodsn ComputerAidedDesign(FMCAD 00),2000[ ?].

14
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2.1.1 Structure of the Chapter

After relatedwork is discussedachiezementsaccomplishedy the specificationmethodologyis

outlinedin “Cost-Value Achievements”(section2.3). The subsequerdgection, Two CoreCharac-
teristicsof the Style” (section2.4), describeghe foundationof the methodologyandhow it leads
to the cost-valueimprovements And on top of this foundation the“Property Style Rules” (section

2.5),furtherassistin developingcorrectspecifications.

2.2 PreviousWorks

Therehasbeena few otherbus protocolspecificatiorprojects.In 1999,ChauhanClarke, Lu and
Wang[ 7] specifiedPCI[?] usingCTL. Our specificatiorhasadwantageshata CTL onedoesnot
have asoutlinedin thefirst chapter In 1998, Mokkedem,Hosabettuand Gopalakrishnaffiormal-
ized higherlevel propertiesof PCI involving communicatiorover bus bridges[?]. Their specifi-
cationis almostunrelatecto the one here,which focuseson the low-level behaior of individual
signals.In fact,the methodologyis morecloselyrelatedto the following two papers.Ogoubiand
Cerry describea synthesizablebserer writtenin anHDL in their 1999paper| 7], but they do not
suggesthe stylistic structuringproposechere. Kaufmann,Martin, and Pixley alsohave a similar
approachasoutlinedin their 1998work [?], which proposedusinglogical constraintdor erviron-
mentmodeling.However, they do notgive guidanceon how the propertiesor constraintshouldbe

written.

2.3 Cost-Value Achievements

As outlinedin the introductionchapter the goal is to develop a specificationmethodologythat
allows the specificationwriting to be easierandthe specificationto be more useful. Throughout
this thesis, this is referredto asthe cost-valuegoal. This sectionoutlinesthe specificsresults

achieved for this goal, while the next section(“Two Core Characteristicef the Style”) describes
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how the style choicesthatweremadeallowedtheseresults.

1. LTL and CTL are not neededSpecificationwriting is mademoreaccessiblén two ways.
First, formal verificationexpertiseis not requiredto write the specificationln contrastmary spec-
ification frameworks requireknowledgeof LTL (lineartime temporallogic)[?] or CTL (computa-
tion treelogic)[?] asevidencedoy numerougprojectssuchasCMU’s PCl specificatior] ?] andIBM
Haifa's FoCssoftware[?]. Becausédhis methodologydoesnot requirethe complex constructsof
thesdanguagesheformal specificatiorcanbeandhasbeenwrittenin ahardwaredescriptionan-
guagesuchasVerilog,alanguagdamiliarto mary engineersThisfeaturepartly counterghetrain-
ing costamgumentagainsformal specificationsMore generally the styleis language-indepeedt
(indeed,the specificationcanstill bewrittenin LTL or CTL if desired).The methodologycanbe
appliedto ary of theexisting tool framevorksandlanguagesuchasSMV[?], FoCs[?] or LUSTRE
[?].

2. Many small propertiesinstead of complicated state machinesSecondpecausehe style
is basedon writing mary small protocolrulesand purposelyavoids writing large statemachines,
the specificationshave beenfoundto be easierto write and maintain. Many otherspecifications
arebasedon writing a large statemachinewith actionsspecifiedfor eachstate.Designingsucha
statemachinecorrectlyis a comple, errorpronetask. This methodinsteadrelieson mary small
andgenericstatemachinesbut the bulk of the specificatioris doneusingcompactprotocolrules.
Theformalizationusedhererequiredessmanipulationandresultsin fewer opportunitiesfor error
becausenostexisting natural-languagspecificationssuchasthe PCl 2.2 specificationarealready
written asalist of rules. To illustratethis point, a few examplesfrom thedocumentrelisted here.

‘“TRDY# cannot be driven until DEVSEL# is asserted.’’ (section3.3.1)

‘‘Only when IRDY# is asserted can FRAME# be deasserted’’ (section3.3.1)

3. Implementability guaranteed This specificationstyle togetherwith a simple-to-check
propertyguaranteeshe existenceof an implementationand more precisely a strongerproperty
calledreceptivenessWith receptvenessnot only is a singleimplementatiorguaranteedbut for

every choiceofferedby the specification|t is possibleto designa statemachinethatimplements
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thatchoice.

Whethera specificationcan be implementedas a statemachineis importantbecausemuch
designeffort canbe wastedon a protocolthatis inherentlyimpossibleto implement. And, re-
ceptvenessensureghat all behaior modesin a specification,and not just a single mode, are
implementable.

4. Application as an environment model and property checker To maximizeits value,
the style allows the specificatiorto have multiple functions. If theimplementatiordesignis small
enougho beformally verifiedwith amodelchecler, theformal specificatioris immediatelyuseful.
With no extra work, it canbeusedto constraintheinputsto thedesignunderverification,andatthe
sametime, it canbeusedasthelist of propertiego checkfor. Theability to modelanernvironment
(i.e. the inputs)without writing ary implementatiorcodeallows the userto avoid a greatdealof
non-trvial, tediouswork. For example,this techniquewasusedby GovindarajuandDill; using
the PCl specificationwritten in this style, they wereimmediatelyableto begin formally verifying
aPCldriverimplementatiori?]. The specificatiorconstrainedhe statespaceandalsogave them
propertiesto checkfor. This assume-guarantegproachs not new, but the style easilyallows it
while anad hocinterfacespecificatiorprobablywould not.

For designsthataretoo comple to be formally verified and canonly be simulated the spec-
ification canbe usedasa monitor during simulationruns. A monitor obseresthe outputsof the
designunderverificationand flags behaioral errorsduring simulation. It is frequentlyusedfor
functionalverificationandis alsoreferredto asan outputcheder or a snooper The specification
canbe directly usedas a monitor becauseunlike mary specificationsthis specificationis exe-
cutableandcanbewrittenin alanguagesuchasVerilog. For example,atlntel®, the specification
thatwasdevelopedfor theltanium™ processobus protocolhasbeenmechanicalljtranslatednto
a C++ simulationchecler. Again, writing propertieso checksimulationbehaior is not new, but
usinganinterfacespecificationdirectly in this way is a novel contrikution. Thereareotherdirect

applicationdor the specificationandthey aredescribedn Chapter6.
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2.4 Two Core Characteristics of the Style

Thereare mainly two choicesthat were madeon how to write a specificationthat allowed the
advantagedistedin the previoussection.Thefirst is to write the specificatiorasa monitor, andthe
seconds to focuson writing mary small propertiesandmary small statemachinesasopposedo

writing the specificatiorexplicitly asonelarge statemachine.

2.4.1 Characteristic 1 : Monitor -BasedSpecification

A monitor (Figure2.2)is anobserer in a groupof interactingmodules or agentswhich commu-
nicatevia a setof protocolrules(Figure2.1). Its maintaskis to flag an agentas soonasit fails
to upholdthe protocol. It is a modulewherethe agentoutputsignalsareits inputs,andboolean
corred; signalsareits outputs. Whenan agent(or several agents)violatesthe bus protocol, the

monitor singlesout the erring agent(s)by making the correspondingcorred; signal(s)false. If
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corred; is true,themonitoris indicatingthattheagent’s currentoutputsconformto the specifica-
tion.

The specificationstyle is basedon writing the specificationas suc a monitor®  After alll,
the monitor must have exactly the protocolinformationto decideon agentcompliancesoit is
not unnaturalfor the monitor to be a form of protocol specification. For every clock cycle, a
monitor specificationdefinescorrectnessnsteadof definingbehaior. The conceptis not new;
mary specificationframevorks, suchasLUSTRE[?] arebasedon monitorsor obserers. In fact,

amonitorspecificatiorhasmary of the advantage®f temporallogic.

Another Type of Specification

Most otherformal protocolspecificationsare geneator-style descriptiongFigure 2.3). With this
style,for every agentat theinterface,thereis a correspondingtatemachinespecifyingthe correct
outputs. The inputsand outputsfor thesespecificationstatemachinesare exactly the inputsand
outputsof the agentspecifiedthisis in contrasto the monitorbasedstyle wherethe specification
outputsarecorred; variablesandnottheagentoutputs.A generatospecificatiorexplicitly givesa
correctoutputvectoron every clock cycle insteadof simply indicatingthe correctnessf anoutput.
For example,anagentbasedspecificationvould statethat protocolsignalout is “1” (or “high” or
“true”) attime step7, andfor the sameproperty amonitorspecificatiorwould specifythatif ou is
not“1” attimestep7,theagentisincorrect.Thisdifferenceseemso besubtleandinconsequential,
but the generatoistyle hasone major dravbackthatthe monitorbasedstyle doesnot have; it has

difficulty handlingnon-determinism

Non-Determinismin Specifications

Sinceusersareusuallygivenleewvay in implementingthe protocol,non-determinisnis anintegral
part of mostspecifications.For example,a protocol may allow a recever implementatiorto re-

spondwith an“acknowvledge” arytime from threeto eight clocks after the sendingevent. Thus,

1OnIy themonitoris written by the specificationwriter. Theagentsn thefigureareto belaterimplementedy someonelse.
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from an obserer’s perspectie, the agentmay respondon the third clock, the fourth clock, ..., or
the eighthclock, andthis behaior is non-deterministicTheflexibility allows theimplementorto
choosébetweerafastresponsdecausehe particularsystenrequirest or aslowv onebecauselata
processings required.

For writing a specification this flexibility canbe ananngance. Sincethe mostgeneralde-
scriptionis neededthe wholerangeof behaior mustbe consideredorrect.For ageneratospec-
ification, theconcepthat“acknavledgecanbetruein thethird cycle, or it canbefalseandbetrue
in thenext cycle, ... or it canbefalseandbetruein the eighthclock cycle” mustbe expressedn
orderto describenon-deterministibehaior. Usually this would requirespecialconstructsn the
languagevherea setof possibleoutputvectorscanbe specified.Therefore pnly specialanguages
with this featurecanbe usedfor generatospecificationsanda verificationengineemay not be
ableto useherlanguagef choice.Furthermorethe specialnon-deterministiconstructmay make
a specificatiormorecomplicatedcandmechanicabseof it difficult. For example,a documentvith

sucha constructs notdirectly norimmediatelyexecutable.

Advantagesof a Monitor -BasedSpecification

1. A monitor specification can describe non-determinism deterministically. In contrast,a
monitorbasedstyle handlesnon-determinisnwith a simple solution. The crucial obsenation is
that a single propositionalformula can describea rangeof acceptablédoehaior. The example
property “an acknavledge musthappensometimebetweenthreeto eight clocks”, caneasilybe
specifiedin propositionallogic with a simple counter(countej anda set-resevariable (ackHap-
pen).

prev((courter = 7) A ~adkHappen — ACK

“If it hasbeensevenclocksandACK hasnotbeentrueyet, then,in thenext cycle,
ACK mustbetrue”

prev((courter < 2) — ~ACK

“If it hasbeenlessthantwo clocks,thenACK cannothapperyet’
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Sincea monitorbasedspecificationonly requiresdescriptionsof correctbehaior, theseproposi-
tional formulasare preciselywhat is neededn the specification. Thus, on eachclock cycle, as
long asthe outputssatisfyall the formulassuchasthesethe corred; outputis true. Consequently
evenwhendescribingnon-deterministidehaior, the specificationtself is deterministicbecause
its outputs(the setof corred;’'s) canalwaysbe setdeterministically(eitherthe outputssatisfythe
propertiesor they don't).

2. A monitor specificationcan be written asa list of properties. The monitorbasedstyle
alsoallows specificatiorto be written asa conjunctionof propositionaformulasor properties As
describedn the previous paragraphpropertiescanbe usedto specifybehaior if only correctness
hasto be specified(monitorstyle) and not explicit behaior. In comparisona generatorspeci-
ficationinherentlyrelieson (often very large) statemachinego determineoutputsandcannotbe
writtenasalist of properties Fundamentallysincethegeneratospecificatioris soclosein form to
theactualimplementationit is inevitablethata generatospecificatiorwould structurallyresemble
avery large statemachine A monitorspecificatiordoesnot have this handicapandcanbewritten
in a form that's moremaintainablelesserrorprone,andsimplerto write.

3. A monitor specificationis executable. Becauseof the monitorstyle’s handlingof non-
deterministicbehaior, a specificationof this typeis executable.This is valuablebecausaslong
asthe monitor is written in the languageof the implementationjt canbe directly connectedo
the design. Then,it canflag errorsandassignblameto the appropriatemodulein a system-lgel
simulation.To usea non-deterministispecificationsuchasangeneratoone,in the samemanner
is notasstraightforvard.

4. A monitor specificationcan be usedto model the environment. Whenmodelchecking
adesign theinputscanbe setwithout writing animplementatiorof the ervironmentbut by using
amonitorbasedspecification.Namely onewould modelcheckthe designby conditioningall the
propertiego be verified, with “assumeheinterfacingagentshave beencorrectsofar accordingo
the monitor”. For example,if p is the propertyto be modelchecled, andagents and j (whose

implementationglo not exist) form the environment,the propertyto be modelchecled is “there
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is no executionpathwherecorred; A corred; have beentrue sofar andp is falsein the current
state(—E[(corred; A corred;) U —p] in CTL)” wherecorred; and corred; correspondo the
outputsignalsof the monitorfor i and j. The monitorandthe conditionin the checkingproperties
correctly constrainthe inputs to the design. This useof the monitor is very similar to what is
describedn [?]. Again,thisapplicationis possiblebecause¢hespecificatioris basedon properties
insteadof explicit actions;it is difficult to seehow angeneratodescriptiorwould be usedthis way.
5. Interface-centric view leadsto lesswork. With an generatosstyle approachthe spec-
ification writer would have to individually write a specificationfor eachagentat the interface.
Furthermorespecificationgor all of theagentsvould needto bewritten beforethewriter canver-
ify ary of theagentspecificationslf thewriter took theinterface-centriocziew andwrotea monitor
specificationtheinterfacecanbespecifiedn onefell swoop. Only oneself-containedpecification

needgo bewritten insteadof multiple specifications.

2.4.2 Characteristic 2 : Many Compact Propertiesand Generic State Machines

Therearemary waysto write a monitor specification.The mostobviousway is to implementthe
monitor asa statemachine.Dependingon the currentstateof the monitor, correctoutputsof the
agentsaredefined.andthecurrentstateis definedby theprecedingsequencef agentoutputs.The
dravback of this approachis that, again,the statemachinecangrow very quickly in size. This
is mainly dueto the non-deterministimatureof protocols. Sincea statemachinebasedmonitor
specificationis essentiallya deterministicfinite automatonDFA) equialentto (i.e. recognizing
the sameagentoutput sequencess) the non-deterministidinite automaton(NFA) representing
the protocol,the numberof statesin the monitor statemachineis exponential(2¥) in the number
of stateg(k) in the NFA representationThus,writing an explicit statemachinerepresentatiomf
the monitor may easily lead to un-readableand errorprone specificationsimply becauseof the
machines size.

This leadsto the secondstylistic guidelinefor a formal specification:write the monitor spec-

ification as a list of propertiesthat shouldhold true for the interfaceprotocol and avoid writing
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Figure2.4: Property-Base®pecificatiorvs. StateMachineBasedSpecification

an explicit statemadineto implementhemonitor (Figure2.4). This approachs possiblebecause
the specifications written asamonitor, andwaschoserbecaus®f the advantage®f conciseness,

easeof maintenanceandsimplicity. Thespecificatiorpropertiesareof thefollowing form:
prev(signab... A =signal;... v variabley... A —variablex) — signal v ... A =signal,

where*—" is thelogical symbolfor “implies”. Theantecedentheexpressiorto theleft of the
“—”, is a booleanexpressioncontainingthe agentoutputvariablesand auxiliary statevariables,
andthe consequentheexpressiorto theright of the” —”, containgusttheagentoutputvariables
Theallowed operatorare AND, OR,andNQOT. The prev constructallows the stateof the signala
cycle beforeto be expressed.It canbe nestedalthoughin the examplesattemptedno morethan
two nestedprevs wereneeded.The prev constructis the only specialconstructhatis neededand

canbeeasilyimplementedn mostlanguagesNote thatthe morepowerful constructgprovided by

LTL andCTL, whicharedifficult to implementarepurposelyavoided. A contrikution of thisthesis
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is that this decisiondoesnot hinderthe descriptionof somewell-usedsignal-lerel bus protocols

while allowing for mary advantagesFor clarification,anexamplepropertyfrom PClis described.
prev(trdy A stop) — stop

means'if the signalstrdy andstop weretruein the previous cycle, thenstop mustbetruein the
currentcycle” wherea“true” signalis assertecinda “f alse”signalis deasserted.

The prev constructis not enoughto retain stateinformation. Statemachinesare neededor
this. Butinsteadof relying on large customstatemachinesthe stylerelieson mary, smallstandard
statemachineswhich eachtrack one threadof information. An exampleis a 2-state,set-and-
resetmachinewhich becomesetwhena certainevent happensandstayssetuntil it is no longer
neededlt is usedto recordcertaininformationsuchaswhetherthetransactions areador awrite.
Anotherexampleis a counterwhich countsthe numberof cyclesfrom a certainevent, or counts
thenumberof occurrencesf a specialevent. Only thesetwo typesof statemachinesvereneeded
for describingoothexamplesn this thesis.A key pointis thata protocolcanbewritten with afew
standardstatemachinesgvenif it is ascomple asa pipelinedprotocol.

To constructthe monitor, the propertiesare directly usedto determinethe corred; signals.
Assumingthateachpropertyconstrainghe behaior of only oneagentthe propertiesaregrouped
by the agentwhich they constrain.Whenthe agentoutputsignalsmalke all the propertiesof one
agenttrue, the correspondingcorred; signalis true; otherwise,it is false. Thus, corred; is a
conjunctionof all the propertiespecifyingthebehaior of agent. Thefollowing is theassignment

statementor corred;, wherepropertyij pertainsto agenti.

if (properlyi0 A propertyl A ... A property?)

thencorred; = true,elsecorred; = false
Thereforethemonitoris alist of propositional‘ormulas(propertyij definitions),auxiliary state
variableassignmentsandcorred; assignmentsThereis no corversionof this to a statemachine;

thisis preciselythe codefor the monitor.
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2.5 Property Style Rules

The previous sectiondiscusseshe foundationof the specificationstyle; the specificationshould
be monitorbasedandbe decomposeéhto multiple properties.Similar stylesof writing have been
doneby otherswho write obsererbaseddescriptionsor by thosewho usetemporallogic. While
acknavledgingthat the methodis not new, the thesisuniquely demonstrateand arguesthat this
structureof writing is bestfor the signal-level protocolsusedin practice.In contrastthe stylistic

rulesintroducedn this sectionareoriginal contrikutions.

2.5.1 First Rule: Separability of the PropertiesRule

Ead propertycanonly constain outputsof oneagent.

For eachproperty thereshouldonly be oneagentto blamewhenthe propertyis broken. Con-
sequentlya propertycanonly restrictthe outputsof oneagent;if it dictatesthe outputbehaior of
two or moreagentsmultiple agentsanbeheldresponsibldor asinglebrokenproperty Sinceit is
exactly the currentstatevariablesthatare constrainedy the propertiesall currentstatevariables
of aproperty mustbe outputsof the sameagent.Equialently sincefor a particularagent,outputs
of otheragentsareits inputs,the currentstatevariablesmustall be the agents outputsandnot its
currentinputs. If signalso; and g, are outputsof the sameagentandry is an outputof another

agentthefirst propertyobeys this restriction,while the seconddoesn.

correct: prev(rp) — 0aAQa
incorrect: prev(rp) — 0qAfp

This rule is calledthe sepanbility rule becauset allows propertiesfor differentagentsto be
separatedind evaluatedindependently This separabilityfactoris importantfor a specification
becausewith it, a specificationcan be guaranteedo hase an implementationas proved in sec-
tion 3.6.3. The main needfor the separabilityof a propertyis to upholdanimportantprinciple

of specifications:it shouldbe possibleto implementan agent basedon information solely from
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the specification,and know that the implementatiorcan interact correctly with any other agent
upholdingthe specification.

Independentimplementability If multiple agentsareresponsibldor upholdinganinseparable
property theimplementatiorof asingleagentmustbeableto dotheimpossibleactof predictingthe
behaior of the otheragents.Thus,theonly way sucha systemcanbe designeds for the different
agentgo bedesignedogetherwhich runscounterto theprinciple of independenimplementability
For example,a bad, inseparablespecificatiorwould be a = b, wherea andb are outputsof two
differentagents. An implementerof one of the agentscannotsafely setthe value of a without
knowing whatthe implementeinf the otheragentwill setthevalueof b to. Suchafunctionalityis
notindependentlymplementable Equivalently a monitorfor sucha specificationrcannotblamea
singleagentwhenthe propertyis broken. If a= b doesnothold, it is impossibleto decidewhether
aiswrongor b is wrong. Thus,it is apparentvhy “a broken propertycanonly blameoneagent”is
a sufiicient conditionfor the specificatiorto upholdtheabove principle.

Removing lllusory FreedomConsidertthespecificatior'—(aAb),” wherea andb areoutputs
of differentagents.Sucha formulamight resultfrom an attemptto specify mutualexclusion. In
this case,an implementercanonly seta = 0 safely in casethe implementerof the otheragent
may setb = 1. But theimplementeinf b canonly safelysetb = 0, too, sothe specificationcould
justaswell bea= b = 0. In otherwords,this specificationallows illusory freedomwhich is also
undesirableThe separabilitystylerule disallonvs suchsituations.

Specifying Moore Machines As the clock speedof busseggetsfasterandfastey almostall
businterfaceprotocolsassume Moore machingtiming; namely it is expectedthattheinterfacing
agenteedstleastonecycleto respondo its inputs. Theoutputseparabilityrule canbethoughtof
asaresultof modelingtheagentsasMooremachinesFor example,machineA hasaninputina and
outputsoa andr andis specifieda propertythatbreaksthe separabilitystylerule: —ina VvV oa Ara.
This can be interpretedas wheneer inp is true, machineA mustreactimmediatelyand assert
its outputsoa andrpa true. But sincemachineA is a Moore machine,this is an unreasonable

specification.
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Figure2.5: trdy behaior duringtheaddresphase

Mutual Exclusion The exampleof mutualexclusionis interestingbecausalthoughit is fre-
guentlyadesiredcharacteristiof abus,“only oneagentcanbedriving thebusatatime”, thestyle
rule disallons it asa propertyasoutlinedin the “Removing Illusory Freedom”paragraphMutual
exclusionis not a specificatiorthatcanbe implementedndependentipy severalagents.Instead,
it is anemepgentcharacteristi¢hatis implied by propertieghatcanbe specifiedndependentlyor
the agents. For example,in PCI, only the agentthat is the currentmastercandrive certainbus
signals;this canbe specifiedasa separablgroperty The arbiterin the systemensureghatonly
oneagentis the masterat ary time, andthis is alsoa separableroperty Together thesesepa-
rable propertiesensurethe non-separablenutual exclusioncharacteristiof the bus. In fact, it is
this work’s conjecturethat mosthigh-level, non-separableharacteristiceanbe implementecby
low-level, separabl@roperties.

An Un-Implementable PCI 2.2 RequirementInterestingly thereis an official PCl 2.2 spec-
ification [?] requirementwhich doesnot satisfy this separabilityrule, and is consequentlyun-
implementableas stated. However, thereis an equivalent,implementablaequiremento replace
it.

Therequirementwhichis in section3.2.40f the official PCl documentationstateghatthe sig-
naltrdy mustusethe addresphaseasaturnaroundcycle. The“addresphase’is whenthe signal
frameis assertedwhenit wasde-asserteth the previouscycle (Figure2.5),anda “turnaroundcy-
cle” for abussignalis acycle whereno agents allowedto drive thatsignal. Thus,therequirement
translatedo “if framejustbecameassertedn this state,do not drive trdy.” The problemis frame

andtrdy canbe driven by differentagents.andso both mustdecidesimultaneousljhow to meet
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the requirementogether And a Moore machineagentcannotreact(via the value of trdy) to its
input (in this casefram@ in the samecycle. Thus,this requirementannotbe implementedn an
agentasstatedn the standardHowever, this requirementanbe statedn a differentway with the
sameintendedeffect. Therequiremenshouldbe “no agentmaydrive trdy if frameandirdy were
both deasserteih the previous state?” This obeys the outputseparabilityrule andit will enforce

thedesiredoropertythatall agentsotdrivetrdy in theaddresgphase.

2.5.2 SecondRule : Isolating Curr ent Variablesin a Property

If the propertyspansamorethanonetimeframe(i.e. involvesat leastthe previousstate)theproperty
mustbewrittenin theform“past_conditions— current state”. Thus,all multi-statepropertiesmust
bewrittenasimplications,andall prior statesvariablesmustbein theantecedenandcurrentstate
variablesmustbein the consequent.
Example: ¢ ‘Only when IRDY# is asserted can FRAME# be deasserted.’’
Correct: prev(frame — frameV irdy
Incorrect: prev(framg A —=frame— irdy
Interestingly this temporalimplicationis notthe moststraightforvard way to formalizea pro-
tocol property A moreintuitive form is a causalimplication,“cause— effect. For example,the
incorrectversionof the above property prev(frame A —frame— irdy, is a causalimplicationand
is closerin form to theEnglishversion(“if FRAME#is deassertedhenlRDY# mustbeasserted)
The propertiesarewritten in the more awkward temporalimplication form becauset hasadwan-
tagesn dehuggingandin input generationlt is noted though,thatunlike thefirst rule, thisrule is
notrequiredfor theimplementabilityof the specification.
Writing the propertiesasanimplicationwith the pastexpressiorasthe antecedenandthe cur
rentexpressiorastheconsequerit a separatiorof functionality In essencehe pasthistory when
it satisfieghe antecedenéxpressionyequiresthe currentconsequengxpressiorto betrue; other

wise, the propertyis not “activated” andthe interfacesignalsdo not have to obey the consequent

2 noteto PCI experts:for anaddresphasefollowing a back-to-backransactionwhich won't have frameandirdy deasserteth
the previous state otherpropertiesensurethatthereis aturnarounccycle for trdy.
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in the currentcycle. In this way, the temporalimplication separateshe activatinglogic andthe
constaining logic.

This separatiormakescontradictionsn the propertieseasierto spot,asdemonstratedvith an
examplein section3.2. Contradictionsarea commonproblemwith multiple-propertyspecifica-
tionsastwo or morepropertiesnay unexpectedlyplaceconflicting requirement®n signalsunder
certainconditions. In identifying the propertiesin conflict, the separatiorof the activating and
constrainingogic is a necessargtepin the process.Thus, having the propertiesn the separated
form to begin with clarifiesthelogic structureandleadsto a specificatiorthatis easierto detug.

The “activating-constraimg” separatioris alsothe key insight that allows for efficient input
generationwhich is discussedn the “specificationuse” chapter(chapter6). In a nutshell,the
constrainindogic is all thatis directly neededor theinput generationandits isolationresultsin a
dramaticallysmallerexpressiorfor manipulation.

This isolation conceptalso simplifiesthe first propertystyle rule, the “property separability”
rule. Sincetheconstrainingpartis isolatedin theform of theconsequentherule requiresonly that

theconsequenis purelyanexpressiorof onecomponens outputs.Becausef this simplification,

compliancewith thefirst rule canbe easilychecled.



Chapter 3
Verifying a Specification

3.1 Intr oduction

A very importantpracticalquestionis how to verify a formal specification. A specificationcan
be incorrectin a few ways. On one hand,it canbe too restrictve. A catastrophicaseof this
is when a specificationis contradictoryfor certainstates,and consequentlyit is impossiblefor
ary implementatiorto satisfythe specificatiorfor thesestates.Anotherproblemcausedy over
restrictionis when a specificationunintentionallydisallovs certainactionsthat are meantto be
correct.Ontheotherendof extreme thespecificatiorcanbeunderrestrictive. In thisscenariothe
specificatiorallows certainbehaior thatshouldhave beenlabeledillegal becauseét is incomplete
andhas“holes”in it.

To uncover theseproblems,we introducetechniqueghat work directly on the specification
withoutrequiringanyimplementationsr explicit statemadinerepresentationso bewritten. This
featureis significantfor a variety of reasons.For one, designingimplementationgust to verify
a protocolis both labor andtime-ineficient. However, in practice,protocol designersnustfirst
implementmodelsthatinteractusingthe designedprotocolin orderto verify the protocol. These
modelsarethen simulatedor modelchecled so that the behaior canbe comparedo the speci-

fication andchecled for deadlockor missingdataphases.The methodintroducedheredoesnot

31
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requirethe time-consumingmplementatiorprocessandinsteadchecksthe specificationdirectly.
Secondthe mainreasonwhy the properties-basenhethodologyhasnot beenwidely adoptedde-
spite the positives outlined in the previous chapters,is becausdt was generallythoughtthat a
properties-basegpecificationcannotbe verified without an explicit statemachinerepresentation.
Themethodgdescribedn this chapterstrengthenshe agumentfor properties-basespecifications
by introducinga methodologythat allows the propertieso be verified directly. Third, someprac-
titionersdo usepropertieso checkoutputsandconstraintinputsbut do not currentlyverify these
properties.Thesepropertyverificationtechniquesanleadto improved outputcheckingandinput
generation.

To verify the propertiestechniqueasedon modelcheckingare used. Essentially a model
checkingtool is usedto exhaustvely searchthe statespacethatconformsto the specification.This
way, the usercancheckwhetherwhatis allowed by the specificatioris exactly whatis intendedo
beallowed.

Becauseof its exhaustve searchcapability a model checler in generalis very effective at
finding problemshut it is seserelylimited by the“stateexplosion” problem.For mary designsthe
numberof statesto be manipulatedby the modelchecler, the reatable states is unmanageably
large. Consequentlydescriptionghat canbe model-checkd arelimited to relatively small, low-
compleity designs.Therehave beenvariousapproacheto this problemaimedat differentpoints
of the model checkingprocess.Somehave tried to resole the problemby abstaction [?, ?, ?]
whereirrelevantinformationis abstracte@way from the statespaceandconsequentjythenumber
of reachablestatesis reduced. Another approachis symbolicmodelcheding [?, ?, ?] wherea
large numberof statesmay be efficiently representedby a small datastructure,a binary decision
diagram(BDD) [?]. In thisapproachthesmallnes®f the BDD comparedo thelarge setof states
it representss instrumentain reducingmemoryusage.However, this compressiorefficiengy is
highly dependenbn subtlecharacteristicef the systento beverified. In somecasesegxplicit state
enumerationwhich doesnot usethis intermediaterepresentationputperformsthe BDD-based

method[?].
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Figure3.1: A deadstatefor agent

Fortunately both examplespecificationsisedin this thesisdid not causethe “stateexplosion”
problemwith available BDD-basedmodelcheclers. Of these,Cadences SMV [?], worked par
ticularly well andwasusedextensvely with this project. It will take a monitorstyle specification
andanswerqueriesaboutthe implicitly definedstategraph. The deluggingmethodsequirethese
gueriesto bewritten in the branching-timeéemporallogic CTL[?]. It mustbe emphasizedhatthe
specifications written withouttemporallogic suchasLTL or CTL, but the propertiego chek the
specificatiorarewrittenin CTL.

This chaptemwill describethe verificationmethodsdevelopedfor monitorstyle specifications
andthetype of problemsfound for eachmethod.Someweretranslation(from Englishto formal)
errorsdueto misinterpretatiorof the specificationwhich aresignificantbecausehey supportthe
claim that an informal specificationis proneto ambiguity and misunderstandingHowever more
importantly someinherentproblemsin boththe official PCl standarcanda preliminaryversionof
the ltanium™ bus protocolwerediscovered.(Detailsof theseproblemscanbefoundin chapterst
and5 respectiely.) Thesepreviously un-reportedougsandissuedurther stresshe importanceof

usingaformal specificatiorstyleto developandreview aprotocol.

3.2 DeadStateCheck

Deadstatesarisedueto contradictionsn the specification.For example,if onepropertyfor agent

i requiresp to be true in the currentstateand anotherrequires—p to be true in the samestate,
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thereis a deadstate. Defining deadstatesprecisely requiresdefining a few otherconceptdirst.
A transitionin the monitor specificationmachinefrom a stateis saidto be correct for agenti if
themonitorassertcorred; duringthetransition. A monitorstatesis correctly readable if there
existsasequencef agenbutputsthatcauseshemonitorstateto entersfrom theinitial state while
corred; for all i arecontinuouslyassertedi.e. all agentshave obeyed the specificationup until
states). A deadstatefor agenti is a correctlyreachablemonitor statethathasno correctexiting
transitionsfor agenti; for all outgoingtransitionsof the deadstate,corred; is false. Intuitively, a
goodspecificatiorshouldhave no correctlyreachablaleadstatesbecauseahen,all possibleagent
outputsareincorrectaccordingto the specification(Othershave obsenedtheimportanceof dead
stateqg7].)

To ensurghe absencef a deadstatein a monitor specificationa certaincharacteristimeeds
to holdfor all theagentsn the specification:for every statein themonitorwhereno propertiedor
ary agenthave beenbrokensofar, theremustexist atleastonenext statewhereall of theproperties
for theparticularagenthold” This characteristicanbecheclkedeasilyusingaCTL modelchecler
with the formula,for a particularagenti,

—E[(corredp A ... Acorredn) U ((corredp A ... A corredy) A (AX—corred;))]

(“Thereis no pathwhereall the agentshave beencorrectsofar but agenti hasno possiblecorrect
next state”).If thereareary contradictionsn the specificationthe modelchecler for this property
returnsa countergampleindicatinga deadstate.

It mustbe emphasizedhat the conditionalin the formula, “all the agentshave beencorrect
so far”, is essential. A contradictionamongpropertiesis allowed if ary propertieshave been
violated earlierin the executionpath. The absencef contradictionsonly hasto hold for the set
of correctlyreachablestates.It is not necessaryor desirableto guaranteesatisfiabilityfor every
possiblesubsetof properties.(In fact, if this werethe case,the propertieswould be muchmore
complicated andthe easeof writing andreadinga specificationrwould be greatlyreduced.)This
factoris why a reachabilityanalysis(which determineghe correctlyreachablestates)s required,

anda plain-vanilla satisfiabilitycheckis not theright approacHor finding contradictions.
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Thefollowing is anincorrectlogical translationof somePCl requirementsa mistale actually
madeby the author The deadstatecheckfound a deadstatewhich resultedfrom the conflicting
properties,

prev(addressphase — —trdy
prev(trdy) — trdyV (irdy A (sop Vv trdy)) Vv prev(irdy A (sop Vv trdy))
prev(trdy) — (prev(stop) <> stop)

The contradictionis not obvious from the expressionabore but if it is re-writtento obey the
Isolate Current Variables rule from section2.5.2 (seebelow), andthe valuesof the statevari-
ablesin the deadstateare known, it is possibleto seethat thereis no legal next statewhen
prev(address phase\ —irdy Atrdy A —stop) holdsbecause-trdy A (trdyV (sopAirdy)) A —stop
is unsatisfiable.

prev(address phasg¢ — —trdy
prev(—irdy Atrdy) — trdyV (SopAirdy)
prev(trdy A —stop) — —stop

prev(trdy A stop) — stop

Sincethedeadstatecheckreturnghedeadstateas”..., address phase=true irdy = false trdy =
trueg stop = false .., thesevariableassignmentsanbe usedto seewhich propertiesarein effect,
by pluggingthesevaluesinto the left-hand-sideof the implications(the antecedents)n this case,
the first threepropertiesarein effect andtheir consequentform the contradiction. This process
is effective becausehe propertiesollow thelsolateCurrent Variablesrule andthe modelchecler
canfind adeadstateasa counterexampleto theabore CTL formula. Oneadwantagehis checkhas
over theothercheckss its simplicity. No creatvity or expertiseis required;only the CTL formula
givenabose andamodelchecler areneeded.

Thereare a few limitations to this simple check. First, it lacksthe ability to find profound
bugs,andits usefulnesss moreakinto aspellchecler thanafull delugger Specifically thecheck
provedto be moreeffective in catchingerrorsintroducedin the monitorwriting stageratherthan

problemsinherentwith the protocol. Secondalthoughthe checkcanreturna statedescriptionof
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the deadstate, it is unableto pinpoint which propertiesarein conflict. The problemis exacer
batedby the fact that an arbitrary numberof propertiescancontritute to the contradiction. The
searclcompleity for theoffendingpropertieds exponentialin thenumberof activatedproperties.
Third, the checkassumeshatthe interfaceagentsareMoore machines However, this assumption
is reasonablén todays high clock speeddesigns,and Bryant, ChauhanClarke, and Goel have
researchethconsistenciefor combinationaMealy circuits[?].

Anothersimilar checktestsfor underrestrictionin the specificationlt is reasonabléo assume
thatin all statesatleastonepropertyis in effect. Thechecksearchesor correctlyreachablestates
whereall possibleoutputsfor agenti are correctaccordingto the monitor The monitor canbe
checledfor thispropertywith theCTL formula,—E[(corredo A correds A... Acorred,) U ((corredo A
...Acorredy) A (AXcorred;))] (“Thereis no scenariovhereall the agentshave beencorrectsofar
andall possiblenext statesfor agenti are correct”). Although this checkturnedup no bugsin
the PCI monitor specificationijt is still a worthwhile check. Like the deadstatecheck,this check

requiresno creatvity or extrawork.

3.3 Characteristic Check

A more powerful delugging methodis checkingfor specificproperties,or characteristicsin the
specification.Thesecharacteristicare CTL statementsboutagentevents. If the specificationis
too constricting,certainagentactionswhich areintendedo be possiblewill not be allowedby the
specificatior(over-restrictior). Thus,CTL statement§thecharacteristicsjanbewrittento model-
checkthat the expectedagentactionsare allowed to happenwithin the statespacedeemedegal
by the specification.With this check,characteristicsuchas“data canbe transferredn a retried
transaction’and“an obserer countercanreachahighvalue” arechecledagainsthespecification,
whichis themodelthatthe modelchecler is checkingin this case.
Thecharacteristicsanalsocheckfor underrestrictionandincompletenessf thespecification.

If the specificationis “too loose”, actionsthat are intendedto be illegal may be deemedegal



CHAPTER3. VERIFYING A SPECIFICAION 37

Must Imply
Specification -

Desirable

High-Level

Characteristics

previous(frame) IMPLIES (frame | irdy) CTL, LTL
"The bus must eventually reset"
"Signaling definitions must be disjoin
With the characteristiceheck,rich propertiesaboutthe protocolcanbe guaranteed.

Figure3.2: The Characteristic€heck

by the specification. Thus, characteristicsuch as “data transferdoesnot immediatelyhappen
during a masterabortedtermination” or “data cannotbe transferredn a disconnectwithoutdata
termination”checkthatthe specificatiordoesnot allow these'bad” events.Again, with themodel
checkingframework, the specificationis the modelandthe characteristicare usedto checkthe
model.

With a CTL basedmodelchecler, the characteristiceanbe checled againstthe specification
propertiesn thefollowing form. If C is the characteristi¢do be checlked andcorred; is truewhen
all propertiespecifyingagent aretrue,thenthe CTL checkingexpressions:

—E[(corredg A ... Acorred,) U ((corredg A ... Acorredn) A (—C))]

(“Thereis no scenariovhereall theagentshave beencorrectsofar but, in thecurrentstate charac-
teristicC doesnothold”) If this CTL formulais violated,the modelchecler returnsa countera-
ampleindicatinghow the specificatiordoesnot obey the characteristic.

This delugging methodfurthersthe casefor formally specifyingprotocolsbecausét found
severalbugsin theofficial PCI protocolstandardandissuesn a preliminaryversionof the Intel®
Itanium™busprotocol.In thisway; it is morepowerful thanthe deadstatecheckwhich only found
superficialproblemswith the specification.Also, althoughthe specificatiorpropertiesaresimple,

boundedJineartime propertiesthe cheking characteristicare more comple, unboundedCTL



CHAPTER3. VERIFYING A SPECIFICAION 38

formulas.Thisallowsthe specificationto be synthesizablandyetguaranteerich properties(Fig-
ure 3.2). Thus,this methodis oneway to expressandspecifyrich propertieswithout resortingto
comple andcumbersomeonstructsln fact, aslong asthe agentoutputscomply with the proto-
col propertiesthesechecksguarante¢hatthe outputsalsocomplywith higherlevel characteristics
(that aretrue of the specification)suchas“datais eventuallytransferred”or “an agentcanonly
signala singleterminationmodeat onetime”.

Onedravbackof this characteristicheckingis thatausermustcomeup with thecharacteristic
statementbecausdhey cannotbe automaticallydeducedrom the specification.It is alsosubject
to falseerrorreportswhenthe characteristicthemselesareincorrect. However, from the experi-
enceof verifying two protocols,it canbe surmisedhatmary of thesecharacteristicearecommon
amongmultiple interfaceprotocolsandthuscanbe reused Consequentlythe effort in developing
effective,incisive, andcorrectcharacteristicto find problemsn thespecificationcanbeamortized
over anumberof interfacespecifications.

Examplecharacteristicendthe protocolbugsfoundwith themcanbefoundin chapterst and

3.4 Generator-BasedCheck

Using a constraintsolver, a genertor can be createdfrom a specification. This generatomwill

outputcorrectsignalson every cycle by solving the propertiesin the specification. (The details
of this generatiorschemecanbe foundin chapter6.) If several generatorsrepresentinghe dif-

ferentagentsin the specification,are hoolked up together they will interactusingthe specified
protocol. This way, exampletracesof the protocol can be producedwithout the needto design
statemadines Waveformslike thosethat illustrate English protocol specificationgFigure 3.3)
canbe automaticallygeneratedrom the specification.Not only is this usefulfor visualizationof
the specificationput by manuallyscanninghroughthetraces problemswith the specificatiorcan

befound. In fact, several seriousproblemswerefoundwith the PCl specificatiorthathadescaped
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the two model-checkindpasedmethoddistedabore. This factis antestamento the adwvantageof
this method;a userdoesnot have to dreamup variousillegal behaior thatthe specificatiormay
allow becaus¢he generatorsvill autonomoushexhibit the behaior duringa simulationrun. The
creatvity requirements amajorhindrancan modelchecler basedechniquessit is very difficult
to comeup with anexhaustve list of “bad” scenariogo checkfor.

For the PCl specificationjt wasfoundthatthis generatobasedechniqueas usefulfor finding
missingproperties.The following bug in the specificatiorwasdiscoreredby simulatingtwo PCI
generatoragainsteachother In a nutshell,a signalthat shouldbe kept steadyduringa commu-
nicationhandsha& wasallowedto changevaluesrepeatedhjpeforethe handsha& wascompleted.
Specifically while the signalframewasheld true andthe reciprocalagent(the target) hadnt re-
spondedthesignalirdy wasbouncingoackandforth betweertrueandfalse.A correctspecification
would not allow this andforceirdy to be stableuntil thereciprocalagentrespondsbut therewasa
missingcasen the specification Fortunately this problemwaseasilyfixedby addinga new prop-
erty that coveredthe “hole” in the description. Model checkingtechniquesdid not find this bug
becausdt did not occurto the authorto checkfor this particularscenario.This simulation-based
techniqueproved adeptat demonstratingvhat anincompletespecificationwould allow for agent

beh&ior.

3.5 VacuousProperty

Anothercheckthatcanbedonewith very little effort is the VacuousPropertycheck.With thistest,
a modelchecler is usedto verify thatwithin the correctly reachablestatespace the antecedents
of all the propertieswill eachbecometrue at somepoint during execution. If thereis a property
wherethe antecedenis alwaysfalse,the propertyis never “fired” andis thereforevacuous.Since
it is meaningles$o have apropertythatis neverin force,it canbe safelyassumedhatthe property
is not statedcorrectlyandrequiresmodification. As with the deadstatecheck,this methodis an

excellent“spell checler” anda few minor errorswerediscoreredwith this check.
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3.6 The Receptvenessroof

3.6.1 Intr oduction

In this section,it is demonstratetiow theimplementabilityanda strongermproperty receptiveness
canbe provedfor specification.This proofis powerful for a numberof practicalreasonsBecause
thereis no explicit statemachinerepresentatiomnf the specification;t is unclear at first glance,
whetherthe collection of propertiesamountto a reasonablestatemachine. In the worst case,
only a statemachinethat doesnothing may satisfy all the properties. Or, perhaps,only some
of the behaior modescan be implementedas a statemachine,and the other modesdescribed
by the propertiescan not be, in which case,the specificationpurportsto have flexibility that it
doesnotreally have. This theoremguaranteethatall the choicesofferedby the specificationcan
actuallybe designednto a statemaching(receptveness) Furthermorethetheoremguaranteean
implementatiorthatwill behae correctlyno matterwhattheenvironmentdoesaslong asthelatter
obserestheinterfacespecification(implementability). This guaranteds particularlyimportantfor
standardnterfaceswhereimplementationsare createdindependenthyby different partiesandare
expectedo beintegratedseamlessly

Becaus®f thetheorem|t is easyto checkwhethera specificatioris implementablendrecep-
tive; the specificatiorpropertieamustbe separabldasdefinedin section2.5.1)andtheremustbe
no deadstates(asdefinedin section3.2) in the specification.The proof of this will be described
in the following sections.Thefirst section,"Setupfor the Proof’, definestheassumptionandthe
vocalulary. The next sectionwill statethe theorem the corollaries,the proof sketch,anda more

precisedefinitionof receptveness.

3.6.2 Setupfor the Proof

First, it is notedthata specificatiormonitoris a Mealy madine A Mealy machinehasits inputs

and its outputson its edges;the outputsare not associatedvith a stateaswith Moore machines.



CHAPTER3. VERIFYING A SPECIFICAION 42

00, 01, 02, 03
correctO, ..., correct3

The monitor is a Mealy

machine with OO, ..., O3

as inputs and the correct signals
as outputs.

Figure3.4: A Mealy Machine

A monitoris a Mealy machinebecausen orderto determinethe outputcorred; values,a combi-
nationalfunction on its inputs, which arethe obsered agentoutputsignals,is sufiicient (Figure
2.2,3.4). Therefore oncethe agentshave settheir outputsfor a particularcycle, the monitorcan
instantaneouslgeterminevhetherthe outputsarecorrector not.

Second,one canview the systemof agentsas “one agent(the agentof interest)andits en-
vironment(the otheragents}. Using the samemonitor, we now have outputscorredye for the
formeranda corredgn, for thelatter; corredye canbea particularcorred; andcorredgn, would
bealogical conjunctionof corred; for i # j (Figure3.4). This particularsetupcanbeviewedasa
gamebetweerthe agentof interest,Me, andthe ervironment,Ernv. Me andEnv outputsignalsin
alocked synchroy anddo not alternatedriving an output. As soonasEnv breaksa specification
rule (corredgn, becomedalse),Me has“won” andthe monitor's corredye valuewill remaintrue
regardlesof Me's outputs.Thisis areasonableestrictionbecaus@anagentshouldnot berequired
to upholdthe specificationif the ervironmenthasfed it illegal inputs. It will be proven that if
two requirementsold for the specificatiornf the system|t is guaranteethata Moore machineK
exists whereno matterwhat the environmentoutputsto it, K will always outputsignalsthat will
keepcorredye true;therefore K implementshespecification With suchaK, theervironmentwill
never beableto forceK to outputanillegal sequence.

Thefirst of thetwo requirementss thatthereare no deadstateqsection3.2) for agentMe in

themonitor. For every correctlyreachablestateof the monitor, thereis atleastonetransitionout of
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Figure3.5: OneAgentandthe Environment

thatstatewith thecorredye ontheedgeastrue. Thesecondequiremenbnthespecificatiormon-
itor, the outputseparabilityrule (section2.5.1),is restatechereas‘“the functionwhich determines
corred; mustonly beafunctionof the currentstateof the monitor machineandthe currentoutput
of agent, andnotthecurrentoutputsof anyotheragent” Theoutputvaluesof theotheragentsare
usedto determinethe next stateof the monitor machinebut not the value of corred;. With these

two requirementsieceptvenessandimplementabilitycanbe shavn.

3.6.3 Theoremand Corollaries

Theorem 1 If a Mealy madine monitor M, which obeys the following requirrmentsexistsfor
somespecificationthena Moore madineimplementatiorfor a singleagent, Me, is guaranteedo
exist. Therestrictionsare,

1. Themonitormustnot haveany deadstatesfor agentMe.
2. Themonitormustobservethe outputsepaability rule.
Andit is assumedhat oncethe ervironmentreahesthe specificationcorredy, is infinitely true.

Proof Sketch: Thetheoremis proved by constructinghe Moore machineimplementatiorof
Me. Thefollowing is anoutline of the constructionalgorithm,andthe full proof canbefoundin

AppendixA.
1. Startwith theinitial state.

2. To determineanoutputfor this state anoutputvectorthatsatisfiexorredy is picked (from
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potentiallymary choicesyegardlesf its currentinputs. This is possiblebecauseorredye
is afunctionof thecurrentstateandoutputsof Me only; Me's currentinputscannotaffectthe
correctnes®f its currentoutputs(restriction2). Furthermorethe existenceof at leastone

outputvectorthatsatisfiescorredye is guaranteedrestrictionl).

3. A next stateis definedby the outputchosenin the previous stepandaninput vector A set
of next stateds definedby consideringall possibleinput vectors.For all the statesn this set

which have yetto bevisited, repeatstep2.

Inter esting Note Although the statesin this constructedmplementatiorhase an one-to-one
correspondenct the statesin the monitor, this neednot be true for animplementatiorto satisfy
the specification. In fact, in mostimplementationstherewill be several implementationstates
which correspondo a single monitor state. Namely an agentmay causethe monitor machineto
visit a statetwice but the internalstatein the agentmachineis differentfor thetwo cases.Thisis
why a monitorcannotbe usedto quantify simulationcoveragepreciselyalthoughit canbeusedas
an approximation.A visited statedin the monitor doesnot indicatethat testingdoesnot have to
cover this stateagain.

If oneviews this systemonceagainasa multiple agentmodel(Figure2.1) asopposedo one
agentandanernvironment,aninterestingcorollary canbe deducedrom Theoreml. Thefollowing
guaranteethattheentire interfacesystentanbeimplementedaslong ascertainassumptionsold.
This is in comparisorto Theoreml which only guaranteesnimplementatiorfor oneagentand
doesnotreasoraboutthe otheragents.

Corollary 1: A Setof Implementations Exist for a Specificationlf a Mealymadinemonitor
M, which obgysthefollowing restrictionexistsfor somespecificationthena setof Moore madines
which implementhe specificationis guaranteedto exist. Therestrictionsare,

1. Themonitorhasno deadstatesfor all agentsin the specification.

2. Themonitorobserveshe outputsepaability rule.
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An implementation can always choose the left branch in theCOf}QQ\P”eCt
specification to avoid the dead state. Receptiveness no ;
disallows such illusory freedom in the specification.

Figure3.6: How evenwith deadstatesanimplementatiorcanexist

Proof Sketch Apply theoreml to eachagentin the specificatiorandthe theoremguarantees
a correctimplementatiorfor every agent. Sincethe theoremguaranteespecificationcompliance
independenbf the inputsto the agent(assumptior?), the agentscan be implementedndepen-
dently Furthermore,Theoreml guaranteesheir correctnessvhen composedogether;because
an ervironmentcannever trick an agentinto erroneousehaior, composingthe agents(i.e. the
otheragentsform the environment)cannotlead ary agentto violate the specification. Note that
the outputseparabilityrequirements sostrongthat“assume-guarantee&asonings not required.
Onedoesnot have to assumehattherestof theagentsarecorrect;a particularagentis guaranteed
to becorrectirrespectie of the correctnessf theotheragents.

ReceptvenessA monitorspecificatioris definedo bereceptivd ?] if for every correctlyreach-
ablestatein the monitor, thereexist agentimplementationswhenconnectedo eachotherandto
the monitor, can causethe monitor to reachthat state! Receptvenessensureghat thereis no
illusory freedomin the specification.Thefollowing is anexampleof illusory or vacuousreedom.

prev(a) — oup V outy

prev(out;) — —C

prev(out;) — C
oup andout; areoutputsof oneagentandsothe agentcanalwayschoosdo asserout insteadof
ou; to avoid theinevitable error statecausedy assertingout; (becausef the lasttwo properties
which causea contradictionon signal c in the next state). Thus, even with a deadstatein the

specification,there exists an implementation;this exampleillustrateshow the absenceof dead

1Ed Clarke hasalsorecognizedherelevanceof receptvenesgo bus specificationsbut proposesisingmodelcheckingalgorithms
thatcancheckthe propertydirectly.
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statesis not a necessarybut a suficient) conditionfor Theoreml. Receptenesss a tougher
conditionto satisfy than implementability and ensureghat thereis no illusory freedomin the
specificationsuchas*®V ou;” in thefirst property Every correctly reachablestatemusthave a
correctnext statein orderfor receptvenesdo hold for a specification.

Corollary 2 : ReceptivenessA specificationis receptive(i.e. for every correctly reacdhable
statein the monitor there existsa setof agentimplementationshat can take the monitor to that
statewith correctoutputs)if

1. Themonitordoesnot haveany deadstatesfor all agentsin the specification.
2. Themonitorobserveshe outputsepanbility rule.

Proof Sketch: States is a correctly reachablemonitor stateand the sequencef correct
agenti outputs{O},0},...,O.} which leadto states is known for Vi in Agents. Thus, we have
{0§,09,...,00}, {0},04,...,0L}, ..., {OF, O, ...,0M} which togethereadthe monitorto states.
Agentscan be individually constructedso that they eachoutputtheir respectte sequencefom
above. Therefore thereexists a setof agentghat cantake the monitorto states; it remainsto be
shavn thattheseagentamplementthe specificationnamely thattheir outputskeepthe corred;’s
true. Up till states, it is obvious thatthe agentsare correctimplementation®ecausehe output
sequencewerechoseralongtheedgesvhereall corred;’ saretrue. Suchasequencexistsbecause
s is correctly reachable.As for after states, thereexists a next states suchthat the transition
from sto S is correct becausehe monitoris dead-statdree for all agents(assumptioril). The
outputsalongthistransitioncanbeusedfor theagenimplementationsinductiely, it canbeshavn
that at eachstep,a correctoutputcanbe independentlychoserfor all agentsbecausef the two
assumptionsTherefore agentghatimplementthe specificatiorandtake the monitorto states can

becreatedor ary correctlyreachablestates; the specifications receptve.



Chapter 4

PCI Results

4.1 The PCI Protocol

Insidemillions of personatomputersthe PClbusprotocolis beingusedfor communicatingideo,
graphics,and networking datato the processor The protocolis usedto interconneciperipheral
add-inboardssuchasaudiocardsandgraphiccards,andcontrollercomponentsuchasLAN and
SCSilcontrollers,with the processor/memorgystem.Thereareseveral configurationgor the bus
architecture:32-bit or 64-bit address/datpathat 33MHz, or 32-bit or 64-bit address/datpath
at 66Mhz. Thereare49 signalsfor the masterand47 signalsfor the target. The PCI Local Bus
SpecificationRev 2.2 (calledthe “Official PCI Specification’from now on), includesthe protocol,
electrical, mechanical and configurationspecification,but the formal specificationwritten here

coversmainly the protocoldefinitions.

4.2 Formal Specificationof the PCI Protocol

Theformal specificationcoversthe core protocoldescribedrom section3.1 to section3.6 of the

Official PCI Specification.Therefore bus bridgesand 64 bit extensionsarenot covered. A large

OThis chapteris basedon materialfirst publishedin Proceedingf the Third International Confeenceof Formal
Methodsin ComputerAidedDesign(FMCAD 00),2000[?].

47
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frame master Assertionindicatesthe beginning of a transaction. Deassertion
indicatesthatthe upcomingdataphasds thefinal one.
irdy master Assertionindicatesthatthe mastelis readyto receve/senddata.
devsel tamget Usedby atamgetto claim the transactioninitiated by a master
If the addresgequestedy the currentmasterfalls in the range
of the tamget’s addressthe tamget mustrespondoy assertinghis
signal.
trdy tamget Assertionindicateshatthetamgetis readyto receve/senddata.
sop tamget Assertionindicatesthat the target cannotcompletethe transac-
tion.

Table4.1: The Control Signalsin PCI

subsebf the49requiredsignalswerechosenandtheir behaior is specified.Therequiredsignals
breakdown into the following cateyories: 6 arecontrol signals,37 areaddressanddatasignals,2

arefor errorreporting,2 arefor busarbitration(andthusareonly neededor masters)andthereis

oneclock pin andoneresetpin. For theformal specificationall of the control signals,arbitration
signals,clock, andresetarefully specified.The corecontrolsignalsandtheir rolesaredescribed
in Table4.1. Theerrorreportingsignals,PERR#and SERR#,andthe parity signal, PAR, arenot

includedin the specificationalthoughaddingthemis not very difficult. As for the addressand

datasignals,they too arespecifiedalthoughthey arerepresenteth anabstracform to reducethe

compl«ity (i.e. thenumberof signals)of the specificatiorfor bothmodelcheckingandreadability
purposes.

The resultingspecificationconsistsof 83 rulesand 14 small statemachineq7 countersand
7 set-resetmachines,seeFigure 4.1). For illustration, Figure 4.2 exhibits propertiesfrom the
specification;note the previousimplies currert form and how the consequents an expression
purely of outputvariablesfor agenti.

Thedescriptiorfile has280linesexcludingcommentsandthesecorrespondo 70 pagesn the
Official PCI Specificatiorunderscoringhe concisenessf formal specificationsAlso, becausef
the high readabilityandre-usabilityof this specificationimportantadvantage®f this specification
methodologyit hasbeenusedby several groupsin their respectie projects: Clarke et al. [?],

Govindarajuetal. [?], andAloul etal. [?]. Thespecificatiorwasoriginally writtenin a SMV-like
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Only two typesof statemachinesare neededo specifythe PCI protocol: a set-resef{left) anda
counter(right).

Figure4.1: Two statemachinetypes

languagebut waslatertranslatedisinga compilerbasedool into anexecutableandsynthesizable
Verilog description.

This specificationwasfully deluggedusingthe differentchecksandsereralinterestingbugs,
describedn thefollowing sectionwerefoundwith theprotocol. Currently thereareno deadstates
in the specification,and all of the 114 characteristicehecled do hold for the description. The
modelcheckingof the specificatiorwas doneusing CadenceSMV [?] on a PentiumPro system
with 128MB of memorywhereall the modelcheckingrunstook lessthan5 minutes. Becauseof
the limited complity of aninterfaceprotocol,modelcheckingproved to be relatively effortless

for the specification.

4.3 Formal Verification of the PCI Protocoland the BugsFound

4.3.1 DeadStateCheck

As explainedin section3.2,the deadstatecheckis moreeffective in catchingerrorsintroducedn
the monitorwriting stageratherthanseriousproblemsin the protocolitself. Specifically thedead
statecheckpinpointedtypographicakrrorsby the monitor specificationwriter, misinterpretations

by the monitorwriter dueto theambiguousvordingin the protocoltext, andexceptionsto general
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/* These are properties for agent i on the bus. */

/* If i is the target and has asserted trdy but the data phase has not
* completed yet, then in the next cycle, i must keep trdy asserted by
* driving the trdy bus (trdy_e = 1) and by outputting the
* ‘‘asserted’’ value (trdy_o = 1). x/

previous((target_is = i) & trdy_e & trdy_o & !dphase_done)
-> trdy_e & trdy_o

/* If i is the master, then it must deassert irdy on the clock
following the completion of the final data phase. Deassertion of
irdy can either be done by not driving the irdy bus (irdy_e = 0) or
by driving the bus in the deasserted state (irdy_e = 1 & irdy_o =
0) */

* ¥ ¥ *

previous((master_is = i) & final_dphase_done)
-> lirdy_e | (irdy_e & !irdy_o)

Figure4.2: Propertiesrom the formal PCl specification

rulesnot mentionedoy the official specification Becausehis checkprovedto be effective in find-
ing the exactintent of the requirementit provedindispensabléor makingthe constraintgrecise.
Four bugsin the formal specificatiorwhich weredueto misinterpretatiorof aguablyambiguous
wording in the official documentatiorwere found by deadstatechecking. Furthermorethe test
aidsthespecificatiorwriter in realizingthe boundarycasedor generarulesby demonstratindnow
acontradictioncanoccurin specialcasesThus,the deadstatecheckhelpsthe specificationwriter
identify exceptionsto thetoo generally-statedules,which are not mentionedy the official docu-
ment Thedeadstatecheckdiscoreredsix suchcasesavherethe monitorwriter neededo refinethe
constraintgo accountor the specialcasesFor example,section3.2.40f the specificatiorsaysthe
wire irdy mustnotbedrivenduringtheaddresphaseof thetransactionThe specificatiomeglects
to mentionthat the rule doesnot have to hold whenthe addresgpphasemarksthe beginning of a

back-to-backransactionwhere,in this case the irdy wire doesneedto be driven). Becauseof
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this incorrect“blanket statementrule, a contradictionexistedfor the addresphaseof a back-to-
backtransactior(“shouldtheirdy wire bedrivenor notdriven?”),andthis problemwasdiscovered
automaticallyby the deadstatecheck.

Anotherclassof problemsfound by the deadstatecheckconsistsof ambiguouslywordedre-
guirementswhich are misinterpretedy the formal specificationwriter andthus contradictother
requirementsn the specification. The following exampleis from section3.3.3.1: “IRDY# must
remainassertedor atleastoneclock after FRAME# is de-assertedivhich seeminglytranslatego
the property

1. prev(prev(framé) A prev(—frame — irdy
However, in section3.3.3.2.1jt is statedthat“the mastemustde-assertRDY# the clock afterthe
completionof the lastdataphasé.

last data_phase= —frameA irdy A (trdy Vv stop)

prev(last data phasg — —irdy

= 2. prev(—frameA irdy A (trdyV stop)) — —irdy
The conjunctionof propertiesl and 2 causesa conflicting requirementon irdy in the correctly
reachablestatewherebothantecedentaretrue: prev(—framenirdyA (trdyV stop) A prev(framg).
In the next state thefirst propertystateghatirdy mustbetrue andthe secondjrdy mustbefalse.
It was concludedfrom guessingat the intention of the requirementhat the first rule was misin-
terpretedand the correctinterpretationof it is prev(frame — irdy Vv framewhich admittedlyis

puzzlingbecausehis propertydoesnt requirethe “one clock after” partof the requirement.

4.3.2 Characteristic Check

After the deadstatecheck,the characteristicheckwasusedto further solidify the specification.
114characteristicaerewrittenin CTL andchecledagainstheproperties-basedCl specification.
This checkingmethodfound sixteenbugsin the monitor which resultedfrom errorsin the formal
specificationwriting processput moreimportantly sevenbugsin the official standardverefound

by this method.For finding actualproblemsn the official specificationthis testprovedto bemore
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Figure4.3: A non-ldleState

effective thanthe simple deadstatecheck. Here are somecharacteristicshat exposedproblems
in the official specification.Theseor similar characteristicare probablyapplicablefor protocols
otherthanPClandareconsideredjenerakystempropertiegshatshouldbe checledfor.

1. SystemMust Inevitably Return to the Idle Statelt is reasonabléo assumehatthesystem
shouldalwaysbeableto resetinto theidle state;if thereareary deadlockstateswhich forbid this
from happeningcheckingfor this characteristicshouldfind sucha problem. However, it is the
strongerproperty “the systemmustalwaysinevitably resetandgo backto theidle state” which
foundproblemsn the PCl protocol.In CTL, thecharacteristidor the specificatioris expresseds,

—EG((corredp A ... Acorredy) A —idle)

whereidle = -irdy A ~frame
“Thereis no pathwherethe systemcan continuouslyobey the specificationand stayin the non-
idle stateforever” In otherwords,the specificatiormustalwaysforcetheinterfaceto resetto idle
eventually This characteristithasto hold for the PCI protocolbecausenly whenthe busis idle,
cananew agentstartatransactionlf thebusis neveridle becaus®neagentis constantlydriving
it, this agenthaseffectively takenover the bus never allowing otheragentgo useit. To avoid such
a situation, the specificationmustforce an agentto eventually relinquishthe useof the bus asa
masterandlet the bus statebeidle.

Therearethreewaysthe currentPCl protocolallows anagentto remainin anon-idlestateand
not relinquishthe bus. Essentiallyin all threecasesframeis deasserte@hile irdy is assertedy
the agent(Figure4.3). An agentcankeepthe busin this statebecaus®f the following. Thereis
atimer counterwhich countsthe numberof cyclesframehasbeenassertedndwhenit exceedsa
presetvalue,the specificationrequiresthe agentto deasserframe Thus,the protocolintendsto

limit oneagents useof thebusby observinghe assertiorof frame The protocols shortcomings
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in not recognizingthatin anirdy A ~framestate,—~framekeepsthe timer counterdeactvated but

irdy keepsthebusnon-idle.

1. Fromanidle state the protocolallows anagentto asserirdy andremainin this non-idle-lus

state(irdy A —-frame forever. (Figure4.3)

2. During the dataphaseof a single dataphasetransaction frameis deassertedndirdy is
asserted.If atarget doesnt respondwith a trdy or a stop, the mastercanremainin this

non-idle-lus stateforever.

3. Duringthelastdataphaseof atransactionframeis deassertedndirdy is assertedlf atarget
doesnt respondwith a final trdy or a gop, the agentcanremainin this non-idle-lus state

forever.

2. Definitions are Disjoint Protocolsallow agentgto terminatetransactionsvithout success-
fully completingthem. Usually there are several different typesof terminationsand an agent
assertandde-assertglifferentbus signalsto indicatewhich terminationtypeit is executing. For
example,in PCI,oneterminationtype,target abortis definedastarget abort= —~devselA sop and
anothertype, aretry asretry = ssop A —trdy A initial_data phasein section3.3.3.20f the Official
PCI Specification.Theotheragentinvolvedin thetransactionnamelythe mastermgentmustreact
differently to eachtarget terminationtype (Table 4.2), andso the ability to identify a termination
type uniquelyfrom the signalsof the terminatingagentis important. We cancheckwhetherthese

terminationsaredistinctby checkingthatwithin the correctlyreachablespace,

—(target.abortA retry)

is true.“Thereis never astatewherethe specificatiorholdsandtarget abortandretry aresignaled
simultaneously”.This checkpinpointsa correctlyreachablestatewhere—trdy A sop A —devselA
initial_data_phaseis true andthesesignal valuesare consistenwith eitherretry or target abort

Therefore the protocolallows an agentto signalboth terminationtypessimultaneously This is
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Type Tarmget Master

“Terminationis requestedbefore
any datais transferredbecausg “Must unconditionallyre-
Retry thetamgetis busy andtemporar | peat the same request
ily unableto procesghetransac-| (section3.3.3.2.2)”

tion (3.3.3.2)"

“Terminationis requestedafter

datawastransferrecbecause¢he

talget is temporarily unable to

continue. Datais transferrecon

thedataphasevhereDisconnect
is signaled.(3.3.3.2)"

“Not required to repeat
the transaction (section
3.3.3.2.2)

DisconnecWith Data

“Terminationis requestedafter

datawastransferreecausd¢he

tamget is temporarily unable to

continue.Datais nottransferred
onthedataphasenvhereDiscon-
nectis signaled.(3.3.3.2)”

“Not required to repeat
the transaction (section
3.3.3.2.2)"

DisconnecwWithout Data

“An abnormal termination re-
guestedbecausehe tamget will
never beableto completethere-
quest.(3.3.3.2)"

“Does not want the mas-
ter to repeatthe request
again.(3.3.3.2.1)"

Target-Abort

Table4.2: TamgetInitiated TerminationTypes

a problembecausea retry requiresthe masterto repeatthe transactiorwhile target.abort forbids
it. In fact, with retry, thetargetis signalingthatit is busy andtempoarily unableto procesghe
transactiorwhile with target abort, thetargetis signalingthatthetransactiorcausesfatalerrorin
thetamet. Thesetwo arevery differentscenariosandthis protocolbug allows the tamgetto signal
both simultaneouslylf the PCI protocolhadbeenoriginally written in a formal form andverified
for this characteristicthis ambiguity in the protocol could easily have beenfound andresohed
beforethe protocolbecamea public standard.

3. Termination TypesShould Not ChangeDuring a Single Transaction Thethird character
istic checkswhetherterminationtypescanchangeduring onetransaction.For example,it checks

whetheran agentcansignalatarget abort in oneclock cycle andthenaretry in the next clock
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cycle beforethetransactiorends.Checkingthe property
—((corredg A ... A corredn) Atarget abortA EX((corredp A ... A corredy) Aretry))

(“thereis nocorrectlyreachabletatewhereatargetaborthasbeensignaledandimmediatelyafter
wards,retry is signaled”)revealsthatthe PCI protocoldoesallow this. Again, this is problematic
becausehe two terminationtypessignal very differenttamget scenariosand expectedmasterre-
sponsesThis un-intendedscenariaccanhappenwith any combinationof targetterminationmodes.
The problemspecificallyis the ambiguityin how, for example,the masteragentshouldbe imple-
mentedto reactto a target which signalsa target abort (target will not be sendingdata)andthen

immediatelysignalsa disconnectvith data (targetwill be sendingdata).



Chapter 5

ltanium Results

The Intel® Itanium™ ProcessoBus Protocolis usedfor all bus architecturesenteredaround
the Itanium™ microprocessorThe bus canconnectmultiple processorsmemorycontrollers,l/O
bridges,andcustomattachmentsandhassereralinterestingfeaturedor efficient databus utiliza-
tion. Pipelininganddeferredransactiorcapabilitieshave beendesignednto the protocolin order
to maximizethe available bus bandwidth. By pipelining, idling of bus wires canbe avoided so
all the wires areactively communicatingnformationfor differenttransactionsat all times. With
deferredtransactiorcompletion,if the responseagent(i.e. thetamget or the slave) is not readyto
sendthe requestedlata, the completionof the transactioncanbe deferredso that anothertrans-
actioncanusethe databus. Theseadwancedfeaturesncreasehe performanceof the bus, but at
the sametime, they make the problemof formally specifyingandthenverifying the protocolmore
challenging.Along with its wide-spreadise this challengds preciselywhy this protocolwascho-
senasthe secondexamplein this thesiswork. After developingthe specificationstyle with PCI,
the ltanium™ bus protocolwasspecifiedo shav thatthegeneralizednethodologycanbe applied

to moreadwancedous protocols.Despitetheaddedcompleity of pipelining,the expressienessof

OThis chapteris basedon materialfirst publishedin the Proceeding®f the 11th AdvancedReseath Working Con-
ferenceon CorrectHardware Designand \erificationMethod CHARME 01),2001[?].
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thestyle provedto notbea problem,andthe protocolwasspecifiedn the monitorstyle usingmul-
tiple compactpropertiesandsmall,standardstatemachinesin fact,the properties-baseapproach
handlesipeliningwith avery elegantsolution. The addedcompl«ity wasalsonot a problemfor
modelchecler performanceandthe verification methodsdevelopedwith PCI worked well with
this protocoltoo. In total, the time to write andverify the specificationonly took 2 man-months,
which, again,attestdo the easeof developinga specificatiorusingthe methodology

Additionally, this work with the bus is significantbecausat demonstratefiow writing and
checkingthe stylized specificatiorrevealsinterestingissuesduring the developmentof the proto-
col. This projectwasdoneprior to the official releaseof the protocol,andthe discoveredissues
wereprofoundenoughthatthe protocoldesignerse-designedhe protocolto correcttheseissues
beforethe release. The issuesrangedfrom deadlockingof the bus to inadwertently misseddata
phases.This methodologys ability to verify a protocol beforeary implementationsare built is

very valuablein this sense.

5.1 Specification

A coresubsedf the Itanium™ Processobus protocolwasspecifiedithe requesphasethe snoop
phasetheresponsehasethe dataphase andthe deferredphaseareall covered,but, for exam-
ple, the arbitrationphaseis not. Higherlevel characteristicef deferredtransactionssuchasthe
assurancef completion,arenot specifiedor checled becaus¢hey areprobablybettertreatedn a
differentspecification.

The specificationfor the core subsetof the protocol consistsof 46 independentonstraints
which canbe replicatedeighttimesfor the pipeline depthof eight. To minimize modelchecking
complicationsa pipelinedepthof two wasusedfor dehuggingthe specification.The description
file for a pipeline depthof two, written in CadenceSMV [7)], is 650 lines long, excluding the
variabledeclarationsThe formal specificatiorwasformally verified usingmodel-checkindbased

techniquesthe currentspecificationhasno deadstatesandall characteristicehecled for, hold.
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Arbitrate | Request Error | Snoop | Responseé Data
read or trdy
write asserted
write >
N | trdy_happened—=

\

" Set-Reset State VariabJé(s

- |
Time
Thepipelinestageof the protocolandthe statevariablesfor the examplerule

Figure5.1: Thepipelineandstatevariables

Model checkingwasdoneusingCadencesMV [?] andall characteristiceheckswerecompleted
within two minuteson a PentiumPro systemwith 128Mbof memory

Thefollowing sectionsllustratehow thethe specificatiorstyle specifiesadvancedeatureghat
were not part of the simpler PCI protocol. Thereis a descriptionof pipeline specification,the

treatmenbf the protocols time-unboundedules,andanexplanationof areactiontiming issue.

5.1.1 Pipelining

The protocolhassix phases.Transactionsnustgo throughthe arbitrationphase requestphase,
error phase snoopphaseresponsghase anddataphase.The type of transactionwhetherit is a
write or aread,is determinediuringtherequesphase An importantsignalingevent,theassertion
of trdy, happenguringthe responsehase.Thus,the examplerule, “trdy mustbe assertedor a
write transactiori, requireshetransactiortype (write) to be storedfrom therequesphaseuntil the
respons@haseAlso, the endof theresponsg@hasds definedby theassertiorof rsandsotherule
requiresthattrdy be assertedbeforers.

Consequentlyto specifythe property two auxiliary variablesare sufficient. First, thereis a
historyvariablewrite whichbecomedrueduringtherequesphasdf thetransactions awrite, and

staystrue until thetransactions completed.Theseconchistoryvariable trdy_happened becomes
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truewhentrdy is asserte@ndstaystruefor the durationof thetransactior(Figure5.1).
Usingthesevariablesthe propertybecomes;if atransactioris awrite, thenif trdy assertion

hasnt happeneget,rs cannotbeassertedi.e. theresponsg@hasecant complete}.

prev(write A —trdy_happened — —rs

For easeof understandingthe above propertyis for a singletransaction.For a pipelinedversion,
while transactioni is in theresponsg@hasdor example,transactioni — 1 canbeprocessedoncur

rently, sayin its requesphase.Thus,thereneedto be multiple write variablesandtrdy_happened
variablesfor eachoutstandingransactionFigure5.2). Assumethatthereis a mechanismto tag
eachtransactiorwith anID number This samenumbercanbe usedasa subscripton the history
variabledo createseparat@ariablesor eachtransactionThus,thehistoryvariablesbecomenrite

insteadof write, andtrdy_happened insteadof trdy_happened Also, the propertiesareactivated
only whena particulartransactiomeaches particularpipelinephase Consequentlyeachproperty
developedin the un-pipelinedversionis (indirectly) indexed by atransactionD in the pipelined

version.Theexamplepropertynon becomes,

prev(writg A (responsephase= i) A —trdy_happenegl) — —rs

which is, “if transactioni is a write andis undegoing the responsegohase,thenif trdy asser
tion hasnt happenedyet, rs cannotbe asserted. Thus, to createa pipelined versionfrom an
un-pipelinedspecificationthe propertiesandhistoryvariablesarereplicatedandindexed by trans-
actionIDs.

ThetransactionD assigningprocesss implementedoy counters.In this schemethe trans-
actionID correspondso the orderin which the transactiorstarted. The first transactiorthat un-
degoesthe arbitrationphasgwhich s thefirst phasen the pipeline)is assignedheID of 1. The
ith transactiorthat undegoesthe arbitrationphaseis assignedhe ID of i. Sincetherecanonly

be eightoutstandingransactionsthe IDs areassignednodulo8. This ID schemaworksbecause



CHAPTERS. ITANIUM RESULTS 60

Arbitrate | Request Error | Snoop | Response¢ Data
i-1 [
_________________ N "______________\‘

| write(i-1) = false ! | write(i) = true .
| |

trdy_happened(i)=false |

trdy_happened(i—1)=falsé

e S

N

At timet, a snapshobf the activity onthe bus (two outstandingransactionsandthe stateof the
variables

N

Figure5.2: Two outstandingransactiongndtwo setsof historyvariables

phasedor atransactiorhapperin-order? theith transactiorto undego therequesphasds thethe
ith transactiorio go throughtheresponsghase.

For example,in Figure 5.3, four transaction$ave gonethroughthe arbitrationphaseso far,
andso, the correspondingounterArb hasincrementedour times. Thus,the currenttransaction
undegoingthearbitrationphaseds transactiors}, andall the specificatiorpropertiegshathold when
transactiord is undegoing the arbitrationphaseare activated. Likewise, the transactionsn the
diagramcanbelabeledfrom right to left as1, 2, 3, and4. And from the countervaluesit is clear
thattransactiori is undegoing the dataphase2 the responsghase 3 the error phaseand4 the
arbitrationphase.

For eachphasethereis a signalexpressiorwhich indicateghatthe phasenascompleted For a
particularphasejf thenumberof occurrencesf these'‘complete”signalingis known, the number
of transactionghat have undegonethis phasesofar is alsoknown. In this way, the specification
cankeeptrack of which transactioris being processedn eachphase. For example,the request
phases completioneventis the assertiorof ads. The requesiphasecounterincrementsat every

occurrencef this, andthe countervalueindicateshe ID of thetransactiorcurrentlyin therequest

1Dataphasesanbe deferredand completedater so they do not necessarilyrappenin order but this factdoesnot
affecttheID scheme.
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Arbitrate | Request Error | Snoop Respons% Data

]

g

The Counters

Arb=4 Reqg=3 Emr=3 Snp=2 Rsp=2 Dat=1

At time t, a snapshobf the activity on the bus with four outstandingransactions.The rightmost
transactiontransactiori) is undegoingits last phaseandthe leftmosttransactior(transactiors)
is undegoing thefirst phase.

Figure5.3: How transactionsreassignedDs

phase.As this transactiormovesonto subsequernphaseseachphasecounterwill have this same
value.
Thus,the generalform for propertiess, “if transaction is awrite (or read)andit is currently

undegoingtheresponsdor requesor snoop)phasethenp musthold”
prev(transation_type A (somephase=i)) — p

(wherefor example transation_typeg is a“write” andsomephasds a “responsehase’counter)
Thus,usingthesecountersaandappropriatenistoryvariables a pipelinedprotocolcanbeeasily
specifiedwith smallproperties.Theonedravbackof this methodologyis thelinearincreasen the
numberof statevariableswhich may be a problemwhenmodelchecking. However, this is only
a problemwith verificationandnot the specification.The specificatiorscaleswell; the properties
only have to be duplicatedwith the countervaluesandvariablesubscriptschanged.In fact, the
methodologyspecifiesa certainintricate ltanium™ bus featureeffectively andsimply. Although
thereare only five main pipeline stagesthe protocol supportseight outstandingtransactionsat
ary time. The extra transactionsarebuffered at eachstage.With the monitorstyle propertiesthe

buffers do not haveto be explicitly modeledto specifythe agent-lis behaior. Therearesimply
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eightcopiesof the propertiedor the eightoutstandingransactions.

5.1.2 Time-UnboundedRules

Comparedo thetightly timed PCI protocol, the Itanium™ Processobus hasa lessconstrained
timing relationshipamongthe differentsignalevents. With PCI, mostrulesfall into the category,
“exactly n cyclesaftereventa happenseventb musthapperi. The PCl protocolis atime-bounded
protocolwheremosteventsareguaranteedo happerwithin a certaintime span.

In comparisonthereareno suchguaranteesith the Itanium™ Processobus protocol. Most
of the rulesfollow the form, “any time after n cycles have elapsedsinceevent a, eventb may
happeri. Theervironmentmustexpectthattheeventcanhapperatn, orn+ 1, or n+ 2, andsoon,
andbedesignedccordingly An examplefrom theprotocolis “trdy maybedeasserted minimum
of 3 cyclesafterthe deassertiowf the previoustrdy’.

Furthermore there are no rules statingthat an event must eventually happen(the so-called
livenessproperty). In essencethe protocolis a time-unboundegbrotocol. Hence,the protocol
allows the bus agentsto have morefreedomin orderingevents,andoptimizing bus performance.
However, this extra degreeof freedomleadsto morecornercasesn the specificatiorthat needto

bechecled.

Constraint Style

In the prior section,jit is explainedthatthe propertiedor this protocolarewrittenin theform,

prev(transation_typg A (somephase=i)) — p

Theform of p will now be described.The mostnaturalform, consideringhe “time-unbounded”
characteristicef the protocol,is

p: —prev(q) — —r
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“If gistruein the previouscycle, thenr maybe truein the currentcycle”’ The expressiorfor q
is atrigger conditionwhich enablesa certainexchangeor a changeof state. A trigger condition
which signalsthat an agentis readyto receve datais one example. Anotherexampleis a trigger
conditionwhichindicatesthe completionof aneventsothata bus signalcanbe deasserted.

One consequencef this time-unboundedeatureis that the deadstatecheck,in its original
form, doesnot catchcontradictions. This is due to the fact that becausemostactionsare not
required to happenat any given time (the time-unboundedharacteristic), the bus can always
chooseto loop in the current stateand “do nothing’ If the checksearchedor alegal (all the
specificatiorpropertiesaretrue) currentstatewhich hasno legal next state with atime-unbounded
protocol,the currentstateis alwaysa legal next stateandsothe checkis vacuous.Therefore the

deadstatedefinitionneedgo be expandedsothatthetestcheckfor thefollowing desiredoroperty

—E[(corredg A ... Acorredn) U ((corredp A ... Acorred,) A (AX(—corred; Vsamg))]

wheresamaeis trueif all the statevariablesgxceptthetimerlike variablesvhichincrementateach
clock, have the samevalueasin the previous state. Thus, this checkensureghat, at every legal
state thereis at leastone possiblelegal next statewheresomechangehappensandthebusis not
forcedto stayin the currentstate. And so, a checkthat waseffective for PCl is modifiedfor the

Itanium™ protocolsothatawider classof anomaliesaredetected.

5.1.3 2-Clocksor 1-Clock ReactionTime

Unlike the PCI protocol,the Itanium™ processhus is a latchedprotocolwherethereis a 1 cycle
delayfrom whenthebusagentassertgor deassertsd signalto whentheactionappear®nthebus.
Thus,whenobservingeventson the bus, a reactionto a trigger event happengat earliest)in two
cyclesinsteadof one. On cycle n, atrigger conditionbecomedrue on the bus; on cycle n+ 1, the
agentassertasignalin responseandoncycle n+ 2, theassertiorappear®nthebus. And somost

time-boundegropertiesarein theform, prev(prev(input)) — out put whereinput andout put are
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A asserted B asserted
A sampled B sampled
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Figure5.4: The LatchedBusProtocol- 2 Cycle Respons&ime

bussignalexpressions.

However, the responsdo a trigger from the sameagent may happenin onecycle. Thereis
no one-gcle delay throughthe latchedbus in this case. For example,thereis a rule, “ids can-
not be assertedn cycle N if trdy is sampledassertedn clock N.” As a property this becomes
prev(trdy) — —ids. Thisrequirements possibleonly becauséothtrdy andids arecontrolledby
the sameagentat all times. The agentdoesnot needto wait for thetrigger (trdy) to appearonthe
busto react(—ids) toit.

Thedifficulty ariseswhenthetriggerconditionof arule is amix of externalandinternalsignals.
An exampleis “input A out pup truerequiresout put; to becomerue?’ If anexternalsignalcauses
thetriggerexpressiorto becomerue (ou pug wasalreadytrueandinpu justbecamerue),thena
two cycle reactiontime is needed However, if the agents own signalcauseghetrigger condition
to becometrue (input was alreadytrue andou putg just becamerue), it canreactin onecycle.
Thus,therule needgo be separatedto two propertiesdependingon the situation. However, the
Englishspecificationfails to distinguishbetweenthe two casesand statesa blanket requirement
allowing a onecycle reactiontiming at all times. In fact, the deadstatecheckdetecteda scenario

wherethesemisstatedulesled to a contradiction.
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5.2 Debugging

Severalissueswerefound with the developmentversionof the Itanium™ processobus protocol
usingthe methodologys deluggingproceduresSomeare omissionof rulesthatarearguablyim-
plicit in the official specificationput violatethe completenessoncept.Othersareseriousenough
to causedataphasedo be missedunnoticed pr causea deadlock.Thesewereresohed by revising

theIntel® protocolspecification.

5.2.1 Found by Dead State Check

Thedeadstatecheckmainly foundcasef missingrules. Theinformal specificatiortendsto state
thesufficiengy conditionsof anaction,while leaving necessargonditionsimplicit. For example,a
sufiicient conditionfor theassertiorof trdy, “if thetransactions awrite, thenatrdy assertiormust
happeri, is statedin the specification.Logically, it specifieswrite_transation — trdy_happens
However, a necessarygonditionthattrdy canonly be assertedht certaintimes, is missing. The
specificatiorshouldstatethat“trdy canbeassertenlyif thetransactioris awrite or hasa snoop-
initiated datatransfef Else,the systemwill reachan undefinedstatebecausehe agentsdo not
expecttrdy to be assertedluring a read,for example. By addingsucha rule, the specification
is mademore completeso that a simulationchecler cancatcherroneousehaior at the earliest
time. Overall, therewerefive casef suchomissionsvherethe specificatiordoesnot statethata

particulareventcanhapperonly if certainconditionsaretrue.

5.2.2 Found by Characteristic Check
Missing Trigger Condition and Resulting Deadlock

Thereis a pair of communicatingagents:a datasendingagent,the Sender, anda receving agent,
the Receiver Whenthe bus signaltrdy is true,the Recever is signalingthatit is readyto receve
data. Whendbsyis true, the Sendelis sendingdata. So when—-dbsyis true, the Sendeiis idle,

andis readyto startthe next datatransfer Thus,whentrdy A -~dbsyis true, bothagentsareready;
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consequentlytrdy A —~dbsyis atriggerconditionthatallows a nev dataphaseo start.
The protocolis designedso that the Recever keepstrdy true until the datasendingagentis
idle anddbsyis deasserte¢—dbsy). Thus,the normalsequenc®f eventsis asshavn in Figure

5.5. Notethe onecycle delaybetweera signalchangeandits appearancenthebusbecausef the

latchedproperty
1 2 3 4 5 Time | Recever Sender
densderted 1 assertstrdy and ob- | driving dbsy
M senesthatdbsyis ac-
trdy * tive
dbs 2 | keepdrdy asserted deassertdbsy
e 3 obseres that dbsy is idle
samgled low
deasserted . .
4 in response deassertg idle
Figure 5.5: trdy and dbsy rela- trdy
tion 5 idle idle

What makesthe protocoltricky is thatif dbsyis alreadydeassertedasan optimization,trdy
canasseranddeassertight away (Figure5.6). Note that, unlike the normalsequencethetrigger
(trdy A —dbsy) is truefor only onecycle in this case.Thus,this scenaridetstheidle state,~trdy A

—dbsy, happeracycle earlier(thatis why it's anoptimization).

Time | Sender Recever
1 assertstrdy and ob- idle
senesthat dbsyis in-
actve
samdled 2 deassertstrdy as an idle
deasserted optimization
3 idle idle

Figure 5.6: When Optimized :
trdy anddbsyrelation

It isimportantthattrdy anddbsynever becomedrueonthesameclock becausef thefollowing
possibility (Figure5.7). On cycle 1, the Recever samplesdbsylow soit doesthe optimization,

but becausen cycle 2, dbsyis high, trdy is inadwertently deassertetheforethe trigger condition

becomedrue. Sothe awaitedtriggerconditionnever happensanda dataphasecannotstart.
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Figure5.7: MissedTrigger Condition: trdy A —dbsynever happens

In mostcasesthe protocolis designedso thattrdy anddbsycannotbecometrue on the same
clock, but, in a specialcase,a loopholein the protocolallows this. Normally, becausdrdy and
dbsyarehandsha& signalsbetweenwo communicatingagentsthey arenot assertect the same
time. However, thereis a casewherea third agentcan assertdbsy and therebybreakthis rule
(Figure 5.8). This specialcaseis whenan agentwhich previously deferredto completea data
phase(the Deferrer), takes advantageof the apparentlyidle bus to completethe deferreddata
phase. Meanwhile,thereis a separateongoingtransactionvherean Recever agentis aboutto
assertrdy to communicatdo a Senderagent. The Deferrerassertsibsyto startthe datatransfer
atthe sametime the Recever assertérdy, and,asaresult,trdy anddbsyareassertect the same
time. Notethat,in this scenariothetrdy anddbsyassertiongrenotfor the samedatatransfer This
overlooked casecauseghe normaldatatransferto wait forever for the (missed)trigger condition
of trdy A ~dbsy,

In asimilar case? adeadlockoccursbecausatransactiorcannotproceedinlesshedataphase
completes. But the dataphasecannot happerbecauséhe trigger conditiondid notbecometrue.

How the issuewasfound Sincethis triggerconditionis crucialfor dataphasesandoptimiza-

tionsoftenleadto unexpectedscenariosywhetherthesequencehavn in Figure5.7wasallowed by

2For the protocolexperts:this happensvhen1. therespondingagentandthe requestingagentarethe sameand?. it
is awrite with a snoop-initiateddatatransfer wherethe secondrdy, which s for the snoop-initiatedransfer happens
exactly whenthe dataphasgwhich wasallowedto beindefinitely delayedbecaus®f 1.) for thefirst trdy starts.

3For the protocolexperts: this requirements because¢he seconddataphaseis snoop-initiatedandit musthappen
togethemwith theresponse.
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trd
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\\/ dbsy

dbsy

Handshake : trdy asserted, dbsy asserted, ..

trdy
i

dbﬂ—\—

Potential problem with a deferred transaction

Normal

Top Diagram: In the normalmode of operation,the Recever andthe Senderusethe trdy and

dbsysignalsaspartof ahandsha& communicationThus,they arenever assertectthesametime.

BottomDiagram: Whenthereis adeferredagentfrom a previoustransactionthis agentmayassert
dbsyanddisruptthe handsha& (i.e. trdy anddbsyare assertedat the sametime andthe trigger

conditionnever happens).

Figureb5.8: Missing Trigger ConditionThatMay Resultin Deadlock
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the specificatiorwasoneof the first checlked characteristics Although thesecharacteristicgan-
not be automaticallydeducedafter the specificationprocesscharacteristicsestingfor suspicious

sequencesanbedevelopedwith little difficulty.

DroppedData Phase

Another classof issueswas found with the characteristiccheck. Under certaincircumstancesa
write dataphasecanbe delayedindefinitely* The potentialdangerof this is that the dataphase
never happensandthesystemproceedsvithoutary traceof the phantomdataphase By usingthe
characteristicheck,sucha scenariovasdiscorered.

Thebasicsignallingmechanisnof awrite transactions,
1. TheReceverindicatesa “ready” stateby assertingrdy true.
2. TheRecever maydeassertrdy falsebeforethe Sendesstartsthe dataphase.
3. The Senderacknavledgingthe“ready” signal,startsthe datatransferby assertinglbsy

Thus,the normalsequenc®f eventsis, “trdy is asserte@ndthendeassertedjatais transmitted,
trdy is assertedaindthendeassertedjatais transmitted,.. .” Now, considerthe sequencétrdy
is assertecandthendeassertedrdy is assertedhgain,datais transmitted,... (Figure5.9)” The
one-to-onecorrespondencbetweeratrdy assertioranda datatransferbreaksdown. The second
trdy assertiorshouldnot have happenedeforethe startof the first datatransfer Consequently
the dataphasefor the first trdy missesits window to startthe transfer By model checkingthe
specificationjt wasfoundthatthis sequenceanindeedhappenn the casewherea dataphaseis
delayedndefinitely

How the issuewasfound This wasfound by modelcheckingwhetherthe specificatiorallows
the characteristic,'a secondtrdy assertioncan start beforethe start of a pendingdataphase”.

Coincidently this problemwasalsodiscoreredusing simulationby the testingteamat Intel, but

“4For the protocolexperts:this happensvhenthe respondingagentandthe requestingagentarethe same.
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— Ready signal happens twiee|

trdy |
This could be either the first data phase or the second (with the first m%%ng

dbsy

Figureb5.9: Early secondrdy assertion

sinceour methodologydoesnot requireanimplementationit foundthe problemin a shortertime

with lesseffort.



Chapter 6
Exploiting Specifications

6.1 Intr oduction

Thischapterfocuseonthesecondngleof thecost-walueproblem:to increase¢hevalueof aformal
specificatiorbeyondits role asadocumentationlt is basedntheideathatif formal specifications
canbe usedin novel waysthatenhancealesignproductvity, practitionersmay be lessreluctantto
develop them. Furthermore a stylistically structuredand formally verified specificationis very
much primedto be exploited. Sucha specificationencapsulatesformation aboutthe interface
designin a highly usableform. One canimagineusingthe specificationfor designautomation,
synthesisandsimulation-basedesignvalidation. This thesisdemonstratebow the specification
canbe usedto enableverification of a designusinga modelchecler (for smallerdesigns)or a
simulation-basedpproact(for designgoo largeto bemodel-checkd). This chapterin particular
focusesn simulation-basestalidation,anddemonstratebow aformal specificatiorcanautomate

mary procedureshatarenonv donemanually

OThis chapteiis basecbn materialfirst publishedn Proceeding®esignAutomationConfeence(DAC 02),2002[7].

71
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Figure6.1: TheTrio of VerificationAids
6.2 The Problemand the Approach

GivenanHDL (hardwaredescriptionanguageylesignmoduleto verify usingsoftwaresimulation,
anengineeneedsvariousadditionalmachinery(Figure6.1).

1. Input Logic Theremustbe logic to drive the inputs of the design. Oneway to do this
is to userandomsequences.The problemwith this approachs that becausehe inputs are not
guaranteedo be correct(they might be “garbage”from the modules point of view), it is difficult
to gaugecorrectnessf themoduledesign.A lesshaphazardnethodis directedtestingwhereinput
sequencearemanuallywritten, but they aretime-consumingo write anddifficult to getcorrect.

2. Output Check Logic to determinghe correctnessf themodules behaior is neededsince
manualscrutiry is usuallytoo cumbersomeTherearetwo levels of correctnessOneis interface
protocolcompliancewherethe designoutputsare checled for protocolviolations. The otheris a
morehigherlevel correctnessvhereonechecksfor example whetherthebehaior atoneinterface
of themodulecorrectlycorrespond$o the behaior atanotherinterfaceof the samemodule.

3. CoverageMetric Becauseompletecoveragewith all possibleinput sequencetesteds not
possible theremustbe somemetricthatquantifiesthe progresof verificationcoverage.The veri-

ficationengineemvouldlik e to know whetherthefunctionalitiesof the designhave beenthoroughly
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Figure6.2: The Unified Frameavork Approach

exercisedandall interestingcasesave beenreachedduringthe simulation.

The Approach At the foundationof the methodologyis a unifiedframevork appoadc where
the threetools are generatedrom a single sourcespecification(Figure 6.2). This is possiblebe-
causeall threeare fundamentallybasedon the interface protocol. The input generatoigenerates
sequencebasedon whatis allowed by the interface protocol; the outputchecler compareghe
outputto whatis deemedorrectby the protocol;and,coveragecanbe quantifiedby exploiting the
factthatthe protocoldefinesthe setof all possibleinterfaceevents. Thus,theinterfacespecifica-
tion canbe transformednto the threetools usingautomatednethods.In comparisoncurrently
theverificationaidsareeachwritten from scratchandatremendousmountof time andeffort are
requiredfor their development. By eliminatingthis step,the methodologyenhancegroductvity
andshortensverall developmentiime.

Furthermore a thoroughlydehugged,solid specificationinvariably leadsto correctinput se-
guencescheckingpropertiesandcoveragemetrics. The correctnessf the coredocumenguaran-
teesthecorrectnessf thederiatives. In contrastwith currentmethodseachverificationaid needs
to beindividually dehugged. The advantageof this are mostpronouncedor standardnterfaces

wherethe correctnes®ffort canbe concentratedn the standardsommitteeand not duplicated
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amongthe mary implementors.Furthermorewhena changeis madeto the protocol (a frequent
occurrenceén industry),onechangean the protocolspecifications sufficient to reflectthis because
theverificationaidscanberegeneratedrom the reviseddocument Otherwise theengineemwould
have to determinananuallythe effect of the changeor eachtool.

Generating the ThreeTools The derivation of a behaioral checler from the specificationis
the moststraightforvard of thethree. The checler works on-the-fly;during simulationsjt flagsan
errorassoonasthe moduleviolatesthe protocol. It checksfor protocolconformancdout doesnot
checkfor thehigherlevel correctnessdescribedarlier For example,aPClcheclerwill verify that
amoduleobeys the protocolrulestrdy — devselor prev(trdy A sop) — stop. The specificatioris
guaranteetb beexecutableby the stylerules(describedn section2.5),andsothetranslatiorfrom
it to aHDL checler requiresminimal changes.

The bulk of this chapteraddressethe issueof automaticallygeneratingnput sequencesThe
methodproducesan input generatowhich is dynamicandreactve; the generatednputsdepend
on the previous cycle outputsof the designunderverification. In addition, theseinputs always
obey the protocol,andthe generatioris a one-pasgrocess.On every clock cycle, the algorithm
solves the constraintscurrently imposedby the specificationon the inputs. From the designs
perspectie, it cannotdiscernthedifferencebetweerthis setupandinteractingwith anactualHDL
implementatiorof the ervironment.

Althoughinput generatiorusingconstrainisolhversis not by itself novel, this thesiss approach
is the first to useandexploit a completeand verified specification.Writing constraintson an ad
hocbasisfor theexpresgpurposef generatingignalsequences commonlydone.However, very
few have succeedeth transformingan existing, completespecificationinto a generatomwithout a
debilitatingcomputationabverhead.Thus,this methodologydeliverson thegoal of increasinghe
valueof aninterfacespecificatiorby usinganexisting technique.

More importantly mary who use constraint-base@hput generationdo not verify the con-

straintsin ary systematiovay. Consequentlyit is very likely thatthe constraintsareincorrectly
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over-constrainingor underconstraining With over-constrainingconstraintsnot all legal input se-
guenceswill be generatedandthe designwill not be fully exercised. With underconstrainiig
constraintsjncorrectinput sequencewill be generatedanda correctdesignmay be erroneously
flaggedfor errors. Thus, it is very importantto verify the constraintgo avoid falsepositvesand
falsengyatives. However, in practice,this is not done,andfrom developingthe PCl andthe Ita-
nium™ specificationsit canbe saidthat mis-specifyingconstraintgproperties)s a commonand
frequentproblem.

Finally, a new simulationcoveragemetric will be introduced,and the automaticinput bias-
ing basedon this metric will alsobe described.Although more experimentsare neededo vali-
datethis metric’s effectivenessn measuringcoverage,its main adwvantage(currently)is thatit is
specification-baseandsavestime: extrawork is not neededo write outametricor to pinpointthe

interestingscenariodor they aregleanednechanicallyfrom the specificatiordocument.

6.3 Previous Work

Clarke et al. alsoresearchedhe problemof specificationsand generatorsn [?] but they only
outlinedanalgorithmanddid not persuad@or demonstrat¢hattheir methodologywill work with
a large RTL design. The techniguedescribechereis mostcloselyrelatedto the SimGenproject
describedn the 1999 paper[?] by Yuanetal. As with the SimGenwork, this thesisfocuseson
practicalmethodghatcanbe usedfor existing complex designs Within thatframework, thereare
mainly two featureghatdifferentiatethethesiss approactrom SimGen.Botharepossiblebecause
of the stylistic structureimposedon the specification.This structureis exploited to achiese, one,
morememory-eficientinput generatiorand,two, to automaticallyguidesimulationcoverage.
Memory Efficiency The memoryefficiengy canbe attributedto the dynamicselectionof rel-
evant specificationpropertieson a cycle-by-g/cle basisto createa smallerBDD. In contrastthe

SimGensoftware usesa statically-lwilt BDD which representshe entireinput specificatiorogic.
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Becauséheinterfaceprotocolcanbe complex andinvolve mary signals suchaBDD canbe prob-
lematicallylarge.

This selectve-dynamidBDD huilding approachresultsin asmallerBDD for two reasonsOne,
only a small percentag®f the protocollogic is relevant on eachcycle, andso the corresponding
BDD is alwaysmuchsmallerthanthe staticBDD representinghe entireprotocol. Two, theBDD
containsonly the designs input variablesand doesnot contain state variablesor the designs
outputs Thus,for the PCl example,insteadof a BDD on 161 variables,the BDD only has15
variablesandtypically BDD sizegrows exponentiallywith thenumberof variables.Thisreduction
is basedon the obsenration that the solerole of the statevariablesandthe designs outputsis to
determinewhich partsof the protocolarerelevant (andthusrequiredin the BDD) for a particular
cycle. Otherwisethesevariablesarenotneededo calculatetheinputs. It is believedthatthesewo
reasongor smallerBDDs would hold for mary interfacesandthereforeallow input generatiorfor
alargeinterfacethatmay otherwisebe hinderedoy BDD blowup.

Automatically Determined BiasesSimGenhascapabilitiesfor input biasing,but unlike this
thesiss framawork, it requiresthe usersto provide the input biases.A uniguecontrikution of this
thesisis theautomategrocesf guidingthe simulationto aninterestingscenaridoy determining
the correspondingetof input biases.

It is notedthatall theseadvantagesare possiblebecaus¢he methodexploits the structureof a

stylizedspecificatiorwhereasSimGenis applicablefor moregenerakspecifications.

6.4 Style RulesRe-Visited

In Chapter2, the basicstructureof the specificationandthe style ruleswere introduced. In this
section,the style rules will be re-visitedto illustrate how the input generationalgorithm takes

adwantageof them.
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6.4.1 StyleRule: Isolating Curr ent Variablesin a Property

This stylerule requireshe propertiedo bewrittenin thefollowing form.

prev(signab... A =signal;... v variabley... A —variable)

— signal Vv ... A —signal,

wherethe propertiesarewritten asanimplicationwith the pastexpressioneventsfrom ary state
previous to the currentstate)asthe antecedenandthe currentexpressionasthe consequentin
essencdahepasthistory whenit satisfiegheantecedergxpressionrequireghecurrentconsequent
expressioro betrue; otherwisethepropertyis not“activated”andtheinterfacesignalsdonothave
to obey the consequenin the currentcycle. In this way, the activatinglogic andthe constaining
logic areseparatedFor example,the PCI protocolproperty prev(trdy A sop) — stop means'if
the signalstrdy andstop weretrue in the previous cycle (the activating logic), thenstop mustbe
truein thecurrentcycle (the constrainingogic)”.

Thisseparatiofis key to memoryefficientsignalgenerationit identifiestherelevant(i.e."actvated”)
propertieson a particularcycle sothatonly thesepropertiesareusedto generatenputs. Theother
propertiessincethey arenotactivated,canbeignoredfor this particularcycle. Also, theseparation
allows justthe constraininghalf of eachpropertyto be usedin thefinal constrainformula. Theac-
tivatinghalf canbediscardedecausehey areusedonly to determingherelevanceof theproperty
in acycle. Thus,for thesetwo reasonsthe final formulais muchsmaller andmemoryefficiency

is greatlyimproved.

6.4.2 Style Rule: Separability of PropertiesRule

Thesepanbility rule, requiresead propertyto constain only the behaviorof onemodule(agent).
Thus,asinglepropertyshouldonly constrainoutputsfrom onemoduleandnotits inputsnor other
modules’outputs. Equivalently becausdhe constrainingpartis isolatedfrom the activating part
(dueto the previous stylerule), the rule requiresthe consequento containonly outputsfrom one

module
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When generatingsignals,becauseonly the consequenhalves are usedin the final formula
(while theantecederalf is discardedpndthe consequentsnly containoutputsfrom onemodule,
the numberof variablesin the propertyformulais greatlyreduced. Otherwise,the formula will
containinternalstatevariablesandoutputvariablesrom othermodules.Considethe PCl property
“mastermustraiselRDY# within 8 cyclesof theassertiorof FRAME#” which translateso “IF the
agentis themaster(masteris= true) andit hasbeen? cyclessinceframewasasserte@ndirdy has
not beenasserteget (frame8= 7) andirdy is not assertedn this cycle (-irdy), THEN the output

irdy mustbetruein thenext cycle”
prev((masteris= true) A (frame8= 7) A— irdy) — irdy

Without the separatiortechnique the final constraintformulawill have to containmasteris(a 1-
bit statevariable),frame8(a 3-bit counter),irdy (a 1-bit statevariable),andirdy_out (a 1-bit free
variablewhosevaluewe will choose)With thetechniquethefinal formulacontainsonly irdy_out
if the propertyis activatedandnothingif it is not. Thisis why for the PCl example,the separation

techniquereducedhe numberof booleanvariablesin the BDD datastructurefrom 161to 15.

6.4.3 DeadStateFree

It hasbeendeterminedn the “Verifying a Specification’chapterthata goodspecificationis free
of a certaintype of contradiction,deadstates. Dead statefree-nesseffectively guaranteeshat
an outputvectorsatisfyingall of the propertiesalways exists for a moduleaslong asthe output
sequencasofarhasnotviolatedthe properties.

Recallthe formal definition: For every statein the specificatiormonitor whereno properties
for ary modulehave beenbroken sofar, theremustexist at leastonepossiblenext statewhereall
of thepropertiedor a particularmodulearesatisfied.For a particularmodulei,

—E[(corredp A ... Acorredn) U ((corredp A ... A corred,) A (AX—corred;))]

(“Thereis no scenariovhereall the moduleshave beencorrectsofar but modulei hasno possible

correctnext state”). This characteristids necessaryo guaranteehat on every clock cycle, the
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constrainton the outputsis satisfiable.

6.5 Generating Example Waveforms

After aprotocolis fully specifiedwith propertiesthesepropertiescanbe usedto generatexample
waveforms. This canbe donebeforearny implementationshave beendesignedwhen designers
would like to seeexamplewaveformsto learnandunderstandhe protocol. The ability to generate
waveformsis importantfor property-basedpecificationdecausehereis no explicit statemachine
to studyto understandnterfacebehaior; afterall, visualizinga seriesof signaltransitionsfrom
a collectionof propertiess difficult. Furthermoregeneratingexamplewaveformsis a quick and
easywayto checkwhetherthespecificatioris completeandthereareenougtpropertieso correctly
constraintheinterface.If thereareobvious“gaps”in a specificationthey canbe found quickly by
examiningthe generatedvaveforms;the waveformswill demonstrat@dd behaior thatis easily
detectablavhenrequiredpropertiesare missingin the specification. With the PCI specification,
case®f missingpropertiesverediscosreredusingthis methodafter modelcheckinghadbeendone.
This illustratesthe adwantageof this specificationdetugging methodover model checkingwhich
requireshe userto specifycheckingcharacteristicghatwill pinpointtheerror(andis thuslimited

by the creatvity of theuser).

6.5.1 Algorithm

Thesetupfor this schemas basedn automaticallycreatingstubmoduleswhich eachrepresena
particularagentor moduleat theinterface.By usingthe propertiesthe stubmodulesgenerateut-
putson every cycle, anddemonstratéow the interfacemoduleswould interactusingthe protocol

(Figure6.3).

1. Groupthe propertiesaccordingto which interface modulethey specify (This is possible
becausef the “Separability”rule.) If therearen interfacemodulestherewill ben groups.

Eachgrouprepresents stubmodule.
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Figure6.3: The Waveform GeneratiorAlgorithm
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2. For eachgroupof propertiesdo the following on every clock cycle of the simulationrun.

Thegoalis to chooseanoutputassignmentor eachstubmodulefor the next cycle.

(a) For eachproperty evaluatejust the antecedenhalf. The antecedenvaluesaredeter
minedby internal statevariablesand obsenred interfacesignalvalues. (For the initial
state,the interface signal valuesare pre-defined.For subsequenstates the interface
signalvaluesaredeterminedn the previous clock cycle.) For antecedenta/hich eval-
uateto true, the correspondingpropertiesare marked as activated This activate or
non-actvate decisionprocedures possiblebecausef the “Isolate CurrentVariables”

rule.

(b) Within eachgroup,AND togetheiljusttheconsequentalvesof theactivatedproperties
to form the final formula As aresult,thereis onefinal formulafor eachstub mod-
ule. Becausef the“Separability”rule andtheinitial groupingof propertiesgachfinal
formulaconsistspurely of outputsignalsfrom a singlemodule. Solving this final for-
mulais equialentto finding an outputassignmenfor a stubmodulethat satisfieshe

specificatiorfor the next clock cycle.

(c) A satisfiabilitysolver basedn binarydecisiondiagramqBDD) is describedn section
6.5.2.Thesoleris usedo determineasolutionto eachof thefinal formulas.A solution
is guaranteedo exist becauseof the lack of deadstatesin the specification. These

solutionsarethenassignedo the correspondingutputsignalsof the stubmodules.

(d) Gobackto step2(a)onthenext clockcycle.

Using this algorithm,examplewaveformsweregeneratedrom the property-basedCl speci-

fication. Someof the automaticallycreatedvaveformscanbe seenin Figure6.4.
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™ THEN

- -~ ® ELSE

\V

ZERO

By traversinga BDD, a satisfyingassignmentanbe found for the constraintrepresentedby the
BDD.

Figure6.5: Solvinga Constraintoy BDD Traversal
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6.5.2 Binary DecisionDiagrams

To find variableassignmentghat satisfya booleanconstraint,a Binary DecisionDiagram(BDD)
[?] is oftenused. A constraintcanbe transformednto a tree-like BDD whereeachnodecorre-
spondgo a variablein the constraint{(Figure6.5). A nodehastwo outgoingbranchesthe THEN
branchis takenif thevariableis setto true,andthe ELSE branchif false. By traversingthis tree,
eventually one of the two leaf nodeswill be reached.The ONE terminalnodeindicatesthatthe
choicesof variableassignmentalongthe pathtaken (a = TRUE, b = FALSE, c = FALSE, ...)
satisfieghe constraintwhile the ZERO nodeindicatesthatthe assignmentioesnot. For example,
in Figure6.5,the path(a= FALSE, b= TRUE, c = FALSE, f = FALSE, h = FALSE) leadsto a
ONE nodesotheassignmensgatisfieghe constraint.

This BDD-basedconstraintsolving techniqueis usedin the input generatioralgorithm. For
every cycle, after the final formulais determinedthis constrainton a modules outputsis trans-
formedinto aBDD. All thenodesin this BDD areoutputsignalsof the module,andby traversing
the BDD, anoutputvectorsatisfyingthe specificatiorcanbefound.

A BDD-basedconstraintsolver is usedinsteadof a generalsatisfiability solver becausehe
formeris moreamenabldo biasing.Biasingis atechniquavherethe statisticof individual signals
arecontrolled. For example,a signalcanbe biasedto be true 99% of the time or true 1% of the

time. Biasingcanleadto increasedgimulationcoverageasexplainedin section6.7.

6.6 Deriving an Input Generator

Whenanimplementatiorfor onemodulehasbeendesignedandcorrectinputsareneededo stim-
ulatethedesign theabore waveformgeneratioralgorithmcanbe usedto createaninputgeneratar
The stubmodules(minusthe onefor the implementednodule)are usedto emulatethe behaior
of the other modulesat the interface and act as the ervironmentfor the design. The following
algorithm, which is a modified versionof the waveform generationalgorithm, outlineshow the

propertiesareusedto generaténputsfor the design(Figure6.6).
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Three Components Defined at the Interface
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Figure6.6: Inputsaregenerateciutomaticallyandreactvely to a design.

6.6.1 Algorithm

1. Groupthe propertiesaccordingto which interfacemodulethey specify If therearen inter

facemodulestherewill ben groups.

2. Remore the groupwhosepropertiesarefor the designunderverification. Thesewill notbe

neededNow, therearen — 1 groupsof properties.

3. For eachgroupof propertiesdo the following on every clock cycle of the simulationrun.
Thegoalis to chooseanoutputassignmentor eachstubmodule(andconsequenthaninput

assignmentor the design)for the next cycle.

(a) Evaluatethe antecedenhalvesto find activatedproperties. Throughthis processthe
input generatolis reactingto the design$ outputsbecausehe previous cycle outputs

affectsthetruth valueof theantecedents.

(b) Within eachgroup,AND togetherthe consequentalvesof the activatedpropertieso

form thefinal formulas.
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(c) A solverdeterminesa solutionto eachof thefinal formulas. Sincethe specifications
flexible andallows a rangeof behaiors, therewill mostlikely be multiple solutions.
(In section6.7,we discusshow a solutionis chosersothatinterestingsimulationruns

aregenerated.Yhechosersolutionsform theinput vectorfor this cycle.

(d) Gobackto step3(a)onthenext clockcycle.

This algorithmwasusedto generatenput sequencefor a PClimplementationln section6.8,
the detailsof the experimentalongwith a descriptionof the designunderverificationareoutlined.
But here,in Figure6.7,theinteractionbetweerthe designandtheinput generatoareshavn. The
first seven signalsafter the bus clock (PCIC1k) from frame to ad arebus signals,andthey are
inputsof thedesign.They aretheincomingsignalsthatthe designseesn a bus system.The next
elevensignalsfrom frame e_1 to cbe_e_1 aredirectoutputsof the designthatdrive the bus. The
diagramillustratesthe behaior of the designasa masterinitiating transactiongwhenframe_e_1
or irdy_e_1 are actve) and as a target reactingto a transactioninitiation (when devsel e_1,
trdy_e_1, or stop_e_1 areactive). Corversely the input generatoris acting as a target to the

designs masteibehaior anda masterto the designs tagetbehaior.

6.6.2 Implementation

A compilertool, which readsin a specificationand outputsthe correspondingnput generation
module, hasbeendesignedandimplemented. The tool was usedto automaticallycreatea PCI
input generatoifrom the formal PCI specification. Therearetwo partsto theinput generatorthe
Verilog modulewhich actsasthe frontendandthe C moduleasthe baclend(Figure6.8).

The Verilog modulecontainsall the antecedentef the propertiesandbasedon its inputs(the
outputsof thedesignunderverification)andits internalstatevariablesdeterminesvhich properties
are activatedfor that clock cycle. Then,the indicesof the activatedpropertiesare passedo the
baclend C module. The C modulewill returnaninput assignmenthat satisfiesall the activated

propertiesandthe Verilog modulewill outputthis to the designunderverification. The choiceof
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Figure6.8: ImplementatiorDetailsof the Input Generator

Verilog asa frontendallows mary designgo beusedwith this framework.

The C modulecontainsthe consequenhalvesof the propertieslt formsconjunctiongANDS)
of theactivatedconsequentsolvestheresultingformula,andreturnsanassignmento the Verilog
module. It is initialized with anarray of BDDs whereeachBDD correspond$o a propertycon-
sequent.On every clock cycle, afterthe actvation informationis passedo it, it forms oneBDD
perinterfaceagentby performingrepeated3DD AND operationson actvatedconsequents the
samegroup. TheresultingBDD representsn (aggrgated)constrainton the next stateinputs of
oneagent,andby traversingthe BDD until the “1(TRUE)” terminalnodeis reachedan assign-
mentcanbefound. Onceanassignmenis determinedor eachinterfaceagentthe completeinput
assignmento thedesignunderverificationhasbeenestablishedThe CUDD (ColoradoUniversity
DecisionDiagram)packagd?] version2.3.1wasusedfor BDD representatiomndmanipulation,

andVerilog-XL wasusedto simulatethe setup.

6.7 Biasingthe Inputs

6.7.1 CoverageMetric

We usethe specificatiorto definecorner casesinterestingscenarioghata simulationrun should
cover. Oncecornercasesare determinedwhetherthey have beenreachedor not canbe usedto
measuresimulationprogressand missedcornercasescan be usedto determinethe direction of

furthersimulations.
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As afirst orderapproximatiorof cornercasesthe antecedentef the propertiesareused.This
is becausenly whenthe antecedentlauseis true doesthe implementatiorhave to comply with
the propertyclause. As an example,considerthe PCI property “mastermustraiseirdy within
8 cyclesof the assertionof frame” The antecedenis “the counterthat startscountingfrom the
assertiorof framehasreachedr andirdy still hasnot beenasserted’andthe consequenis “irdy
is asserted. Unlessthis antecedentonditionhappenguring the simulation,compliancewith this
propertycannotbe completelyknown. For a simulationrun which hastriggeredonly 10% of the
antecedentsynly 10% of the propertieshave beenchecled for the implementation.n this sense,
thenumberof antecedentfired duringa simulationrunis aroughcoveragemetric.

Thereis one major dravback to using this metric for coverage. The problemis intimately
relatedto the generalrelationshipbetweenimplementationand specification. By the processof
design for every state adesignechoosesnactionfrom the choicesoffered by the specificatiorto
createanimplementationAs aresult,theimplementatiorwill notcoverthefull rangeof behaior
allowed by the specification.Thus,someof the antecedents the specificationwill never betrue
becaus¢heimplementatiorprecludesary pathsto sucha state.Unlesstheverificationengineeis
familiar with the implementatiordesign,he cannotknov whetheran antecedenhasbeenmissed
becausef the lack of appropriatesimulationvectorsor becauset is structurallyimpossible. The

only solution,in shortof modelcheckingthe design,is to understandhe designwell.

6.7.2 Deriving Biasesfor Missed Corner Cases

To reachinterestingcornercasesyerificationengineeroftenapply biasingto input generation|f

problematicstatesarecausedy certaininputsbeingtrue often,the engineeprogramgherandom
input generatorto setthe variabletrue n% insteadof the neutral50% of thetime. For example,
to verify how a componenteactsto an ervironmentwhich delaysits responseen/_responseg the
engineeicansetthe biasingsothattheinput, erv_responseis true only 5% of thetime. 0% should
notbeusedbecausé& maycauseaheinterfaceto deadlock With prevailing methodstheusemeeds

to provide the biasingnumbergo the randominput generatar This requiresexpertknowledgeof
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the design,and the biasesmust be determinedby hand. In contrast,by tamgeting antecedents,

interestingbiasingcanbe derived automatically The algorithmworks asfollows:

1. Gatherthe propertieghatspecifythe outputsof the componento beverified. Thegoal: the

antecedentsf thesepropertiesshouldall becomdrueduringthe simulationruns.

2. Setbiasedor all inputsignalsto neutral(50%true)in theinputgeneratodescribedn section

6.6.
3. Runthesimulationfor somenumberof cycles.
4. Determinewhich antecedentlave notfired sofar.

5. Pick one missedantecedentand useit to determinethe variablebiasing. If, for example,
antecedentaA b A —c hasnot beentrue, setthe following biases:a is true seldom(2% of

thetime), b is true often (98%), ¢ is true seldom(2%).

6. Re-runthe simulation and repeatfrom step4. Continueuntil all antecedentbiave been

considered.

Therearea numberof interestingconclusionsFirst, althougheffort wasinvestedin determin-
ing optimalbiasnumbersexactly, biaseshat simply allowed a signalto betrue (or false)“often”
wassufficient. Empirically, interpreting“often” as49 out of 50 times(98%) seemgo work well.
Secondanantecedengxpressiorcontainsnot only interfacesignalvariablesbut alsocounterval-
uesand other variablesthat cannotbe skewed directly Justskewing the input variablesin the
antecedenis primary biasing,anda morerefined,secondanpiasingcanbe doneby dependengc
analysis. This was donemanually For example, mary hard-to-reaclcasesare stateswherea
counterhasreached high value,andby dependencanalysis biaseshatwill allow a counterto

incrementfrequentlywithout resettingweredetermined.
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Time-UnboundedProperties

Recallthetime-unboundegropertiesection5.1.2)in the ltanium™ specification.Theseproper
tiesneedto betreateddifferentlyto determinecoveragetamgets. Thetime-unbounde@ropertiesare
in theform “if thetriggerconditionis true,theeventmayhappen’unlike thetime-boundegbroper
ties,whichfollow theform “if thetriggerconditionis true,theeventmusthappenLogically, these

time-unboundegropertiesareexpresseds:

—prev(q) — —r

“If gistruein thepreviouscycle,thenr maybetruein thecurrentcycle’

Note that with protocolsin generalthereis a positivepolarity. the eventr or trigger stateq
happenindi.e. theexpressiorbecomingtrue)is moreinterestingandsignificantthanstatesvhere
the expressionsare false. Thus, taking this positive polarity into account,the property can be

re-writtenin thefollowing form. (Notethatthetwo expressionarelogically equivalent.)

r — prev(q)

“If r is truein the currentcycle, thenit mustbe the casethat g wastrue in the previous cycle’
Thus,whenanimplementatiordoeseventr during simulation,the trigger conditionq is checled
for in the previous state.And so,only whenr hasbecomerueduringsimulation,canit beverified
thattheimplementatiorobeys the property Consequentlytheconsequergxpressiorr, andnotthe

antecedengxpressior, is the appropriatecoveragetargetfor time-unboundegroperties.

6.7.3 Implementing Biasing

Theactualskewing of theinput variablesis doneduringthe BDD traversalstageof the inputgen-

eration. Thetechniquewasintroducedby Yuanetal. in [?] althoughit hasbeenslightly modified
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here. After theinput formulaBDD for a componenhasbeenbuilt, the structureis traversedac-
cordingto thebiaseslf variableb is biasedto betrue 49 out of 50 times,the TRUE branchfrom it
is taken 49 out of 50 times(Figure6.9). Likewise, if b is biasedto befalse49 out of 50 times,the
FALSE branchwill betakenwith thatprobability

If the choiceof branching(for examplethe THEN branchbecausehe variableis biasedto
be true often) forcesthe expressionto evaluateto false(i.e. the traversalinevitably leadsto the
“ZERQ” leaf), the algorithmwill backtrackandthe otherbranch(the ELSE branchin this case)
will betaken. As aresult,evenif b is biasedo betrue 49 out of 50 occurrenceghe protocollogic
canforceb to befalsemostof thetime. Whatis guaranteethy the biasingschemas thatwheneer
b is allowedto betrueby the constraintjt will mostlikely betrue.

An extra stepis addedto the input generatioralgorithmto accommodat¢he biasing. Often,
for a single simulationrun targeting a specificantecedentonly a few input variablesare biased.
Thevariablesneedto bere-orderedgsothatthe biasedvariablesareatthetop of the BDD, andtheir
truth valuearenot determinedby the othervariables.In Figure6.10, variablec is intendedto be
true mostof thetime. However, sincec is buried towardsthe bottomof theBDD, if {a=0,b= 1}
is choseng is forcedto befalseto satisfythe constraint.In contrastjf c is atthetop of the BDD,
thetruebranchcanbetakenaslong asthe othervariablesaresetaccordingly(for example,a= 1).
Fortunately sincethe numberof BDD variablesis keptsmall,reorderingfor this purposedoesnot
leadto BDD blowup problems.

Comparedto the biasingtechniqueusedin SimGen,the biasingusedin this framework is
coarse.With SimGen,branchingprobabilitiesare calculatedfrom the desiredbiasestaking into
accountvariableordering. The calculationsare basedon chainsof conditionalprobabilities. In
contrastthis methoddirectly useshe desiredbiasingasthe branchingprobabilities;it requiresno
calculationsand compensatefor possibledistortionsby reordering. Although implementingthe
SimGencalculationgs notdifficult, theadwantage®f achiesing moreprecisebiasingarenotclear

from the examplesattempted.
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6.8 Experimental Results

To demonstrateéhe methodologyon a meaningfuldesign,we chosethe I/O componenfrom the
StanfordFLASH [?] projectfor verification. The I/O unit, alongwith therestof the project,had
beenextensvely delhugged fabricatedandtestedandis partof aworking systemin operation.The
methodsareevaluatedon the PClinterfaceof the component.

Thedesignis describedy 8000lines of Verilog andcontains283variableswhich rangefrom
1-bit to 32-bit variables:a compleity which rendersstraightforvard modelcheckingunsuitable.
Approximatemodelcheckingwasusedby Govindarajuet al [?] to verify this designbut no bugs
werefoundbecaus¢he designinputswereoverly constrainedandonly a subsebf the statespace
wasexplored.

The Setup A formal PCl specificationwvasusedto constrainthe inputsandcheckthe outputs
at the PCl interface of the design. A simulationchecler that flags PCI protocol violations was
generatedrom thespecificatiorusinga compilertool writtenin OCAML [?]. Theinputgeneratqr
which controlsthe PCl interfaceinputsof thel/O unit, wasalsocreatedrom the specificatiorvia
a compilerbasedtool. Thel/O unit (the designunderverification),checler, andinput generator
areconnecte@ndsimulatedogetherandresultsareviewedusingtheVCD (ValueChangeDump)
file. The inputswere skewed with different biasesfor eachsimulationrun in orderto produce
variousextremeervironmentsandstresshe I/O unit.

Verification ResultsUsingthe 70 assertionprovided by the interfacespecificationnine pre-
viously unreportedougs were found in the I/O unit (Table 6.1). Most aredueto incorrectstate
machinedesign.For example,onebug manifestedtself by violating the protocolconstraint,'once
trdy hasbeenassertedit muststayassertedintil the completionof a dataphasé€. Becauseof an
incorrectpathin thestatemachinejn somecasesthedesignwould assertrdy andthen,beforethe
completionof thedataphasedeassertrdy. This candeadlockhebusif the counterpartynfinitely
waitsfor theassertiorof trdy. Thebugwaseasilycorrectedoy remaoving the problematiandmost

likely unintendedpath.
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TheViolatedProtocolRule

Details

The designdrivesthe addressus dur
ingidle.

The idle stateis meantto be used as a
turnaroundcycle (whenthe busis not driven
by ary agents¥or theaddres$us.

Thedesigndrivesthe C/BE busduring
idle.

The idle stateis meantto be used as a
turnaroundcycle (whenthe busis not driven
by ary agents¥or the C/BE bus.

Under certain scenarios(the five de-
scribedin theright column),thedesign
doesnot keepthe signal trdy (tamget
ready)stableduringadataphase.This
violation breaksthe basichandshaking
protocolwhichrequiregrdy to bekept
assertedonceasserteduntil the data
phasecompletes.

1. In the design, the boolean variable
doneDmais truewhenthetransactiorhasfin-
ished. However, thereis a scenariowhere
the final data phasehas not completedbut
doneDmabecomesdrue aryway (due to in-
complete branching behaior description).
This causegrdy to deasserprematurelybe-
causethe designthinks that the transaction
hascompleted.

2. Thedesignintendsto assergtop ( thedata
cannotbetransferredput prematurelyasserts
trdy (thedatacanbetransferredandthenim-
mediatelydeassertg sothatstop canbe as-
serted.

3. For certainsequenceghe designsetsthe
trdy signal to be equalto a booleanvalue
which is true whenthereis new datawaiting
at the internalinterface. In somecasesthis
causeghetrdy valueto be prematurelyreset
whenthereis no moredatawaiting.

4. Thedesigndeasserttrdy beforedatacom-
pletionfor certaincasesof targetabortedter
minations.

5. Thedesignhasanincorrectandunexpected
path (too complicatedto explain) through
the target statemachinethat prematurelyde-

assertghevalueof trdy.

Table6.1: A Descriptionof Someof the BugsFoundin the FLASH 1/O Design
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IAO —> CO
'A1'->C1

R

:aO,—> c0
ali->cl
a2!-> c2

Env. > Design

seful Not as Useful

Figure6.11: The Two Typesof SimulationCoverageMetric andtheir Effectiveness

The setupmalesthe verificationprocessnucheasier;the procesof finding signal-level bugs
is now nearlyautomated, andso, mostof the effort canfocuson reasoningaboutthe bug onceit
is found.

CoverageResultsBecauseéhe FLASH PCldesignis conserative andimplementsaverysmall
subsetof the specificationbasingthe coveragemetric on the specificationof the componentvas
not very illuminating. For example,the designonly initiates single dataphasetransactionsand
never initiatesmultiple dataphaseransactionsgr, insteadof having theflexibility to respondwith
ary of threemodeswhenit cannothandlearequestjt alwaysrespondsvith the samemode.Thus,
most of the antecedentsemainedfalse becauseahe componentnever doesmary of the actions
allowed by the specification.

However, usingthe metric to ensurethat the ervironmentis maximally flexible proved to be
muchmorepowerful. Themotivationis to ensurghatthedesignis compatiblewith ary component
thatcomplieswith the interfaceprotocol. The designshouldbe stimulatedwith the mostgeneral
setof inputs,andso,usingthe missedantecedentsom theconstraintghatspecifytheervironment
(in Figure6.11,“a0, al,..) to determinebiaseswasextremelyfruitful; mostof the designbugs
wereunearthedvith thesebiasings.

Performance Results Performancassues,such as speedand memory usage,did not pose

problems,andso, we werefree to focuson generatingnterestingsimulationinputs. However, to

1A caveat: the I/O unit hastwo-sides,an external PCl interface and an internal interface that interactswith the
main processingore. This internalinterfaceis not well documentedandthusits protocolwasreverse-engineereby
manuallystudyingthe design.Oncethis protocolwasunderstoodpropertiesnvere usedto constrainthe inputson this
interface.
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Number
BooleanVarsin Spec 161
BooleanVvarsin BDD 15
Constrainton Env 63
Assertionson Design 70
PeakNodesin BDD 193
BDD MemoryUse | 4 Mbytes
BugsFoundin Design 9

Table6.2: ExperimentaResults:Input Generatiorfor the FLASH PCI Design

Settings UserTime | SystemTime | Total
Random 0.53s 0.11s 0.64s
Constrained 0.77s 0.23s 1.00s
with Dump 0.77s 0.26s 1.03s
with Monitor 1.33s 0.29s 1.62s
with Coverage| 1.54s 0.25s 1.79s

(for 12000simulatortime steps)

Table6.3: Time Performancelnput Generatiorfor the FLASH PCI Design

demonstratehe scalability of the methodfor larger designs performanceaesultsweretakulated.
Thesimulationswererun on a4-ProcessoBunUltra SFARC-II 296 MHz Systemwith 1.28Ghytes
of mainmemory The specificatiorprovided 63 constraintdo modelthe ervironment. The BDDs
usedfor signalgeneratiorwerevery small; the peaknumberof nodesduring simulationwas193,
andthe peakamountof memoryusedwas4Mbytes.

Furthermore speedwasonly slightly sacrificedin orderto achieve this spaceefficiency. The
executiontimesfor differentsettingsarelistedin Table2. With no constraintsolving,whereinputs
arerandomlyset,the simulationtakes0.64sfor 12,000simulatortime steps.If theinput generator
is used,the executiontime increasedy 57%to 1.00s;this is not a debilitatingincreaseandnow
theinputsareguaranteedo be correct. The tablealsoindicateshow progressiely addingsignal
valuedumps,a correctnesgshecler module,andcoveragemonitor modules addsto the execution

time.



Chapter 7

Conclusion

7.1 Impact on Verification in Practice

In the“Introduction” chapterit wasarguedthatthis thesiswork makesverificationof largedesigns
more feasibleby researchindhow available verification machinerycan be usedoptimally.  This
statementan be interpretedat mary differentlevels. First, by focusingverification efforts on
the interfacesof the componentsn the design,numerousproblemscan be expectedto be found
becausedhe interfaceis amguablythe wealestlink. This thesiss emphasion interfacesis partly
driven by the understandinghat focus on problematicareasincreasesverification productvity.
Secondwith a solid understandingf the requiredbehaior at the interface,componentcanbe
verifiedseparatelyrom eachother Realistically only with aformalinterfacespecificatiorcanthe
designbe verifiedmodularly Theability to decomposa designandverify smallerpartsis crucial
for designdn practice.

Third, “checking engines”such as model checlers and satisfiability proceduresare mostly
hamperedn practiceby compleity andsizeissues.Sinceinterfaceprotocolshave muchlimited
complity comparedio designimplementationsemplag/ing the checkingtools on an interface
specifications anoptimal useof thetools.

Finally, becausef thestylistic structuringof specificationgroposedn thisthesis thevalueof
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the specificatiomasatool is maximized.The creationof verificationaidssuchasinput sequences,
checler properties,and coveragemetricscannow be donein minutesinsteadof weeks. Due to
compl«ity issuesmostdesignscanonly be simulatedandnot modelchecled. Theseverification
aids are indispensabldor simulation-basederification, and so, the thesisresultshave a direct
impacton the easeand costof verificationin practice. In somecasesthetechniquein this work
may allow a designthat cannotbe simulatedwith input constraintsbecausehe solving of the

constraintgs too prohibitive) to be simulatedwith the sameconstraints.

7.2 Summary of the Methodology

The methodologyproposedy this thesisis summarizedasa verificationflow (Figure7.1). First,
whentheinterfaceprotocolis designedit shouldbedocumentecsaformal property-basedpeci-
fication. Then,this specificatiorcanbeformally andinformally verifiedto ensurghecorrectnessf
the protocol. This verificationprocedurecanalsocheckthatthe propertiesarenot overrestrictive
or underrestrictve whencomparedo whatwasintended.Thisis importantlaterwhenthe proper
tiesareusedto verify adesignmplementationAs othersneedo learnandunderstandheprotocol,
thespecificatiorcanbeusedto automaticallygeneratexampletraces Finally, whenanimplemen-
tationhasbeendesignedthethreeverificationaidscanbe generatedrom the specificatiorsothat
thedesigncanbefunctionallyverified via simulation.Becausehe specificatiorhasbeenformally
verified, the deriatives (the verificationaids)aremuchlesslikely to causefalsenegatives (errors
in the designarenot caught)andfalsepositives (an erroris flaggedbut the designis correctand
the erroris actuallyin the verificationsetup). And if the designrequiresemulationor gate-level

simulation,becaus¢he outputmonitoris synthesizabldt canbeusedin theseframenorksaswell.
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Interface 1. Designing and Documenting the Interface Protoct

Specification a. Use many properties

'

b. No explicit state machine representation

Formally Verified 2. Formally Verify the Specification
Interface Specification a. Find bugs in the protocol
b. Find bugs in the specification
I. Find over-restriction in the properties
ii. Find under-restriction in the properties
Example 3. Users Learn the Interface Protocol
v v Traces v a. Example traces are automatically generated
Input Output Coverage & | 4. Use the Specification for Simulation
Generator || Monitor Bias a. The tools are formally verified
I. Much less likely to have false negatives
ii. Much less likely to have false positives
b. The tools are automatically created
Output 5. Emulation
Monitor a. The output monitor is synthesizable

Figure7.1: The VerificationFlow
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7.3 Future Work

Other ProtocolsAn obvious next stepfor this line of work would be to attemptspecificationof
otherinterfaces gspeciallythosewith characteristicdifferentfrom busprotocols suchasnetwork-
ing protocols.lt is likely thatdifferentstylisticissueswill arise,aswell ascompleity issuest is
alsoexpectedthat simpledatastructuressuchascountersandset-resestatemachineswill notbe
enoughandmorepowerful datastructuresuchasqueuewill be needed Howevery, it is believed
thata property-basedpecificationstyle canbe retainedaslong asthe appropriatedatastructures
areused.

Mor e Specification Debugging Tools Anotherdirection of interestis to develop bettertools
for delugging the specification. For example,the deadstatecheckis limited in that althoughit
canreturna statedescriptionof the deadstate,it cannotpinpointthe conflicting properties.The
problemis exacerbatedby the factthatany numberof propertiescancontrikute to anunsatisfiable
specification. A greedyalgorithm using satisfiability on the propertiessuchthat the conflicting
requirementganbe found, shouldbe developedfor a morecompletespecificatiordehuggingtool
ervironment.

Exploiting the SpecificationExploiting a structuredormal specificatiorfor otherusess also
of interest.Perhapsncompletedesignsanbeautomaticallyaugmentedby specificatiorproperties
for simulationpurposesOr, usefulsynthesisnformationcanbe extractedfrom the specification.
Additionally, bettercoveragemetricscanprobablybe deducedrom the specification.A straight-
forwardextensionwould beto seewhethermpairs(crossgproducts)f antecedentsecomerueduring
simulations. Although somepairs may never be true, aiming for themmay pushthe designinto
interestingscenarios.A fundamentallydifferentapproachwill probablybe developedas future
work aswell.

Experimentdo determinevhetherdesignghataretoolargefor SimGen-typalgorithmswhere
BDDs arebuilt statically)canbe handledby thisthesiss algorithm(whereBDDs arebuilt dynam-

ically) would furthervalidatethe methodologys memoryefficiengy. In practice therearedesigns
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so large that memoryblow-up problemswould prevent inputsfrom being generatedat all. The
power of themethodologycanbeillustratedwith suchexamples.Furthermoremoreextensve ex-
perimentgo quantify the speedpenaltyfor the dynamicBDD building would be usefulfor mary.
Speedis a key issuein simulationruns sincedesignshave becomeso large. Sincein academia
accesdo large designsis limited, it is difficult to conductexperimentsin orderto determinethe
true speedbenaltyof thealgorithm.However, perhapsn industry the speedoenaltycanbe bench-

marked moremeaningfully



Chapter 8

Appendix A

A proofof the Theoremstatedn section3.6.3.
Proof: Themonitor M, canbecharacterizeasfollows.

Inputs: Iy =1x0

Outputs: Oy = corredye x corredeny
StartState: g € Qu

States Qu

Transitionfunction,dy : 1 x O x Qu — Qum
Outputfunction, Afj®: | x Qu — {true false}

Outputfunction,Af}Y : O x Qu — {true, false}

The statesare characterizedby vectorsof internalhistory variables. Thus,if hg, hy,...,h, arethe

historyvariables stateg}, of Qy is describedy thevaluesof (hj, hi, ..., hl)). The monitorhasthe

following four properties.

Propertyl. If theagentcommitsanillegal actionwhile theervironments still correct,themonitor

entes and staysin a statewhele no matterwhatthe observedsignalsare, corredye is falseand

corredgn, is true. Furthermoe, this stateis enteed only whenthis particular eventhappens.

“Once theagentmalesa mistale, the environmentwins'
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ForVi e l,Voe O,Yqe Q,
AyS(o,0) = falseAAjY(i,q) =true

<= Ou(i,0,0) = g’

andfor gieE™" for Vi € I,Yo € O,
Ao, gmeEror) = false

ASNV(i, gmesTor) = true

Thus,consequentlyfor Vi € I, Vo € O,
S (i, 0, GIEETTOr) = geEror

Property2. “Once the ervironmentmalesa mistale, the agentwins’

ForVi e l,Voe O,Yge€ Q,
AV (1,q) = falseAAj%(0,q) =true

<= du(i,0,q) = ggVErTor

andfor gfjeE™", for Vi € 1,Vo € O,
ASV(i, gEIVErTOr) = false

Ale(0, gEIVErTOr) = true

Thus,consequentlyfor Vi € |, Vo € O,

H envErrory _ ~envError
6M(|507qM )_qM

Property3. Whenboththe agentandthe ernvironmentmale a mistale at the sametime

ForVi e I,Voe O,Yqe€ Q,
Ay (i,q) = falseA Ay%(0,q) = false
= &y (i,0,q) = qhEror
andfor gieE™" for Vi € I,Yo € O,
ASIV(i, gRANErToN) — false

)\me(o’ qﬁ)ﬂdhError) — false
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Thus,consequentlyfor Vi € I, Yo € O,

5M(i, o, qlt\)/lahError) — qIt\)/lahError

Property4. Themonitor doesnot cause“dead states” for the agent. “As long as the agent has

beencorrectsofar, there alwaysexistsa legal actionfor the agent.

ForVq c Q_ {qmeﬁror’qﬁ)ﬂdhError},

Jo € Osud that A0, q) =true

Given sucha specificationM, the constructionof the implementationK, canbe doneasfollows.

Let thecharacterizatiof MooremachineK be

Inputs: | Outputs: O
StartState: ° States Q
Transitionfunction,d: 1 x Q — Q

Statelabelingfunction,A : Q — O

Let Q beof thesametypeasQy. Thus,if hg, hy, ..., h, arethe historyvariablesof the monitor, K

hasthe samehistoryvariablesandstateq of Q is describedy thevaluesof (hj, hi, ..., h,).
Construction

Basicldea: Startwith the sameinitial stateasthe monitor Usethe monitor’s correctfunctions,
A to determinethe outputsat ead state Thetransitionsare determinedoy the inputs, outputs,

andthe currentstateusingthe monitor’s transitionfunction.

Step0. Initially, Q is empty Q=0
Stepl. Letinitial stateq® = ¢¥,. Add ¢° to Q.
Q= {d}.
Step2. For @°, 3og suchthat, Ali®(0o, o°) = Afi%(00, o) = true (becaus®f property4 of themon-
itor, stepl in theconstructionandg, # gmesT™", gbthEror ) | et A(q°) = op anddefinetransitions

for all possibleinputs. (i, q°) = & (i,00,q°) for Vi € I. If &(i,q°) is notin Q, addto Q.

Any new additionto Q, ¢, is guaranteedb bea memberof Qy because
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) ° € Qu.
i) if g€ Qu andq = &(i,q), for somei € |, thenq € Qu becausef = dy (i,0,q) for someo € O

anddw(i,o,q) is definedfor all i € 1 ando € O for g € Q.
Thus,by inductiononi) andii), for Vg,q € Q=- g € Qum. [propertya]

Furthermorepecausey (i, 0,q) = gueET", gRANETor only for o suchthatAl%(o,q) = false(due
to propertyl and3 of the monitor),for ary new additionto Q, ¢, ¢ # gmeE"", gb*hE [property

b]

3. For every newly addedq € Q, pick o € O suchthatAy;%o,q) = trueandlet A(q) = o. (because
of property4, propertya, andpropertyb, it is guaranteedhatsucha o exists.) andfor everyi € |,
defined(i,q) suchthatd(i,q) = du(i,0,q) andif &(i,q) is notin Q, addto Q.

4. lteratebackto step3 andstopwhenno new qis addedo Q.

Thus,
e QC Qu ° qmel:‘rror qIt\)/lahError ¢ Q
e Vg e Q,A(q) = 0= Ayj%0,q) =true

And so,K implementghe specificatiorivl.



